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Feeding

Fremnzy

Lately our society has become completely
obscssed with the concept of threats., We live
in a dangerous world. There are all kinds of
people out to get us and destroy the American
way of life. Strangers are a menace © our
children. The streets aren’t safe. By defaull,
we're encouraged to look at anything unusual
as If it were a predator waiting to strike.
Ewverything. after all, is a potential threat.
Aond, just =0 we don't let our guard down, we
have the federal "threat level"” reminding us
Just exactly how dangerous the world really is.

And then, of course, there's the Internet,
where we can panic Ireely without ever hawv-
ing o leave our homes. Everyithing from chat
rooims o websites o hackers has become
something o fear, reinforced by media
stercotypes. The real threats, such as the fail-
ure of companies to protect customernr data-
bases and the private information contained
within, are usually glossed right over in favor
of an easier, more sensationalist targel. For
instance, when the Bank of Montreal recently
sold computers containing sensitive bank ac-
count information for thousands of their cus-
tomers to a private citizen, most  media
reports focused on what hackers could have
done with this information rather than the no-
toriously bad security pracuces that allowed
this to happen in the first place.

This summer has scen a virtual plethora of
nonsensical threats on the net. It's easy from
our perspective o laugh at the utter stupidity
of 50 much of it. But oftentimes in our holier
than thou smugness, we fail 1o realize that the
absurdity has become the reality,

Such change alwawys occurs gradually.
Were it to happen all at once, it would be a lot
casier o see the Faulis. When people have a

chance to get vsed 1o changes and, more im-
portantly. when people begin to forget what it
was like before the changes, the reality land-
scape change 1s complete. It's essential 1o rec-
ognize this, even if it seems to be impossible
o change it.

What happens online freguently mirrors
events In "real life.” And on the Internet,
we're being encouraged o become paranoid
about our safety, hostile to oulsiders, and de-
pendent on things we really don't need o sur-
vive. And if we're not careful, we'll soon
forget just how ridiculous this is.

The Summer of 2003 will be remembered
as the summeer of worms and vimses, where
names like "LoveSan" and "Blaster" became
synonymous with online terrorism. The net
became clogged, commerce was affected (the
claims of billions of lost dollars quickly he-
came accepted as undisputed fact), and our
very way of life was once again being
threatened.

FWes, it's ensy to see how absurd this situa-
tion is. But very little is being done o address
that point. Instead, the discussion focuses on
increasing prison time for people who wreite
these programs (possibly charging them as
terrorists), putting the Department of Flome
land Security in charge of Internet security,
and continuing o connect critical and non-
critical systems together so that any threat
can ¢asily become a catastrophe.

It's almost as if we need the excitement of
uiter chaos. Systems are designed poorly ancd
then tied together so that the cascading effect
is realized when there's a malfunction or se-
curity breach. People capable of causing
more mavhem by writing some simple code
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cause they want to enjoy the chacs as well.
Of course they fail to realize that the final act
af this little drama invariably needs a villain
to blame and punish in order 1o reestablish
zome semblance of normaloy.

S0 instead of dealing with the fact that
we've become hooked on operating systems
with large security holes that any idiot with a
basic knowledge of programming can ex-
ploit. we handle it as if it were some sort of
"eyvberwar" complete with enemy combat-
ants, spics, and a terrified populace. It's a not-
so-distant cousin of the Y2K hysteria when
many became convinced that the world
would be plunged intoe anarchy when the cal-
cndar changed. In such cases we need o re-
member  some  rational  thoughts: Don't
become entirely dependent on any single sys-
tem boecanse falluores and Qaws are inevitahle;
Keep regular backups; Put the whole picture
into perspective and realize that an occa-
sional glitch in your e-mail or a temporary
outage for amazon.com is simply one of the
growing pains of the net, nor the end of the
world: Afways have a different way of
achieving the same ends 50 that 11 a picce of
software or hardware becomes wunreliable,
wvou won't be completely stuck. This latter
peint can apply to individual applications or
entire networks - even the concept of bypass-
ing computers and networks altogether
should that become necessary.,

When a massive power outage hit some
major cities in the United States in August,
speculation gquickly pointed to hackers possi-
bly being somehow responsible. Aldthough
this was mostly dispelled by the same media
reporting it, a profound level of ignorance
was revealed by these ponderings. The igno-
rance that we're all used o is that of blaming
a hacker whenever something goes wrong
with a computer or network simply because
nohody has any idea what's really going on.
But the newer and more disturbing addition
io the existing ignorance is that the concept
of tying together critical and non-critical sys-
tems is becoming accepltable o many. The
mere sugzoestion that computers involved in
keeping the nation's electrical grid online
could be affected by an errant piece of e-mail
on the public Internet seems, once again, alb-
surd, Yet it seems o be growing ever closer

te reality. This gap in logic is possibly the
easiest way to achieve this world of eternal
crisis that so many in the media, government,
and populace secim 1O crave.

But before we get to the stage where a de-
nial of service attack by some idiot some-
where causes the lights to go oul in a major
city or a surge of pornographic spam clogs
the life support systems in hospitals, we
ougzht to change our way of dealing with
these issnes. IFf a critical svstem is vulnerable,
covering up that fact is every bit as bad as at-
tacking it. We don't advocale the crippling of
any system or network, critical or non, We're
certainly not in favor of imprisoning people
who do something stupid and simple without
thinking - as if they did something requiring
detailed planning with a clear intent of mal-
ice, What we do support is the full disclosure
of any wide open security holes that could re-
sult in either a royal pain in the ass For people
trying to surf the web or something a bit more
lite threatening. Such disclosure needs to he
encouraged and even rewarded. It's clear
there's a lot we're not being told - and that
there are many in power who would like to
keep it that way.
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by Shiv Polarily
(shivPolarity @myrealbox.com)

Mote: Inm most places, connecting o your
neighbor's network without their permission is
illegal, Additionally, you can be prosccuted by
your neighbor's Intermet provider for theft of
services if you access the Internet through their
network, These instructions arve purely for infor-
mational purposes and are intended o help you
learn how to secure your own wireless network
by learning the tactics of potential attackers. Do
not invade the privacy of vour neighbors - it is
rude. Dvo not steal Inmernet access - it is wrong.

The use of devices such as S802.11b network
cards in schools, coffee shops, and the work-
place is becoming monre amnd more comrmon
cvery day. Im a setting such as an apartment
complex, it is common to have one or more
neighbors who have laprops or compulers
equipped with such a device. If you have a wire-
less network in your home, yoo should knos
how a motivated WiFi user might try to gain ac-
cess o your nefwork, In order o adeguaiely
profect your nelwork from invaders, you should
understand what teols and tactics could be vsed
against you.

The first thing vou would need 1o explore a
neighbor's network 15 a computer with a cor-
rectly configured S02.11 network card. I use a
laptop with a Compaqg WLI10O POMOCLA card,
The drivers I have found most useful are the
linux-wilan-ng drvers from higpSSaoaowe linusx-
wlan.comflinux-wlan. For the purposes of this
article, the use of these drivers will be assumed,
Oither cards may require other drivers, though
almost any Prism2-bascd card should be fine
with linux-wilan-ngz. Download the source and
follow the instructions to compile for your
specific configuration,

Phase 1: Discovery

The first step toward exploration is discowv-
ery. By default, vour network card will iry to
connect to the strongest available signal it finds,
This is good for accessing the Internet fom cof-
fee shops or school, but for our purposes we
need a little bit more information. This is where
a little app named Kismetl comes intao play.

Kismet is an "802.11 wircless network snif-
fer," available from hitpafweow kismetwireless.net.

g Y e

Onee it has been downloaded and configured
you can wuse it o scan the surrounding
airwaves for wireless networks.

To start Kismet yvou muost first use the root
account to start the Kismet server by minning
"kismet_monitor.” This will put your card imto
scan mode, which will disconnect you from any
previous networks you may have been con-
nected to. The kismet_monitor conmmand starts
up the Kismet server application. Once that has
been siarted, open a different console and rmin
the command "kismet.” In your kimset.conf file,
you should have configured Kismet for a default
user. This iz the only user that can start the ap-
plication, s be sure youn min the kismet
command as that user.

The graphical interface presented by Kismet
can be confusing at first. | suggest yvou read the
documentation at the Kismet website and get to
know what all the symbols and sounds mean.
Personally, 1 find the sounds irritating and usu-
ally turn them off by pressing the "m" key.
Kismet offers a great deal of information, pro-
wviding statistics and  details for all detected
wireless signals. For our purposes, all we are in-
terested in is the list of available access points.

The perfect access point will be unencryplecd
(access points named "defaunlt” are particularly
delicious), Kismet will tell yvou whether or not a
given access point is using WEP (Wireless En-
cryplion Protocol)., IFf all of the hsted access
points for your location are encrypied, you will
notl ke able to proceed. WEP can be broken, but
it is a time consuming process and is beyvond the
scope of this article (a little too invasive Tor my
taste). Though [ will suggest you  wvisit
hitpeffairsnort.shmoo.com iF it is not beyvond the
scope of your personal etlhnces,

Onee you have identified an unencrypted ac-
cess poant, wirite doven its S50 (onme ) as well
ag the channel the signal s using and quit
Eismetl, Once you have closed the Kismaet ap-
plication, run the kismel _unmonitor commanc
as root. This stops the Kismet server and puts
yvour Wifi card back into its normal mode of op-
eration, though it doesn't hurt to alsoe run
“ferclinitdipomeia restart” just for oood mea-
sure, assuming you are using a laptop.
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Phase 2: Connectivity

The next step is actually connecting to the
access point you hawve identified. The steps in-
virlved in connecting to an access point will dif-
fer from one 80211 driver to the next. These
instuctions  apply to  linux-wilan-ngz drivers
only. If you use different drivers, consult the
instructions for those drivers.

Edit ferc/wlanSwlan.conf and look for the
ling beginning with "SSID wlanO”. The value
for that key should be the 551D of the access
point you wish to connect with.

Mext, look in fetc/wlan for a file named
wiliancle-DDEFAULT, That f(le 15 your template
conhz file, Do not edit it or overwrite it Tnstead,
use the op command o create a copy of il. The
name of the copy is important and is determineaed
by the S5ID of the access point you are [rying 1o
connect with., For example, if your target access
point is nameaed "myAccessPoint” you woonld use
the following command.

o wiancfg-DEFA ULT wlancfeg-MyAccessPoint

This will create a new file named
fetofwlandwlancfe-MyAccessPoint. For access
points named “default” create the file
fetchwlanfwlancfo-default. Femember, this is
Linux so wlancfog-DEFAULT and wlanctfo-
default are totally different files. The lionux-
wlan-ng drivers will use this new file the next
time your wireless connection is initialized.

After you have the new config fle, edit it
The contents of the file should be pretty easy 1o
uvnderstand. Enter the channel in the appropriate
place, as well as the WEP key if necded (if you
used Adrsnort o acguire one). Most of this fle
can probably be lell as-is.

Onee all of your values are entered cormaectly
into the new config ([Ale, restart your wireless
connection. Personally, T use "feredinit.dfpoemeia
restart™ to do this, though you may have a dif-
ferent means. IF everything is correct, you will
connect o your targct access point. My card
gives me two high-pitched beeps to indicate a
good connection. One high-pitched beep fol-
lowed by a low-pitch beep indicates failure.

There are sewveral reasons your connection
attempt might Fail. [f the access point uses MAC
address filtering, wou will probably not be ahle
to connect to the access point. In this case you
are probabhly up against a fairly savwvy access
point and yvou're better off seeking lower-hang-
ing fruit. ¥You may also have made a mistake in
vour wlancte file. Double check it. Restart
Kismet il you need 1o make sure you Sol every-
thing right to begin with., Also double check 1o
make sure the access point iISn't Using encryp-

tion. Another reason for connection failuce
could be poor signal strength. Again, check
Kismet to make sure there is a reliable signal
getting to you., If mot, try walking around {as-
suming yvou have s mobile computer) and see if
vou can get a better signal somewhere else.
Sometimes just a few feet in the right direction
can make a huge difference. If all else fails,
check Mvarflogfsyslog or one of your other error
lorzs.
Phase 3: Exploration

MNow yvou're connected to your neighbor's ac-
cess point. Congratulations, yvou outlaw, Before
procecding, e aware that yvour connection has
bBeen logged on vour neighbor's access point or
wireless router, O course, if yvour neighbor has
left his access point wide open, they probakbly
don't even know what the log means and proba-
Bly never choeck it. But vou should bBe aware,
They have a log of yvour MAC address, what
time yvou connected, what TP yvou were assigned,
and, depending on the acoess point, they may be
logeing everything you do on their network.

So what now?

Well, muy first thing would probably be to sec
what I 1 have been assigned. It is wsually
92 168.0.x where x is some number greater
then 1. Also, pinging 192, 168.0. 1 usually works
because that is probably the [P o the access
point or wireless router. Try opening a web
browser and entering in hitp/192.168.0.1. If
prompted for a usernamefpasswonrd, ry typing
in "admin” as the vsername and leave the pass-
word blank. If they are truly using the ouwt-of-
the-box configuration, this will wsually let you
into the configuration page. If yvou can get into
the configuration page, you now have full con-
traal of the acoess point andfor rooter, One rood
dea might be to clear the activity log. Bur hay,
this is your gig. Do what vou like,

Another interesting venture could be 1o look
at any port-forwarding mles. Finding out which
ports are forwarnded is a good way o determine
what sorts of things 20 on over this network. Is
there a web server somewhere? An S5H server?
Dvoes anyone play video games? IF so, what TF
do these services run on? This is all wvery
interesting stff.

If you can't find the access point right away,
try using a ool known as nmap {(hetpoffaresaw
dinsecure.org/mmap’). As root, man the command
"wnmap® 1o get a nice graphical interface for
this incredible tool. Yoo have several options
you can perform with nmap. One of my fa-
worites is an IP scan using operating system de-
tection. If yvou tell it to scan 192, 168.0.%, it will
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scan every possible IP on that segment and re-
turn o yolr a list of all active TP addresses, along
with which operating systems they are using.
The IF for the access point will have an operal-
ing system such as "-Link DYWL SOAP+" or
something along those lines. It should be
obvious,

S0 now you know where the access point 1S,
o also know what model the access point 15,
Try a Google search For that model number, You
can sometimes find interesting bugs or vulnera-
bilitics on web forums for specific models, A
the absolute least you should be able to down-
load the PDF manual for the access point wo
learnm how it works along with a confirmation of
the default usermame and passwornd.

You also know how many clients are usimg
the access point, and you know their TP ad-
dresses. So now it's time to be neighborly. Go
grab an application called LinMNeighborbood
(Bitrpeffeeasa bneoodef~schmidjo). This program
ives yvou a graphical interface 1o vour local net-
work, much like Microsoft's famous “"MNetwork
Meighborhood™.

Once you've started LinMNeighborhood youn
probably will only see your computer listed in
the main window. Since it is highily unlikely that
vou're on the same workgroup as your neigh-
bor's computers are, vou will have (o do a litile
weork to fimd them. Chick the button at the top In-
beled "add™. This will bring up a dialog asking
for a name, group, IP, ctc. Enter an IP from the
list given to you by nmap. then click "guery™.,
LinMeighborhood will Gl in the rest of the val-
ues for the "add" dialog. Oncece the rest of the
values have been filled in, click OK. The new

compiter should now show up in LinNeighbor-
hood, Do this For each of the computers found
by nmap.

Clicking on the computers listed in Lin-
MNeighborhood will shosw you any shared folders
they have, You will need o know the usernames
and passwards to access them, unfess they have
been shared publicly. But at this point, why
weould youw suspect your neighbor of not sharing
his files publicly? LinMNeighborhood will mounnt
the shares o your loeal fle system, and you can
look around and see what is there. My personal
sugrestion would be 1o not look at the files, and
{assuming you can get write access) politely
leave a conspicuous text file explaining how to
properly secure a wireless network, sugeesting
WEP encryption, MAC filtering, and setting
new passwords and 1P addresses for everything,.
If vou do this, mast definitely be soare to clear
the activity logs in the access poinl or roubern

Al the absolute least you should be able to
learn the names, groups, and [P addresses of
yvour neighbor's computers. You camn use the port
forwarding reles from the rooter o determine

what roles the network cliemts perform and
yvou'll be able 1w access the Internet, albeit
illegally.

O conrse, the smariest thing to do would be
o not wry any of this stoff yourself and inscead
double check vour own access point or wircless
router configuration to be sure they are secure.
Also, be sure o change your WEP keys from
time to time and Keep an eyve on your logs. oo
never konow who lives nearby. It could be
another 20600 reader.,
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SERVERS ON A chetto IS>™

by Lirakis

Many ISP's woday restrict their customers
from providing services by blocking ports. It is
unfair that ISP's do not give their customers
what they pay for and inswead opt to make monre
money by charging a lot for business service on
which you can run servers, all while saying it is
in their customers' best interest. This arnticle is
meant to be an in depth follow up o "Fuan With
Hosting On Your Cable/DSL" by Toby in 2001
and also includes how o set up a POP3/SMTR
email server with a pornt blocking ISP, This anti-
cle specifically addresses restrictions as well as
statements made by Cox communications. Dae-
priving customers of abilities, in my opinion, is
not protecting them. It is cheating them. Per-
haps if Cox did not use up so much of its bamd-
width tracking customers ((Cox or someone
acting on its behalf may engage in the anony-
mouws monitoring  of Intermet activity., This
means that a cusomer's session may  be
tracked” - Cox T.O.5. at www.cox-internet
comdterms_himl), they would be more willing
to provide the full service that their customers
hawve paid for

Below I have listed the ports that Cox blocks
and the reason why they say they block them.

(portmap {a *nix utility) can also be used but it
iz nororiously insecure so I will not cover it). |
use a [D-link 614+ router which works great. Set
up your web server (1 used Apache) behind the
router and give it a static [P on your internal net-
work. Let's give it 192.168.0L 150 for use in this
article. Mow open up your router's admin menu
and somewhere in adwvanced settings youw will
find port forwarding, Here you need 10 set your
router o listen to an external port and forward
any request o an internal 1P on the same or dif-
Ferent port which yowu specify. So let's set the
public port to listen to public port 2600 and For-
warnd it o private port 80 on 192.168.0.150.
Mow oo oo your DS and create a record for
yvour public IP. Mow vou also need to create a
record for URL redirection (DMNS does not al-
low port specification, so this is why we use
URL redirection). Create a URL redircct record
containing et Atoo s s w2000 sulbsti-
tuting your TP in For the x's. The 2600 is the
port specification, just as if you were Iyping in
an fip site into a web browser's address bar
Mow your web server will work just fine.

There is one more issue that comes up that is
not a bhig deal. When someone goes [0 YoLur
website hitp:/fyour-ip = 2000 will show in the

Port I Transport |Protocol Direction Reason for Filterings

z5 TCP SMTPE Both* TSMTP Relays

=2 TCF él—l‘l rF Inboengd Wb servers, worms

WH] TCP Portmap 3 Tnbound P services, wWorms

T TCF TP Inbound IMMNTP servers =
i35 [UDP ‘MelBios Both SpamiPop-ups, Worms

136-130  |UDP/TCP MetBios ‘Both Worms, Network Neighborfiood
1900 UDP MS-DS/MNelBios "Both ~Worms, Metwork Neighborhood |
7374 TP éﬂub@c\rcn Hoth [SubSeven LTrajan

As vou can see two of the three ports we
need o set up web and email servers are
blocked, port 25 and port 80.

Setting Up a Web Server
{The Easy Part)

Register your domain name with a NS that
provides URL. redirection (1 used
wowrw, 1 23cheapdomains.com) and get a rouler
that supports port forwarding or pornt mapping

address bar, not your domain name. To make it
show your domain name you must specifly LIREL
forwarding with address masking on your DINS
and give it the domain name that you want o
show. That wasn't =0 bad now was it?
Setting up a POP3SMTE
Email Server (The Hard Part)
Well, if you want to set up an email server it
is ot 50 easy, but it is still deable, T am using
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sendmail in this article but T will not cover basic
setup of it; they have whole books devoted o
that. Install and configure sendmail according to
your neceds, Install and configure a POP3 dae-
mon of your choice (I used popaid)l Now you
need o st up port forwarding for the SMTP
portion of the mail system. You should not have
o do any port forwarding for the POP3 daesmon
because, cddly enough, Cox doees not Aler port
11k, Open your router's admin page and go 1o
the port forwarding section and let's specify
public port 2700 and forward it to private port
25 on 192 168.0.150.

The next part is more difficult. Because there
iz mo way o specify a port for MX records {mail
server records), you can't just use URL redirec-
tien like you did with the web server. What vou
need to do is set up a mail redirection host, This
means you necd a remote machine somewherns
that vou can =et up a mail server on that can re-
ceive on port 25, You're on your own as far as
getting a remote machine. (Maybe someone
could write a follow up aricle o this one about
social engincering heh heh.)

When you have a remote machine, you need
to install sendimal on it Adfter vou have done
this, you necd to make sendmail listen to port 25
and redirect it to yvour port blocked computer on
port 2700, To do this you must modify a few
limes in the sendmail.cf file.

From thas:

Mesmitp, P={IPC], F=miDEFMuXa,
S=ErnvFromSM TP drFrom ST TR

by Apratt

MAfter reading about how to set up a web
server behind a broadband router im 2001, 1
was inspired to offer some ideas aboutl sciling
up an FTPF server behind such a router (or
ather device doing MNAT or IPF masquerading,
such as a Fnix box or Windows box with In-
ternet Connection Sharing: for convenicnoe,
I'll refer to all of these as "routers™).

FTP"'s ML.(b.

Unfortunately, FTP doesn't play well with
routers. Since no routers existed when FTP
was invented in the early-to-mid-1970's, it
didn’t neecd o, Your FTP login and commands
avel over a typical TCFP connection (the

R=FnvinSMTE E=wha, =990
F=DNSARFCEZ2Z2/A5AMTF,
A=TCP 5h

T this:

Mesmrp2 700, P=rrcC ], F=smiD R X,
S=EnvFromSMTP/HGr FromSMTrns
R=EnvToSMTPE E=\rn L=000
F=DNWNERFCEZ22/EAMTE

A=TOR S 2700

Mow yvou need o add your entry 1o your
mailer table and indicate that you want to use
esmip2 7O
exgrrnple-domrin. ooy esmip 2 70 free-Brlocke d.

f_m.rﬂ':.'u'e—:‘ff:l.-n{riﬂ.e;.'r.?r.n

You're almost done! Now all yvou need o do
i% 1o o o vour DINS and create an MX record
pointing o the relay mail host. MNow wvou can
send  and receive email @yourdomain.ocon,
FOP3 on port 110, and SMTP on port 25,

We see that although many of today's TSP's
are stripping their customers” rights to share in-
formation that, with a little creative administra-
tion and some tme, we can keep the spice
fAonawing.

£ oweenaeled Nike ver plraann ks Gravnnaliin for helping
amrre ter rest the ol sermver Alfso Solilae, D201,
exreed @l el thre mmermbaers of 20000 wcson for hels-
frgr Wi rexring fhe el Ferver;
farapreireclsd. precen reet fore Il o serclrrasl re-
deew corrfigreerinng, cved oof conrse Cox Calele, Wieh-
crpef lreir pnfair vesteforicons and blaraser breach
exf” privacy §owoedd feave fad noshing o wirire
calacrred,

tion"), vswally to port 21 of the FI'P server.
The actual files and file listings to be received,
hoswever, all require a separate TCP connec-
tion (called the "data connection™ ), usually o
an unpredictable port greater than 1023, In ac-
tive mode (the old style), the server will initi-
ate these secondary connections to the client,
o a port of the client's choosing. In passive
mode (the new style), the client will initiate
these secondary connections to the server, to a
port of the server's choosing. The direction
the file is being sent has no affect on who ini-
tiates the data connection. If the client is be-
hind a router, active mode won't work. If the
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server s behind a router, passive mode won't
waork., Iff both are behind a router, no files or
file listings can be wransferred.
Light at the End of the Tonnel

Fortunately, there are several solutions o
the problems caused by routers. You can for-
ward some ports in the server's router, for-
ward some ports in the client's router, use a
proxy, or just ditch FTP altogether.

Empowering the Server

Using passive FIP and forwarding some
ports on the server's router is probably the
best owverall solution. You'll need to use an
FTT daemon (server program) that can be vold
Lo restrict itselfl 1o using only the forwarded
ports and e have the client connect to the
rowrer’s TP address. If vour FTP server is be-
hind a router, it would advertizse its address as
being 10xx.x or 192 168.x.x, which will
confuse the client. It's more practical to just
download PureFTPd, ProFTFLy, or
GuildFTPd instead of forcing your preexist-
img FTP daemon to play nicely swith your
router. According to PureFTRPA's documenta-
Ltion, you necd o forward two ports per simul-
tancous connection you wish to support. It
doesn't matter which ports you forward as
long as they're all in one contiguous block,
they don’'t conflict with anything, and thev're
all greater than 1023, If vou have your router
configured to silently ignore uninwvited con-
nection  attempts, you also might want to
avold using any ports that are famous for be-
ing sought by port scanners, such as the ports
commonly used by Back Orifice, WinGate,
elc, just so yvou don't attract any unwanted
attention.

Empowering the Client

Another remedy is to use active FTP and
forward some ports on the client's router. The
bad news is that most FTP client programs
will report their intermal 1P address, such as
192, 168.x.x or 10.0.x.x%, instead of the router's
IP address. This will confuse the FTP dae-
mon, SmartFTP is one client that can report
your router's IP address as well as restricting
itsell 1o using only the handful of ports that
vou've forwarded from your roater to your
FTP client computer. Your FTP client pro-
gram needs o have borhh of these abilities For
this method o work. As for which pores o
forward, the guidelines are the same as for an
FTP server.

Other Options

Proxies: 1 don't like proxies in general, and
their configuration 15 beyond the scope of this
article. Thankfully, there are better wawvs of
transferring files across the Internet, and none
of them wuse the strange mulii-connection
scheme that FTPF does.

SFTP: On the surface, sfip is very similar
to FTP. The actual protocol. howewver, consists
of a single SSH connection, so you have en-
cryvplion and optional compression. Sfip gives
you direciory lhistings and all the commands
you're used to (chmod, rm, rename, delete,
etc. ). Since sfip programs are less common
than FTP programs, you can't expect sfip pro-
grams tor be as luxurious as their FTP counter-
parts. This 15 especially true for sfitp daemons.
I hope to see more variety soon. Sfp is not
suitable if vou need the fancier features found
in some FTF dacmons.

SCP: Sep 1s basically the S5H-enabled
wversion of op, Unix's copy command. Since it
uses S5H, it is also secure and compressable.
Unfortunately, you need to know the exact
pathname and flename o download any-
thing, as scp is incapable of listing what fles
are awvailable. There are programs like
MiftyTelnet 1.1 S5H for Macintosh that in-
clude an scp client, but scp programs are also
disappointingly uncommon. Did T mention
how irritating it is that you have to konow the
exact path and f[lename of evervthing wvou
want o download? It may be an oplion for
uploading to a drop bhox, howewver,

HTTEP: Wou shouldn't terallv discount wekb
servers. If all you necd are insecure one-way
file transfers, a small web server is all wou
need o set up. Besides, yvou could always
confizure it o support passwaords, S50, ancd
the HTTF "PUT" method. You e have a bot-
tle of Adwvil, right? WebD AN should be an ex-
cellent file transfer protocol in the future, but
it's only in itz infancy rizht now.

Upgrading to an FTP daemon that is
router-avware is the smoothest solution, reguir-
ing only that the clients support passive rans-
fers. Security enthusiasis will have to settle
for a less convenient method,

rreciz to Selenef35.  Slon,
Seeferer's STndern, cnd Krerakkodsof,

Srrasher:
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Hacking

by muajomonkes

After reading ZenlLogic's "HacKing The
Look™ in 20:2, 1 decided to author a follow up
article that might shed a bil more light on the
world of deskiop customization in Windows.
Now [ know this isn't a customization maga-
wsine, sa I'll keep it short and sweet. Mavbe your
interest will be pigued and youw’'ll want to dive
into this kind of thing by anicle's end.

While Fenl.ogic's anticle touched on some
integral customization technigues (res-hacking,
registry editing, etc ). there is still much more
that can be done to make your desktop fruly
vour own., One big thing that you can do o
completely change your deskrop look and hawve
people say "Is that *=nix?" {or even "Is that
D5X?) is o change wyour default Windows
shell.

Windows Shells

In Windows, the desktop enviromment is
known as a "shell.” The defaunlt shell is ex-
plorerexe and is merely a suggestion by M-
crosaft on how you should mun yvour desktop. It's
not set in stone. There is a myriad of alternative
shells you can wse o completely change this
look, and here are just a few that are in active
development.

BlackBoxdfWindows, Known as bbdwin o its
users, this linux clone runs exactly like its Fnix
counterpart. With the ability for expansion with
user-made “plugins” and support for natwve
linux themes (no porting necessary), this shell is
ready o go right out of the box. Just extract the
latest nightly build to CABlackbox and vou're
all set 1o oo, For more information on bbdwin,
o to httpofwwow. bbdwin.org,

GeaShell. Geoshell is a newcomer to the
shell scene (about a year old) and wses "geo-
bars™ 10 load such items as Winamp controls,
command  line, clock., system  stats, tasks,
systray, ctec. Much like bbdwin, these are
achieved through using user-created plugins,
Load what plugins yvou want and others that you
don't o achieve what wou feel is vouwr desktop.
For TOTre information, £ (L8]
hitp/ifeewow, seoshell . conm.

Firesrep. Litestep started as a Windows
clone of Afterstep but has evolved significantly

Revisited

from that. Today 10 bears more resemblancs 1o
Enlightemment due o its extensive customiz-
ability., You can make vour deskuiop look, run,
and feel SGowever you want in just a short
amount of time. Litestep is the most compli-
cated of all the shells I've used, but it really
gives yvou complete control over your deskiop.
With hundreds (ves bhundreds) of "modules”
(I =) that you can apply, there is no end to
the Mouncticnality of your deskiop. Animatecd
auto-hide bars, draggable boxes, 32-bit alpha-
blended png support, and ability for highly ad-
vanced scripting make the sky the limit for
Litestep. For information concerning Litestep,
zo o higpadfecssw litestep.net and htip:/flsdocs.
shellfront.org.

Shell Installation

Sometimes a shell comes with an installer
that can set the shell as the defanlt Por vour by
automatically editing the registry. While this
may be a good idea sinee 1t allows you 1o kesp
wvour hands out of regedit.exe, | recommend opt-
ing cut of this option and setting the shell your-
sclf. This allows wvou o learn how Windows

handles =shell settings for individual accounts

and also lets you hawve control over which
aocounts have which shell.

Windows 2E/XFP: 1 recommend having a
main administrator-level account that uses ex-
plorer.exe as the shell for system ceritical driver
installations and Windows updates. This insures
that nothing goes funky because the default
shell isn't loaded (MS isn't fond of third party
software running at the core of the system and
certain Windows updates might get blrked if
explorerexe isn't loaded as the shell).

Onee wyou have your explorer account all
ready 1o g0, create a new acoount for your alter-
native shell (0 have one called brian_litestep and
one called brian__bbd4win). Log into the shell
and then mun regedit. In regedit, follow these
steps (Thanks to Omar Hussein!):

HELM\Software \MicrosofmWindows NI
CrerreniVersiomddni FileMappinghsystem. inddoor

set the shell” Srring ros

LIS SoftwaraficrosaWindows NI,
CurrentVersiormMWinlogon
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M ECIASoftwared A FicrosaftWindows W,
Carrrenr VersiowmsWin o gon

xef the "shell” Srring rev:

e d R e shrefDyvernr sfrell exe

HECUMAS oftwaraWicrosafth Winrd e sh,
Careven? ViersionthdSgpalarer
xet fhe ThesiropProcesys” DDWOREY tos

Note: IF you don't have a "shell” string, then
Just create it.

I[f this is voo difficult (or you can be bothered
to mess with the registey ), then make a registry
file (. reg) that will do it for you, Open up a text
editor and paste in the following information
(Thanks to FParadox!):

Windowy Registry Sdivoe: Version 5.00)

FHEEY FAaCAL ATACHTINENSCF WA REN,
MicrosafthWirnndaws NIWCrrrerrrVersion,

Frid FileM appring s vsren, fnfdaoror |
"whell"="LIS R Saftwared M icroas el
WindaveshN T uerrentVersiom W Windagon™

SR EY CURRENT_USERSOETWAREN
MicrosamWindows NINCurrenrVerstorW\Winlogan |

Ywhell"="CNearh_to_shredbovosr_shell exe™

FHKEY CDRRENT USERSOFTWAREN
MicrosoftWindowSnCurrent Viersiomdoplaore r |

"DeskraopProcess U=sdword 2000000

FTHKEY CURRENT _ISERSOFTWAR,
AFFerersa W o re e Vs o,

ExplorerAdvanced |

"leskrop Process "=dword 20000000

FTHREY _LOCAL_MACHINENSOFTWARE,
MicrosafWindows NINCerrenrVersiondWinlogaoen J

‘ehell'=

Save the file as a F.reg extension and don't
forget to edit the "shell” line to your specific set-
tings! Double-click the ®*.reg file to add it o
yvour registiry and yvoo're all set (o zo,

You can do this for as many accounts as you
want (try out all the shells!). This way, if yvou
get sick of the shell and want to return to the
safe haven of explorer.exe, you can just delete
the account and go back to the administrator
account.

Windows 95/08/MFE;: Since 95/98/ME isn't a
true multi-user OS5, there can only be one shell
set a time for all users. This has both positive
and negative sides o it. The positive 1s that
there is only one file that you need to edit in or-
der to set the altermative shell as the default. The
negative i that  wvou  will o want o have

cxplorerexe loaded when installing Windows
updates and other critical system upgrades since
some software/driver  installations rely on
explorers services for proper installation.

Mever fear! This is an easy problem o get
arcund, How o we fix it? We get a "shell man-
ager!” A shell managern.. Manages Your various
shells so that you can choose which one yow
want o use on startup. Think of it as the
stepchild of Lilo. 1 recommend “shellOMN™
which is  awvailable at  hotpoifowowods 13
counkfsovdl. To set the shell in 95/98/MNE,
follow these steps:

Malke sure sverem files and hidden files are
showre (50 vor can see the file verne rreed ror edit b

Mervigrate o CAWIRdowsy and find the file
“ayEler ans T,

Crpen systerm, ind in rotepod (or your favorite
fexd edivar) arnd ser the shell of veur cliofce i
rlre "shell=" fine. If vou wish to use just ihe @l-
reraarive shell (e g, hdwin) rlren juse sef iv (o
“sirell=CARackboxblackbox exe™ bur 05 von
werrd rer pse o shell manager, ser "shell=" ro rhe
rraErE s execiifoiale,

MNote: IF yvou ever are 1t with a blank screen
and nmo way of fixing it, reboot your machine
into DS mode and edit the system.ini file to
point back o explorerexe as your shell. Since
there is no sk manager, it is one of the only
ways o zel back o vour deskoop 1o fix things
you may have messed up.

End MNotes

Deskiop shells are just one part of deskiop
customization, but they can do a lot for the way
vou run your desktop and up your production
lewvel by reducing the amount of clicks o get
simple tasks. You can't really muck up your sys-
tem oo muech, bt always make sure you koo
what registry or system file you're editing be-
fore you reboot yvour system.. you might lock
vourself oot of your OS5, If yvou want morne infor-
mation on renning an  aliernative shell on
Windows, visit the following sites:
hutp:Sfaesoae shielifront.org
hupffareow shellscape.org
htipffshells loose-screws.com
http:ffshell-shocked.org

Shrowrs re #lirestep,
cleskrrod.

crnsromize, e

#fan,
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by X3NOX

With the advent of Aashy new DMain
boards and fancy looking heat-sinks, modded
cases have become a new trend in the com-
puter world., Fancy, expensive cases can be
bought at retail cutlets such as CompllSA
and many other stores, complete with Auores-
cent lights and other frills. The only problem
is the exorbitant cost of these pre-modded
cases, not o mention the lack of personal ex-
pression caused by the limited number of
choices available,

Taking this into consideration, and also
the hacker communiiy's general propensicy
for modifving things, there may be those of
vou out there who would enjoy doing such
things 10 your own computers and not spend-
ing large sums of money on a fancy case.
This article addresses some of the methods
and tools that can be used for modding cases
and sources Por things such as lights.

First, I would like to remind you that T s
not responsible for damagse or injury to your
compuler or person resulting from following
the procedures mentioned herein. Also, those
of you who worry at the thought of soldering
some wires or other similar activities shoulcd
stop reading this article now.

The tools required o mod cases are very
simple and easy to find. T would imagine that
if you live at home your father probably has
all of them handy and would let you use them
if you asked. For those of you without tools,
well, vou get the idea.

Aou will need a good eleciric jigsaw and
some [fine tooth metal blades. The finer the
teeth, the easier it will be to cut the metal.
Also, you will need a good electric drill with
an assortment of sharp drill bits. A couple of
coarse files, one round and one fAat, will be of
use as well. All of these tools are available at
wvour local home improvement store.

t—asy

Lights can be found at vour local Super
Targetl, Auto Zone, and wvirtwally any other
store that sells things for "customizing" your
car. The type of stores 1o look for typically
cater to the Honda-driving rice-boy types and
sell anything from EL-Swrips to sound acti-
vated fluorescent lights of all colors and
sizes. The reason you want the kind for cars
is because they typically run on 12 wvolts
which makes them easy to power from vour
computer's power supply.

Adter vou have decided what you want
your finished case to look like, it's time for
the fun to begin.

First, figure out how you want the
"window"” o be cut. 1 have seen anything
from windows in the top o windows on all
sides. I will use a side window as an example
in this case.

The first task is o remove the side so that
it can be laid fAat to allow cutting. 1 recom-
mend buying a cheap case with sides that are
separate, as this makes it easy. After the sides
have been remowved. you need o draw a
sketch of your desired window shape. Use a
pencil as it can easily be erased if vou goof
up.

Mext, drill a hole at least an inch away
from the ouiside edge of your window
sketch. It should be large enough to allow the
saw blade to pass easily through the metal.
Adm the saw towards the outer edge of your
window and start cutting. As vou approach
the edge of your shape, gradually turm the
saw o alizn the blade with the line vou drew,
Take your time and make yvour curves grad-
val. This will prevent broken saw blades and
injury. If you want, some wide masking tape
can be applied to the outer surface of the case
1o prevent nicks in the finish while vou are
cutting.
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Mow that you have a gaping hole in the
side of your case, remember those files I told
you about? Mow clean up the edges of the
hole you made. Use the round one for curves
and the fAat one for Aat arcas. (Duho) It is also
a good idea to take the sharp edoes off of the
metal, Do this by filing the edges of the hole
at an angle o create a very slight bevel. This
will prevent snags and also make it look more
professional. It is even more of a plus if you
are going to repaint the case, but this is the
subject of another article so T will not cowver
details here. If you were careful when vou cut
the hole, a couple of passes with a damp rag
should take care of any scuffs made on the
finish by the saw.

Installing the window is the tricky part.
The plastic you need is available at yvour local
home improvement store, or quite possibly at
a craft store or a place that frames pictures.
Don't buy anything thinner than 3/32" as it
will crack wvery sasily even at that thickness.
Don't buy anything much thicker than about
/8" either, as it will be dilfficult to mount,
The plastic comes with a protective coating
on it, usually some kind of plastic film or in
some cases paper. The plastic film is easier o
remove but does not provide as much protec-
tion as the paper. Leave this filtm on the
plastic until it is ready to mount.

If you want to use a window rubber type
mounting, the plastic should be slightly
smaller than the window and needs to be the
exact same shape. This approach is very diffi-
cult and should only be attempted by those
with the proper expertise. It looks very neat,
but very satisfactory results can be obtained
using the screw mounting method described
below if it is done carcfully.

The plastic should obviously be slightly
larger than the window you plan to use it for
and does not need to be the same shape. Try
e strck with more rectangular or square
shapes for the plastic, as this will make it eas-
ier o cul. The curves on your window will
hide the square edges of the plastic, The plas-
tic can be cut using the same saw and blade
you used for cutting your case up. Just be
sure 1o support the plastic so it will not crack
while you are cutting it

The holes for mounting the plastic should
ideally be drilled at the same time in both the

plastic and the metal. This will help o ensure
that the holes line up propercly. Many differ-
ent types of screws and fasteners are avail-
able at your local home improvement store
for a minimal cosi. All the fasteners [ used
cost less than 51 total. Do not use self-tap-
ping screws or the like, as they will make the
plastic crack. It is best to nse some sori of
screw-washer-washer-nut combination.

Fick some locations for mounting holes.
These should be about half an inch from the
edges of your window and should leave
enough plastic to prevent breakage. Use
some double stick tape and mount the plastic
o the back of your window hole, aligning it
a0 that it fills the window nicely. This is a
good time w make sure that your screws will
not interfere with assembly of the case, Relo-
cate any if necessary and very carefully drill
through the metal and plastic together. Drill
at the lowest RPM possible and take your
time to avoid cracking the plastic. After vou
have drilled wour holes, remowve the plastic
from the metal and remowve the protective
film Ffrom the plastic. If vou cleaned the
rough, sharp edges off of vour metal you
should have no problem mounting the plastic
without scratches,

And finally, the lights can be mounted us-
ing a good double stick tape and powered
from an unused power connector inside the

computer. Just remember that red is Sw,
yvellow is 12v, and black is ground.
If you want to make "round” [IDE or

floppy cables, Radio Shack sells some cable
ties and cable wrapping supplies. Take wvour
normal fAat cables and a nice sharp razor
blade and scparate the flat cable into small
strips of about five wires each. These can be
easily bundled in electrical tape, cable wrap,
or even nylon cable ties, Just be careflul not to
cut the wires. It works best to make a small
start cut with the raror and separate the small
strips by hand the rest of the length of the
cable.

Enjoy modding! If yvou have any guestions
or want some ideas, there are numerous
sources online. A google scarch for "Case
MMaods" will bring up countless links that may
be of use.
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by Shawn .

In this anicle vou will learn how o put a
DWVD movie on a Pocket PC. The basis for the
ratios and settiings in this article were formed by
using the Pocket PC 2002 .5 on an Ipag 19140,
The numbers should work for all systems that
run Pocket PO 20002,

As of now the largest S flash card is
250mb. Uswally I get my movies down to 233 or
234mb, from a little over a gig. | encoded all of
my movies and keep them on my computer,
switching movies as 1 see fit. The theory is my
computer is like the mother ship, and my Pocket
PC is a smaller ship that needs to dock. In daoing
S0l erases old movies off s S maemory cand,
which makes room for different mowvies of 1wy
choice, This is great to have for a plane trip or a
day at the beach,

In the Spring 2003 izssue of 246000, there was
an article on how o burn DVDs o CDR. One
could use two of the three programs from that
article, We're only going to use one - I'll explain
why later. The programs you will nesd are all
Imee. First you will necd a media player for yvour
Pocker PC. 1 use DIV (www. projectmayo.com,
SmartRipper (vse google o find)., DWEDRD2AN]

Cwwewdivie-digest.com), ard TMPOGED:
[wwoan tmpgenc.net).
Insert the chosen DVD into yoor DWD

drive. Flay the DWVID with any type of media
player (Power DY, etc. ). Click on Smart Rip-
per while the mowvie is playing and watch the
magc happen, Smart Ripper will copy the WD
onto your computer as "VORB" fles. This will
take a little bit of time depending on your
CcOmputer.

Adver the WOB fles are on your computer
wvou will need to use DWVIDZANL There are many
other programs you could use such as DWIDX
bt I like DWVD2ANT becawse I'mea little anal-re-
tentive. Little things bother me and with
DWID2ZANT 1 can choose the selting for a really
good movie quality, have that particular mowvie
encoded mm a folder on the desktop into an AW
and a WaAN file giving me the "recipe” to make
and tweak that movie as I see fit as many times
as 1 like, 1 can keep the WAV and AV files and
gel rid of those WORB files.

PocketP

You now should have VOB files in the par-
ticular place yvou chose to save thems Open
DWW ID2A%]T =

FILE: = Open > MNavigate o the Folder that
contains the VOB files > Open YOB1 with wver-
sian 1,760 of DWIDR2ZANL Onee you choose
WiIOBL it knows to add the rest of them., If you
do not wse this version you may need to add
them manwally by simply clicking the add but-
ton.

WIDEC:

iICT Algorithm = 32-bit S5E MNX
Field Operation > none

Color Space > YWLIYW 4:2:2

UV RGEB = PC scale

ALTDIO:
Track Mumber = track | (because it's usually English)
Channel Format = Dolbywy Disital
Croalby Digital = Decode
Dywgomac Eange = Control = MNormal
Dolby Surround Downmix = MPEGaudio =
Dremmux
4B-=dd | KHz = high

OPTHOMNS:
Process Priority = Mormal

FILE:

Sawve as = choose a name and place o save
yvour movie. A video compressor window will
appear,. Select the type of movie compression
vou want. Personally [ choose MS MPEG-4
AGEE VI, Choosing any other type may require
a codec, but that's a different article. Click the
OE button and wait. This will take a few hours
depending on your computer. When the encod-
ing process is done yvou will have two types, an
AMNT and a WAN,

Mow that vou have vour WaAaN and AV files
vou necd the program called TMPGEnc. {Wir-
tualDub (Oeoww vintualdoboorg) is also a good
prosram, but this article is oriented towards
ThPGERe. )

Cpen TMIPGEne > Video Source = Browse =
opan up your wave file = Audio Source =
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Browse = Open WAV File. Select the Scttings buttons and see the below chart for the Video, Ad-
wanced, and Audio tabs, The select the Stare button and sit back and relax. If you used my settings
(in bold) on the chart, yvou will have an mpg in a couple of hours that can fit on a 250mb S22 mem-
ory card. Good Lock.

Settings for TWMPGenc

Video

Sull gool queality, could vse | Lower quality <Z236mb [My Seltings <25&anh
wiith the 512mb or 1GE SD

cards {nor yet aviilalsle}

Really high gqualivy, conald
use sviach the 512 mb or
G E S0 cards (nod yei

available) =25Gmib =25Gmhb
Siee ol paine] rate 320192 A30x D 2400 1 &0 208128
Sspoct ratio L:Igwma) L: 1wzl 1:0wvga) B2T(van)
Fraine fate =25 s =25 fis =25 fis =25 MNis
Bt rxte ETEF] 350 JCH 2I5

Highest quality
[very shaw]

Highest gueaiity

Highest quality [very slow] | Highest gualicy [very show]
[very slow]

Motion search
procision

Depending on your Pocket PC vou may have to change the bit rate. size x pixel rate, or frame rate.
The lower you go with these values the lower the quality. But the file size will also lower,
Advanced

Stamdard YWhat I Lise
WEeo Bouncoe Dy e Inberlace Tnterlnce
Hource Aspect Ratio] 1629 525 Jine (NSO [ 1629 525 line (MNTSO)

A readier

Siandard What T Llse
Chanmizel mode SAeres Mlomndas
BEit rake oG G4

It's only a Pocket PC. Use mono - it will save some space. IF anvone has guestions, corrections to
my article, or a different way that he or she prefers to encode video to their handheld, c-mail me at

Waxyveast@ hotmail.com
One last tip: don’t use a USB card readerfwriter when putting movies on your SD memory card. It
does not work, You must use active sync with yvour Pocket PC.

Aoz HKbox

Fun and Mischiaef

the second most successful console in the
States, scconded only o the PS2. Inm Japan it
hasn’t gamered nearly as big of a reaction. OF
course, nol only games or licenses are the sole
reason for its success in America. The potential
af this system goes far beyvond what vou see
straight outl of the box. Many things 1 mention
in this article have been discoversed due o the

by spite
spite_fowl @ vahoo.conm
Disclaimer: 1 take no responsibility Ffor what
you do o or with your XKbox., This is a purely
cducational read. 1 do not claim to know any-
thing in depth about the Xbox. This is merely a
primer o get you interested in the Xbox and ex-
plain a little of what you can do with it, If vou

don't understand something or feel T left some-
thing important out. check out the sites at the
bottom and I'my sure you can find what wou
e,

Microsolt's first console outing has been re-
ceived with varied success. You could label it

great many mbelligent and creative hackers in
the Xbox scene.
Abox Hardware
The Xbox is made up of basically an Intel
T33mhz Celeron notebook processor, an inte-
grated nWVidia wvideo processor, EIDE DWVD
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drive {(mentioned later), and either an & or 10gh
EIDE hard drive.

Before doing any modification on the XboX
havdware or software, you sreesd modify your
Mbox BICWS, The salest way by Far to do this is
with a modchip. Modchips for the Xbox come
in a variety of options. You can get no solder
"poso-pin” chips like the MMatrix, Yoo can get
solder/pogo pinfclip modchips like the Xcouter2.
You can also get cheaply manufactured and
Masbhed mods rom a wvancly of people and
places. The only thing you need o remember
when buying a modchip is that vou need cwie
Feature abowve all: To circumyent the Xbox read-
ing the Microsoft BIOS, but for it o read what-
ever other BIOS von'd like to use, T will not go
[urther o mstalling a modehip as you can find
instructions anywhere vou buy one, though |1
will recommend a Matrix chip. It is by far the
casicst Lo install in my opinion, especially if youn
have no soldering skills. If vou can solder, the
XKouter?  comes highly recommended. Read
more abowt this at the sites T list below,

Before we talk about the drives inside the
o, let me notify vou that you cannol just
open up an Xbox with your standard Philips or
Aathead screwdriver. That's all you have/meed?
Well, expect o encounter Torx 10 and Torx20
serews, Torx20 on the case of the box and
smaller Torx 10 inside.

The %W drive is using special firmware Tor
an Xbox. There arve three manufacturers known
for these drives: Thomson, Samsung. and
Philips. There is a very important difference in
these drives i the amount of media they may or
may not read. At the bottom level is Thomson,
which can of course read pressed CDs and
D% Ds, meluading the Xbox presscd DWDs.
They can also read CD-REWs with a waried
amount of success depending on brand, They
cannot read 99 percent of CD-Es yvou may find.
The Philips is akin to the Samsung except it has
a more successtul rate with C-2Ws and espe-
cially C-Rs, wet at's still not entirely compati-
ble. The Samsung is the holy grail of Xbox
D% D ddrives. It can read a stageering amount of
CD-Rs and CD-EWs, DVD-E and DY D-REW
have varied success on all brands, but as far as [
can tell up vo this point, only Thomson can read
¥ D,

The DVD drive connects with a standard
EIDE cable connecting back to the Xbwox main-
board, The power cable is a proprictary cable
used specifically for the Xbox DWW drive. This
means no way to easily swap out a new [DWID

drive unless you want (o attempl Lo open, solder,
and connect a new DWD drve to this cable.
There is a PC Samsung DV drive that conr be
mmoddified - both hacdware and  software
(hrmware) - o be compatible with the Xbhox
providing the ability o play Xbox pressed
D% s as well as every other media you can
throw at it. You can find more information aboot
this at some of the sites 1 list below.

Thankfully the hard drive s a bil casier 1o
swiap. The hard drive is using a flat EIDE cable
with only two connections (one for the HID and
one for DWW, leaving nothing open for fulure
hard drive expansion {of course!). Your hard
drive comes locked to yvour specific Xbhox using
a code that is hard coded inte your Xbhox, It is
Formatted withh a file systemn called XEAT. If
vou're not happy with that 8 or 10 GBE hard
drive, don't I'ret, You can casily replace this with
up to 120 GR! First let's talk about the connec-
tions. The hard drive also runs off the EIDE ca-
Ble coming from the DY drive. The hard drive
deres Ficrt UsSe proprictary power connectors like
the D% drive. It uses a standard cable like
you'd [ind in vour POC o connect any other 1IDE
drive. The only difference is that it only has e
connector available! That of course is being
wsed by vour hard drive. Again, don't fret: yon
can easily plug in a splitter for this power cable
to mive you ancother connector. This means you
ruay be able to connect a PC DVD drive using
thiz extra power connection and removing the
EIDE cable from the stock drive o your PO
drive. This opens many possibilities but also
many problems, such as having o open the
Hbox [V drive to open the PC drive, having
ter amount the drive on top of the stock DOV
drive, etc,

Mg 1 said earlier, the Xbox hard drive is
ocked, meaning it will not function ocutside of
vour Xbox because of the key hard coded into
vour hardware that it needs o read. Don't worry,
you can easily replace the drive and the new
drive will operate with or without this code.
This hard drive is said to be "unlocked.” The
dhisacdvantage to thas s that you cannot ran thas
hard drwve like an unmodded Xbox sseould.
on't expect o use the MS Dash (explained
latery and play on Xbox live with that hard
drive. It is possible to lock a new hard drive {(de-
pending on brand and type) but [ will not be go-
ing that in depth in this article. Again, look at
the sites at the bottom for more reference to this.

You know about the hardware, replacing dri-
wves, eic. but vou still only have vour MMS in-
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stalled software, so it does yvou no gocd, MNow 1
will alk a little bit about the software modifying.

When you first get yvour modchip, it owill
most likely be unflashed For legal purposes.
This means that if you do inseall it, your Xbox
will gither sce mo BICYS, or bool up its own M5
installed BIONS, which is no good to us. Depend-
ing on the chip you get, you may have different
aptions For Mashing it. T will talk abowt the ha-
trix chip which is what 1 use, but mostly any-
thing »ou get will be [lashed in a sinmilar
fashion. When vou purchase a Matrix modchip
yvou will receive a Aasher with it. This flasher
has a standacd 9 volt battery connection, a small
naked & pin male connection, and a standard PC
parallel port connection., First, find whatever
hacked BIOS wou want to use. [ will mot tell you
where to get this, but with a hittle Bit of explo-
ration 'm sure you can find it. You need a pro-
gram to fash this BIOS to wyour modchap.
Aeain, I will not tell you where to get it, but
hey, vou should be able o find this stuff on your
o, BEemember these next steps, Decauss Yoll
cerre screw something up if you do it wrong.

Conmnnect the 9 wvolt battery to yvour Nasher.

Connect the modchip o the 8 pin male
connection on your fasher.

Connect the flasher to the parallel port of
YOLLE COamputer.

Open vour flasher program, select the BHOS
vou wish to flash, and fesh 0 Once you verify
the BIOS iz Aashed onto your modchip, it's time
o install iv into your 2B

Cepending on the BIOS wou wuse, iU may
modify the Xbox booting sequence o et you
know that the install has been successful. Sece
documentation for yvour modchip and BIOS for
any information on installing and veritying yvour
install.

Mow that you have an Xbox running off this
new BIOS, the possibilities of what vouo can do
are ernafesys. 'l bricfly oo imio 2 few things that
wou can now do.

Install a MNew Dashboacd

Boot up your Xbhox without a game and
yvou'll see a nice green animated menu that lets
You explore Your memory space, songs ripped
from a CD, Xbox preferences, etc. Thix is your
Hbox dashboard, from now on referenced as
wvour MS Dash. There are a few different dash-
boards you can pick o install 1o replace thas
preity but restrictive software. Most widely
known and used is the Evolution X, or Evox
Dash.

Find the BEvox Dash software, preferably in
I5Cr form, and burn it to whatever media your
drive can read, Boot up your Xbox with this CID
and voifa, yvou're running the Evox Dash. From
here you can discowver something new your
Mbox can do. NMotice that little port im the back
of your Xbox that looks suspiciously like an
cthernet port? Gasp - it is an ethernet port! Find
a crossover cable and connect this to the NIC in
yvour PC and that simply you are connected. Fire
up your favorite FTP client, find the Xbox TP
seitings in Evox, and connect to your Xbox,
Here you see yvour Mbox hard drive's dirvectory
structure: O D E X N

The O drive stores your dashboard software.
In there vou can replace vour M35 Dash board
with Evox so that vou won't have 1o bootl up
with a CID-BW or whatnot every time. Remem-
ber to faack wp vour Xbox fiaed deive before edir-
frig, clanging, or defering anyrliing. 1t's not that
big o juse de i, You'll thank me later if wou
make a mistake, Sending files o and from yoor
Xbox is just like FTPing to any site and trans-
ferring Ales, so just replace it cutright, rename
i, whatever., and you'll have Evox boot up as
vour default dashboard.

HEBE, what the heck is that? You most likely
hawve seen it by now. XBE is the Xbox's version
of the windows EXE, aka an executable file,
YYour dashboard will have an executable file.
maost likely called evoxdash.xbe or default.xbe,
ele. Some BIGE" are made to look for specific
XNEBEs on boot up, so0 again read your documen-
Laalid,

MNow that you have a modded Xbox, a new
dash, and a network connection o youar PO,
what else can you do? Well, just about anything.
There are moany picces of software made by
Xbkox hackers to Jdo jusi aboul anyvthing yvou
want. Want to watch a movie file, listen to an
mp3, and browse jpegs? Check out Xbox Media
Player. It has the built in ability to play tons of
formeats in a very nmice GUI system. If you want
o play these files straight off vour PC through
the network, check out RelaX., Wou can set up
network drives just for your Xbox and stream
these files right through media playver. Want to
play yvour Xbox games but are sick of swapping
DWIDs? There are many apps that let yvou install
the zame files onte the hard drwve itself and youw
never nead the disce again. Want 1o play all those
consales of the golden years? There are emula-
tors For damn near everyihing., PSX, SMNES,
CGienesis, Mame, just look and vou can find it all.
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OfF course we've not discussed nearly every-
thing vou can possibly do sith this system.
Let's talk a little bit abowt the operating system
that muns default in the Xbox. It's basically a wa-
tered down, non-desktop wersion of Windows
2000, Can't tell, can you? How about running
Linux on the box? Mot possible? Well, it is. Run
a standard Windows OF7? Also possible. Just
look and you may find?

Just a guick closing remark. What would a
::-:.-z-.u.,m Hl:!T[HI'I H"IIT[E'L il he traced yow back and

h}r dead p;lgrlrn

Awerfecrr’'s Nore: System vulnerabilities de-
scribed in this article should be used for the sole
purpose of improving and fortitving weak sys-
tems, and not te inflict harm, steal, or act in any
ather malicious fashiomn.

Within the past few months 1T have discow-
cred that there are serious security holes within
refail store systems and networks, The daws
range from open modem ports o compuler 1g-
norant employees. Aldl of which could give yvon
the Keys 1o the kingdom.

Let's take a look at open modems, or
madems that are ser up for service by vendors
ar the tech support staff of the company. These
moddems are installed with most systems. They
are often set up when the store first opens, or
when the netwaork is first built. Adver that, the
madems are lucky to ever receive use. You can
use a war dial program like PhoneSweep to har-
west modem numbers. Then you can determine
whether you can connect to a retail store's sys-
tem. Within a three houwr sweep, 1 found eight
modems comnected o various retail systems, all
of which accepled incoming transmissions!

What can you do with these modems? Well,
one could download a program called 20O (this
program, as well as PhoneSwesep are available
from download.com, Kazan, or Emule). This
program is wvery useful in this sitwation. It al-
lows you to connect to the modem by dialup
and emulate a number of differemt =ystems.
MMany retail systems use telnet or TTY. Again,
wou can fumble around with the program o sece
what works the best.

O T T R N

Shuppmg For & Security Flaw?

g Try

discovered yvou were port scanning him on amn
Ahox? You know what I'm saying fwink L

Here are a few sites to quench your thirst:

wens pdro s -soerre. conn. Highly recommended.
Tons of articles, fags, links, everything., Go here
first and read,

wwni ganrreBroycant. I've bought from them
in the past. If wvou need a modchip, go here.
Cireat service, quick shipping.

wwsexernlarion.com.  Good
cmulation on the Xbox.

info on the

Retail.
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lany I'I'I:"I._;l:]-r retalle:r-a' usze HPOO) or TEM
servers powerad by UNIX or MT. They usually
use Cisco routers {models 2600 or 2500 are usu-
ally standard issue). You swounld think that a
smart business would use a firewall, right? MNot
usually, Seven out of the eght syvstems thao 1
Tfound during the war dial session were nol pro-
tected by a firewall, The most common mathod
of protection was a uscrmame and password,

Passwords on these systems usually reguire
a usermame or password. One could use a brute
force attack, dictionary attack, or just try to
guess the default password. That's righet! MMany
systems still have the default usernames and
passwords set, If vou search within Google
Groups yvou can more than likely find a list of
the defaolt passwords, [T these do not work one
could always use social engineering 1o obtain a
username and password. Some companies have
in store emplovees that perform wpdates on
these systems, and they are familiar with the
passwords. Or wvou might try to et a system
password from a regular sales associate. A ma-
jority of these employvees are computer illiter-
ate, You could easily call the spore stating that
wyou were with the company's 1T deparoment,
ask vo speak with someone that might handle
the store’s compuler system,. and engineer a
password from them. Fetail stores osually do
not hire in house techs.

Fetail store networks and servers contain a
literal cornucopia of information ranging from
sales infomnmmation to server access. I'm sure that
the competition would be wvery interested in
sales Agures, movement of product, or some
new marketing idea that the company is about
to deploy. This is where it harts the most. Most
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companies work hard 1o keep sales figures un-
der lock and key, and it's sadly ironic that some-

one could possibly access this sensitive
information from the comfort of their own
home.

Sometimes you can also gain access to the
store’s PBEX system. The most common PBX
system usced In retailers is the Lucent Definity
Series. The operation manuweals for the Lucent
PBX syvstems are available from Lucent’s welb-
site in PDF format, IF yvou read these manuals,
wyou will find that there are all Kinds of awesome
things that you can do with these systems. I'm
eoing 0 save this subject For a later article.

Granted that not every hacker is inmterested i
the sales figurcs or marketing information of the
local Shoe Emporium, but someone could make
a cool amount of cash selling this information.
As long as there is competition there will al-
ways be a market for this kind of industrial espi-

OTarget

by redxlegion
redxlegion @ yaloo.com

The inspiration for this anicle came from an
earlier article regarding Target's computer sys-
tems, but not so much the PIXTVLRT. This arti-
cle should hopefully fill some gaps. (That is, if I
can tame the A DD, long enough o form
complete and orderly sentances. )

[First of =all, for reference, you can make
colons on the Symbol GEOO 48 key keyvboard
weith Func, Ctrl. O]

To begin with, the Symbol 08300 series
PDT/LET is basically a microcompuoter with an
annoyingly sized scoreen, gun-like shape, and
barcode scanner at the "barrel” end. Thewy com-
municate with wireless access points throwgh-
out Target buildings over an BF network similar
to the type you buy for your home, It's simply
ordinary 202,11k, The WEP key might not be
easy o extrapodate from network communica-
tion, especially not from owtside the building
where signal strength is pathetic, but should be
casily gained from the PRT/LET (which is from
now on known as the PDT in this article, for
sanily’s sake). Simply reboot the PDT (by turn-
ing it off, holding 4 and 5, and then turning 1t on
again) and Col+C during any point in the
bootup process. 1011 break right out of those an-

onage, IF they were not interested in selling this
information, they could always create some se-
rious havoco, such as removing network dewvices
or changing store system passwords, T wonder if
[ put on a YVerizon, SBC, or AT&T shirt and hat
{which wou could probably [ind at youwr local
Salvation Army), walked in to the local super
shopping center, and asked 1o see the store’s net-
work or telephone system, how Far T would ac-
tually wet. Since most of these people are
improperly trained, I'm sure I could infiltrate the
system very casily.

Most of these store systems are designed and
sel up by very inexperienced system archilects,
which makes the perfect environment for sccu-
rity holes. Perhaps they should start thinking on
the defensive., What self respecting corporation
would allow themselves 1o be brought to their
knees by some hacker that found an extremely
obvious security hole? :

- - S TNl N
noving batch scripts. From llriﬂf;‘-:ﬂ o by
cess o numerons Udrives" on the - 125

I've documented are A, B, D, and E:o Ac ap-
pears to be where the DR TOS (OF itself resides.
B: Doesn't appear 1o be more than a mirror of
Ao bot I could casily be mistaken. E:, however,
is wery interesting. It contains all the software
for operation of the PIXT. The software involved
iz really just a terminal program and some con-
figuration programs. All those files should be
contained in the directory ATV 3000, Within the
roct direceory of E: there should be a file called
net.cfg. Can you guess what's in there? The
WEFP key mentioned earlicr. The good news is
yvou can also get the login information such as
user 1, password, and terminal init string,
which are vital to accessing the terminal server's
applications. Even beyond that you reguire an
emplovee ID 1o log ontao the network. Those
aren’t even close to difficult o obtain, You can
generate them yvourself, in your mind. I've done
s0 on several cccasions, being very successful.
One such number I came up with was 2922854,
It functions as an employee D and is accepted,
but T cant verify if it's actually an employec’s
I, Anyyways. .. back onto the point.

Wioma'll want o copy the file roiconf il from
[: onto E:. The storage on the PDT is a type of
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Hash memory, so wou'll have o type in "lasher] S’
to enable Aash writing ability in order 1o copy
the file., After wou enable it, just tyvpe "copy
E:roiconf. fil" while wou're sining on the E:
drive. You can close the lash control program
with “"Flashetl fro” which may later on be a
socdl wlea recavse 11 eats all available memory
on the PIXT. Mot right ywet though, It has o be
enabled for oplions (o be sgwved., Now woua can
run ncfed exe, That's the erminal config pro-
gram. OfF all the configuration programs on the
PIXT, this is the one youw'll have the most fun
with, YWou can make the beeping noises go away
commpletely, il they so annoy yvou that you con-
sidler strangling vour nearest Excoutive Conwvo-
luted Team Disseminated Department Leader
Mot only that, but you can enable your PIT to
scan any type of barcode, even ASCIHI and con-
trol characters. I'm not sure what option those
are in directly, but vou'll know when you find
them. When you reach that menu, vou can use
the up and down keys to Aip through the various
barcodes you can enable. Press enter to enable
disabled barcodes. You can use the left and right
kewvs o move the arrow up and down 1o select
wvarious aspects of the barcodes. When you find
a barcode that asks for "Enable ASCII Mo.”
change that w  wes by  pressing Space
{(Func+Backspace). Don"t worry about the min
ar max. Leaving them at zero will do no harmm or
good. Mow exit tnefg3 . Reboot the PIT. It']] cy-
cle through all its annoying nastiness as per
usual. It'll eventually reach the login prompt
where wvou put in your employvee 3. Put in
whatever you want. But before vou do that, fol-
low the next step._..

You should've done this the night before,
Sorry I didn't mention this earlier, but perhaps
now you'll know for later, and can perhaps just
entertain yvourself with the configuration op-
tions. This is for those who really want o tron-

ble Target. Just note, this hasn™t yet been tried.
Now fire np Mozilla, Opera, whatever, and visit
A wews v telepen-barcode.co.ukibarcode-
seperatorasp. fCGaping evil gein, If vou're fa-
miliar with “A MNasty NT Bug,” you may Enow
where I'm going with this, I mmay be completely
off my rocker, but having the server output a tab
followed by backspace characters should crash
the system, cormmect? Well, that bhandy dandy
webs=site will output for yvou a jpeg to print if yoo
enter  in [D]S][SIISIEIE2I2121E2]1[8]. EKeep
that barcode handy for what happens next.

Adl right, you've logeed onto your Svmbol
SR PIXT. You're at the foolish mena of the
damned. and instead of inputting a number, ype
i "Loop" and hit enter, It's a program that's mot
cxplicitly mentioned anywhere in any docu-
mentation on any of Avalanche Wavelink's (the
clientserver package Tharger uses for PDTs)
website or any such thing, at least not that 1
know of. It's just a simple program where the
PIDT scans something., sends it to the server, amd
the server spits back what it scanned, Get out
your handy dandy barcode you printed the night
before. Scan it

You just scanned a barcode with a tab and
nine backspace characters., which showld bring
the server to a screeching halt. That s, if I dicdm’t
interpret A Masty NT Bug"” correctly somaehow,
which I'm sometimes guilty of. If my logic is
right, though, wou've just roubled Target
enough that they'll have o suffer through an MNT
4 reboot. Another detail I'm not privy o is if
each store has its own server, or if the servers
are regzional.

I'd just like to say that I don't condone the
existence of middlemen or retail in general, and
I believe that people should experiment withowt
boundaries. So learn all you can despite the
ignorant masses, even it yvou belong to them!?

BLOCKBUST

by C.B. Cates

Comntinuing on a popular topic, here are more
wiays that you can squecee some of the most en-
Joyment out of the Blockbuster Video (BBY
henceforth) in your town. The article in 19:3
was instghtful on getting rid of pre-existing late
fees (called EVEF in BBEWV's industry), but there
is an easy way where you don’t even have to
return a rental at all.

The shortcoming in the method described in
19:3 is that some stores won't even transfer bal-
ances, thus rendering the entire method useless.,
(To transfer balances, one must use credits, and
since credits are counted as negative revenue,
Blockbuster highly discourages them. Employ-
ees have actually been demoted and in some
cases terminated for giving oul excessive credits.)

There 1s a better way. First, find the barcode
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on the item that you don't want to return. For ex-
ample, let's use the new KBOX game, Sfhemnne
2. The barcode is located on the spine and top
right of the case and has 16 {in some cases 14}
numbers abowve it. Example:
FFZ0313843457001. The 33 is a designation
number, letting the BBV point-of-sale system
know that the item is a rental. 20313 15 the stors
code (in this case bogus)., B43457 is the part
number and 01 is the copy number. In the top
left of the front of the case, you will find the
store's lelephone number. You will also nead (o
find a dummy svore number that you will be
calling from, The best way to do this is to just
call them up or ask, or just look at any of their
rental items,

Call up the Blockbusier which you rented
wour item froomm. When someone answers, say
something along the lines of "Hi. I'm calling
from Blockbuster in [town name here] and 1
hawve a wrong store ape(s) for you,” The person
wou called will first ask you for your name and
the store number you are calling from. He will
then ask wou for the item you are checking in.
Tell them the barcode number(s) wishiows the
designator or store number (S8434537001), as
these numbers are redundant in this siteation
and will raise suspicions. Thank the person and

Webhacking

hang up. The item is now yours, Just make sure
wou call before the item is due or Blockbuster
will still stick an EVF (Extendad Viewing Fee -
BEY store talk for a late fec) on your account.

How this works: Rentals from one BBY
must bhe returmed to the same stors buil omany
peaple don't do this. Thus, every tme a lape
from a wrong store is returned, BBEY siill necds
to track your item. The person you called inputs
the item inte the wrong store account, theraby
checking it in on your accouni. Because there
are S0 many wrong store tapes when they finally
gl sent back o their home store (usually once
during the second or third week of the month),
somme Fall through the cracks. and this is 1o be
cxpected due to all-common rampant employee
pilferase and mencral carelessness.

Try dumpster diving at BEW as well, IFf BBEY
can't scll a used tape/IDV DYoame due to a licens-
ing agrecement, they are sent to field destrow.
This means that the item is thrown asoway after
being destroyed. Often, howewver, the field de-
stroy list is so large that it becomes an immense
time-sink 1w min each individoal item, and they
are simply thrown away,

With G‘.'S)

by methodic
methodic @ libpecap.net

When a project is checked out of the CWVS
(Concurrent Versions System; www.cvshome.org)
repository, CVS creates files to keep track of
the checked out project (i.e.. version num-
bhers). Mormally this isn't much of an issue,
until uvsing CWVE o manage web content
comes into play.

The sewverity of this issuwe is pretty big.
Let's take imaginary Company XY for ex-
ample. Doing a gquick search on Google you
are able to find their homepage. say
hitp:/fxyzinnovations.com. To check to see if
they use CWVS to manage their website, you
simply have to point your browser o
http: /A xyveinnovations.com/CWVESS. If  they're
using CWE | one of two things should happen.

You will either get a message saying direc-
tory listings disabled, or you should see a list
of files. Either one isn't important. What's im-
portant is that you now kKnow they use CWYES
to manage their website content.

MNow on to the fun stuff. There are three
common files found in OV S directories. They
are Entries, Repository, and Root, The Root
file will tell you where the CVS repository is
located. The Repository file will tell you the
name of the project (the website content) in
the CWVE repository. The Entries file is the one
we're interested in. The Entries file is a list of
all files and directories within the project
repository. Here's a snippet from the Entries
file for libpcap.net:

Spatches. phtmi/ T I 0 TASwun Mar 30 15:27:37
20NRFA
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F i
b
secrde plutneld T A58 wn Adar 30 1548200 200347
soplofirs plusnld T T 0 IS wn Moy 30 §5-48:0F
200345
Airvcdex vl 208w Mg 30 S92 37 23
I axirmorackdil
As vou can see this file discloses some
very valuable information. Let's g0 back o
our example of Company X% 2. With this in-
formation., we point our  browser to
hiupuffxyrinnovations. comfiCWS/Entries.
Bingo, Check out what we found:
rincliedesiidd
oo s
Arerbols gt T TS rE T 15 V52037 200008
dedleres, gl d AT ee e £33 1000626 200048
Aindlex gl T I ST we Apg 200 T30 0548 200020
FPretty interesting stuff. Company XY2
appears to be using PHP {(a powerful script-
ing language suited for website develop-
ment)y. Also notice the includes directory.
Since we know thev're using PHP, we can as-
sume that the includes directory contains
FHFP scripis that the website includes when
parsing output. If you haven't usced PHF at all,
one of the most widely used lunctions in wehb
development is includel). This function al-
lows yvou to include files in your PHP script.
This way, web developers only have o write
something once, and they can use it over and
OvVeEr again Ty just calling an
include!"/path/fto/fHle™). Common ecxamples
of this include site layout (it makes more
sense o edit one include file than 15 different
static HTML pages), connecting to a database
(if each page needs to connect o a database,
why write the code 15 different timesT), and
o on. S0 let's check out the moeludes divec-
tory, shall we? Be sure to use the same
method; don't just go w higpeAxvyzinnova-
tions.comfincludes) because we already fig-
ured ouwt XYA's website doesn’t allow
directory listings. Instead =o to this TTRL:
hitp:ffxyzinnovations.convinclude s/ CVW S/ER-
tries. You should see something like this:
Socmnrect _dboirnes T 8 E LTSS Mar 30
L2020 20035
Areaderinc/ i T faSwn Mae 30 TS:271:20
200340
Sforarer incdd 2/8un Mar 30 T9:50:43 ZO035
Selose_db inct T 30 on Mar 35 165622
23

MNMotice the connect_dblince file. Logic
would tell ywou that this include file handles
opening a connection o a database. Let's
check it out, Since this is a file, not a direc-
tory, wou can just go to httpoSfxyzinnovalions
ccomfincludesfeconnest_dboine. I this file is
what we think it is, you should see something
similar to this line in the file:

Flink = movegl _connectiyl uvzinnovarions, com ",
B R o Ty Tl

Congratulations hdx{lr.. you now kKnow
the username and password they use o con-
nect o the company database (xyze and
xyEeyx respectively). From this knowledge
the possibilities are endless. How many times
have vou seen the same loginfpassword used
for different services? I"ve also seen a data-
base server use the same login credentials for
the database as it had on the server itself
(same usermameSpassaord).

Just to recap,. to find out if a website is us-
ing CVS to manage their content, simply go
to http:ffsite.comfCOWV S In fact, since we're
only really interested in the Entries flile (for
o ), WO AT Zo direcily o
hipisite.comfiOW S/Enries. By the ouwiput,
vou should be able o see which lines are files
and which ones are directories (the directory
entries begin with a ). Using the Entries file,
wvou should also be able to see the files under
cach dirccrory by going o a simalar UURLS
hipSfsite.comfsome  din/CWY S/Entries.  Last
bt not least, know what to look for. I've seen
it all. Include files, shell scripts, =ip files of
the site itself, PHF and CGI scripts with a -
sawv or -orig extension (the webserver won't
parse those!). Another thing you can Ly is to
sece if their CWVE server is available to the
world (usually runs on port 240170, I vou find
one open o vou, zrab the Repository file and
try to run a "cvs checkout” with the project
name. Yes, I've been able to CWVES over an en-
tire website, hipasswd and all. If you're a
newhic to CWVWE, 1 highly suggest installing
CWs and checking out this LUURL:
hitp:ffocvsbook.red-bean.comfcvsbook himil.

Webhacking with CWVE files isn't a well-
knowwn technigue, but it certainly is one of the
most effective. Mot only can you retrieve files
off a server that might try o obscure their ex-
istencoe with directory listings turned oft or by
dropping an index.html file in the directory,
but there are multiple ways o hide your true
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identity. Grab an open wingate proxy, pul the
IP address in Mozilla, and go to town, Or just
rO0e yvour friend’s Red Hat 7.3 box and use
lynx --source.

I hope both zides of the fence learned a
thing or two about the dangers of using CWVS
to manage websites. CVE is a very powerful

(Basics of) <SPS FIEIES:

tool o manage projects, no doubt about it
just be aware of what it leaves behind and
more importantly, who's there to take it

Showtlurs: dwuz and the resr of the ap
crew.  coangrals to victimml on getting  the
AS330++ jolboe good  fnck  in e
It libpoap. net ke wourh.

N errr s oA

by C3llph

With the possibility of number portability on
the horizon vet again, I thought I'd start with ex-
plaining some of the basics and then mowve onto
some of the more technical issues.

What number portability will allow the pulb-
lic to do with their preexisting cell phone num-
bers is similar to what you can already do, and
probably get charged for on a monthly basis,
with yvour home phone. On your land-line bill
wvou should see a number portability surcharge.
Cellular number portability will allow you 1o
take wour existing cell phone number with wou
tor whichever cell phone provider you choose.
Your land-line prowvider, as do cable and power
companies, use public utility lines o provide
wvou with service. This just means that no single
company "owns" the actual cable or other de-
vices that are used o provide you with their ser-
vice. In some small and large towns there are
some privately owned telephone companics but
this still applies to them. MNothing is stopping
you from either changing your service to an-
other provider, unless no other exists, because
other companies hawve the right to use the same
cables to provide you with service.

So with cell phone number portabilicy if you
zet fed up with say provider A, you can mosw
change vour service to provider B and not have
o mive all your friends, family., or business con-
tacts a new phone number to try and reach you
at. This was sugzgested o the sovermment by
businesses based upon how it costs them money
to have new business cards reprinted. ete. in the
event that they change service providers.

Currently in cell phones old and new your
MDY {mobile directory number) is  pro-
erammed into the phone or sim chip (GATT or
GSMMY to match the other eguipment so your
provider can identify your phone on their net-

work for placing or receiving calls. I'll use
TDMA as an example, When a handset is acti-
vated cither QAP (over the air programmming) or
manual programming is used to put the correct
information into the handsct, This includes the
following codes: SO (start of cell), ST (sys-
temy identification), and MIDMN. The MDIN is
vour dialable [0-digit mobile number, also
known as your wireless number, reach number,
or CTHN {customer telephone number).

Currently on the newer TDMA handsets
there is also a progranmmmable MIMMWSID. for
example on the Ericsson T ld, Motorola w1204,
CAZ1T, WVeOT i, Mokia 820651, 1201, 3360, and
probably 3560, 1 can't remember offhand. The
MIMNDAISID (meobile identification number or
moabile subsceriber identification) is a non-dial-
able 10-digit number that the customer will not
know about. If vou have an older bandset or a
new handset that doesn’'t support the program-
ming of the MIN it will be done in the
provider's network anyway. This MIN is what
will allow a specific provider to identify your
phone 1o their network. They will use the MM
to keep their side of billing and provisioning of
service unique o your phone. Before number
portability zoes into cffect. if vou phone has the
capability for both MIMN and MDD they will be
programmed Lo the same number. Adfter nomber
portability begins later this vear if you do de-
cide to change providers the new provider will
keep yvour MIDMN the same and issuc a new MIEMN
for their network from their specific number
pools. Again, you will not know what this new
MIN is and it is non-dialable anyway.

For internal billing identification and identi-
ficatiom on their systems the provider will wse
the MIMN o keep track of your account while
yvour bill will show your MDN. The process for
a call being routed o you is what will change.
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When someons dials vyou number, it will get
routed 1o the exchange and will [rst be agged
tex your MNMIDMN, Then when the call reaches yvour
provider's network it will be call forwarded to
vour phone using the BN, This should ke an
insignificant delay. Dialing out from vour phone
will e basically the reverse. YWou place a call
fromm vour phone, the MIMN swill be used to iden-
tify wou on vour provider's network., Your
provider will then in tarn route yvour call to the
destination, but will substitute your NI for
the MIMN so the receiver's system would show
wvour MM as the number of the incoming call,

The Hacker‘ I JJiet

= ¥ ] '1‘1-— . =
b i h}r Shaﬂe
'[f I w;_l.mer] l:-r_:- v.re'lr a h':t I would have bheen
a chef. o =
There, ;!:15. ngﬂunn %'nﬁmulgus than rying
o 1dmii:i}€5r hacker I:r}-'rtlt[ﬂuﬂﬂl{ﬁr of their hat. OF
o v.r!}%ﬁ fzi‘sh.iun and style should
not owve , ﬁ{n%unn aurs is one of them.
O1d habits die h*u':r_"l Hhowever and today we will
attemipt to show you more of the well kept se-
crets every successful hacker holds. Today we
discuss diet. In hacker rerms.

Appendix C of the mythical and seldom seen

Heackers Handbook for ohe fafriare, states
"Garbage in, garbage out. A good hacker will
know; a healthy diet high in protein is power."

We spend countless hours optimixzing code, file
systems, networks, procedures, and other as-
sorted black boxes, yvet rarely consider the real-
warld impact of all that pizza, soda, caffeine
amnd chips.

The following diet hints and tips scarcely
scratch the surface of information available out
there. These things may be obvious 1o the suc-
cesstul hacker, but remember what it is like to
know nothing. If "'Will Code for Food" is a slo-
gan in Silicon Walley, just think of how many
hackers out there who are not successful - vet.

Power Pasta

Prepr tirne: § mrinture

Coperks vipnre: & - 12 miinwres

Casds .00

hopefully,

Sa, number portability is a good thing if vou
need to keep vour existing number and change
to a different provider. To think that cell phone
companies will not have any issues while get-
timg their network w implement this withowot
any flaws wounld be very presuompluous on @
consumer's  part. Specifically. problems  will
arise 1f someone were (o try and activate an eax-
isting number with a new provider before can-
celing the service with their existing provider.,
Hopefully this has shed some light on what will
ke happening behind the scenes of number
portability.

frnpredicnis:

& Frrenacly prosre

forafrdespooan batrer

serld & preprpaer

Ceaprtfennerf ) Pormieson Cheese

Ferild meprreer wiorber i ox prork. Lron't folflow she fn-
sernctions on ot posia wrapprer, you don't necd
oy muarcl warer - just enowugl 1o cover the pasia
carrd allenwe for i to expand. Easy. Tlieow rthe
frasta i, abaut & minwres larer Ish a picce our
with er fork, ler it coal ser fr wen't burn you ond
Fey B I i seens vighe, it profbalbdy is. Timing ix
EVE NI i ds Frerster, sea free aapa rfcrt mecrerale-
Foa-fhe-rrearrosecand fimer il vesee've Been aving
for frave o pese foan eain the weater, e off the
Mevrmee, tlrevrwe e Dotder i, 00 08 o B, Sedson,
crried wverne've ofonre. Poarmmesan ofieese @ opficricl
crried B5 enrify recormmmierided OF vene e fired o
carirng the samee old g,

Pasta iz complex carbohydrates. MMultiple
sugars chained together and difficult for yvour
body to break down. This is good. Simple sug-
ars are known to assimilate rapidly, give you
quick energy, and attribute to weight gain if
there is more than you need, Complex sugars
make vour body work harder before they are
available, giving yvou sustained energy through-
aut the night,. but not so much that yoo start
packing on the pounds. And when your hobby
does not require you to leave your scat for 14
hours a go, we need all the help we can get.
Right porky T
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Hackers Stew

Keamre as above. When pasta is done throw in
oy ofn Ceanpleell's Vegetable xoup. Befter ver
next rinre vom go our for dinner ger a cupr of e
Irpn Jrogese oy to oo and Keep i in the fridae. IF
it iy cold, fimve iv vight caed thivow i in the pot aif-
Fere yvene clvgine Werner prasta, qrrd eow yeur pasea
et e, FMlear @t owap fose, vou don't oweans veounnr
freesdor Fox Feerar frder prnesh

Almost anything goes good with pasta, and
it takes a hacker to discover what all those
things are. Varicty in diet is extremely healthy.

Relativity hultitask Delight

Bexil weter, pol in oan ege or evo, Wair ten
srrirredes. Now comes the mddtitosbing and refa-
miviev. Pur vour pasia fn, Yes, the same waolern
Werir fen merve mudnores. Dhwain, Voo're done.
Treat s Power Pasia, with the excepiion of the
egps. Turn on the cold warer in vouwr sink. Rinse
werer fingers in cold warern, guickly gralb one g,
gueickiv  rinse i, knock the egg againse tie
copnder fo crack fre shell, Remove the shell I
woure slow or your fingers ave starting b birn
crreickly rinsge thern agerin.

The zoal is o remove the shell in as muach of
one piece as possible so it is easy to throw away
and your food is not coanchy because  wyou
smashed the egg oo hard. The other goal s (o
get all this done without your hard-boiled eggs
getting cold, then at least you have a warm
mical, and the dignity of preparing it. Rinsing
vour fingers in cold water before exposing tham

e - - L

o heat gives you a few more milliseconds of
proteciion against high temperatures. Hackoers
appreciate milliseconds,

The white part of eggs is very close to the
pasta. We've already covered that. The yoke of
cpes is extremely high in protcin, good brain
stuff. It does not taste as good as pizza, but it ix
cood for your brain. So wolfl down as much as
yiorl can. We're gaing for the end result here.

Einstein was known o cook chicken soup
and use the broth o boil eges at the same time,
He was big on protein because this has been a
long known aid to intellectual pursuoits, We're
not making chicken soup hers, but we are sav-
ing time in the same way, and work our minds
as much if not more than any other scientific
sexment of society.

Michacl Crichton has simyple meals prepaned
in the same way day after day when working on
a big project, just so that he will not lose focus
on the project at hand. Einstein’s approach to
simple cooking was the same: minimal mnapract
on yvour mental pursuits, while siill providing
healthy food to eat, Pre-preparcd meals that arve
healthy may not be a luxury we can all afford,
but healthy fast cooking here today is the goal,
and each and every time | can get my auvdience
i awvoid grabbing one of those microwave
greasc-boxes, we are all the better for it

In closing I would like o say if some week-
cnd yokel wounld like to base another book on an
article I"ve written., more power to him. Just re-
member vour roots my friend, and give credit
where credit is due,
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=
# fparher.c - preserve 4 program's atime and mocime after sxoouting
* Wrirten by Halri Wakatsuki «kaizisphreaker . necs-
-’
* ygage:; feather command [arga .. .]
-
= I wrobte this ilitecle ditcy afber & scssicon of pondering--Do people think
* aboutc the faceE that rthe access cimes of commands bhey execuate are moedified
* om oa wreadil, mknocdll, chmodil,. or ubimes{), when Erying to cover ane's
* Eracks? Seose bhreakin actompEs Ifve sesn suggeat otherwise, which prompted
= me to write this program Lo Sate my curicusicy. This ucility is mainly
« ppaful when one wanks be caver cheir tracks further after gaining a rooo
s mhell Hore that if wom really wanted bo bBe chorough akout heing cowvert,
« makc sure you use thia ubilicy in conjuncbtion with touch{l) to et the
* acime and meime of the ghell and compller to pre-intrusion waluss.
s Syre, one could do the vwery same with touchi{l)] atcer sach execunticon,. buk
« that wauld be vedious, no?
L
* O most UDNIX workalikes, all chat is needed to compile Ehis program L8 -
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$ = Eeathor.c -o featcher

The funcoionalicy of moab of che code S explained choroughly Ffor ERose new
to the soone. Tow may notice thae I "owver-code" things by rewriting the
funcbtionalitcy of funcocicns that may already oxisc; notce thRart Elis is Eor
portability reasong, a8 I ceaced chis bit of code on =w MNELTSTER 3.3
manine ., Alao cesced uander GHUSM Linux [(glibc 2.2}, NecBSD L1.6.31, @&and Q.

If wou find a legictimace use for thioc snippet of code, e-mail me, @as T wowuld
bo wery impresaed bEo kKoow. Don'ts lot this program be an open fnvitaticon Lo
"own" scmebodyt's machine simply o Eesbt it ok, Thias is intended for
ediroaciconal purpooes anly . Allow me ta Temind you o b seaponsgible.

EEFEFREEFEREE R

-

Hinclude <gtdlic.h=
Hinclude <scdlib.hs
#Hinclude <ptring.hs
#include <syes/cypes .-l
Hginoclude <eyes/srCarc.li-
ginclude syvesSwaitc_T»
ginclude =unlaced.

chay *appnatsmes;
extbaerm int errmcr

gtatic wold usage ()
fprintf (atderr, "usage: ks command [args ...]1%n%, appnarmss};
exic{l] s

A= Gwmrc cthe Full pathnase of o command. =0

char =whichi{cons: char *comand)
char =pach = HULL, *tmp = NHULL, “buf = HOLL;
int len, cmdlen = strxlenl(commandl r

A% Teat to see if we noed to find the absolute path name of the command by
* geaging if rthe string passed co which{) fis the flenaoamo of an execucable,
* IL a3, duplicate the contents of command, so the pointer returned Dy
= whiclhi(]l «an ke handled congigtiencly. = F

If faccesnslcommand, X O] == Dj

LE ({buf -~ {char *imallocicmdlen = 11§ == HNOLL) |
Eprincf{stdexy, "%=: %a8: ¥a'n™. appmrame., "malloc(]l ™, strarror{srrros) )
exit ezl 7

srrcpy {buf, command] ;
recurn{out) i f* frao(] e =f

f* IEf gecenvi) doesn"t work, rthere*s obviously a serious mesory izsuse going
ol - - ¢ 1S 1Tf someocne doesn't code responsibly, who wills =0
if [i{path = gecenv | "PATH"] ] == BHMIFLL) {
Eprincf (atdery, "%8: %¥a8: ETa\na%", appnams, "getenv|)®, screrror (errncl ) ;
exik (orrno] ;

A* FPor each elemant of the BATH environment wariable, essgr BEs ses if che
= mlementc, wicth a slash (Y] and contents of command appesnded, i @ walid

* pakch to an execucable . IE this is Tthe cass, return the contents of
= buf, buf needs co be Erese{ld, or else we ll have memary leaking all owver
= the placa. I am a neat Sreak. =)

For (Emp = strbockipath, =:"]: twmp; tmp = atreok (HFOLL, =:931
Llen = scriendempl + emdlen = 2

£f dfbuf = (char *jmallocilenl) == KOLL]
fprincf {scderr, “%%: %s5: ¥s'\nv, appnama, "malloc(]®, strerror{errnc) b
exit (errona)

setropy {buf, t=phr
sTrcat {buf, =Fu) e
Errcart {Huf, ocommaend]l

1f f[access{buf, X _GKF == 0]
return{butl; F* Ereel]l ma */
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FS* Gerc rid of buf if we didn "t find our exoocutable yoebe. =
Froummas [BHaf] r

A+ Obwicusliy, we haven'tc found che full pachmawmes of our command, oo lek'o
= preturn HOLL . =f
eturm (RHULL)

¥

int maini{int acgce, char **3prow]) {
char *filenams = NOLL, *=arges = argv+l; = saelf-explanacory. =
struactE sktace shae
pid = pid: o used when Eocrk{] indg. Technically not necessaxy, buat here Fox
=]  Eorrastmess . o0

Ao Used in error and usage messages. w0
appnass = argw [E]

if fargo == 1% |
Ae Print vsage and die, =)
ugage () 5

if {(filename = whichiargsz[01]1) == FULL] {
A= ginoce which (]  retwrmed HULL, assuste thae ehe ccemand name given is noc

= phat of a wvalid, existing executalble. Complalin and die., =0
fprincf lacders, "%s: f6: fs'wn*, appname, args(d] . strerror (errood) i
amic (1)

if {=taclfilename, &zbl < a) |
J* Tf spomething hanpened to makes stacl(}l unhappy, complain and die. +F
EFprimcfiacderr, "%#s: &s5: ¥swnT. appname. filename, sSbrerror (errnod )
froeea {(filenama] ;
exie ferrnc) ;

]

Fo* Fforki(]l cima =/
pid = forki]l; S* UNEX micoelia =)
if (pfid == O)
Ao prespred by che new child process )
ifF J{execy {flenams, argsl <= D0}
Eprintf{srdery, "%83: Be: %¥swn", appname, filename, strerrorlecrooll} ;
ewir {@rraol g

} elaes 4F (pdid = O0) {
Ao prxecuted by Elke original parentc proceas * )
sEruct timewval cimeaiz] g

/™ waic For execoaricn of the child process to end befors seching the atioes
* and mtime back b rhefir original walueeg., *
wamdle {OF =

/= The firse element of the struct climaval array declared abovwe always

* corresponds ta Ehe access tiswe of an dnocda. The second one is alwayvs
= rhe modificatian tdime. & f

timgm [d] SRR s - nb-sl‘;_&.l: 3ol 2

times (0] v _umec = O;

Eimes (1] .tv_soc = ob gE_mbime;

Cimes [1] . tw_wesac = 03

1iE futimes (filepname, times] =« 03 |
F* This happons bBecause the pragram did nok hawve the permiessions to
* modify the incde's time stampes. Bityr, *)
fprincflacderr, "%s: utimes{): %s- fTayn", appnams, filenase,
strarrori{ierznie) b ;

H
] ®lae LE {pid < o} |
F* We were unable to forkl] altegether. =/

fprincf (scderr, "%=: ¥s: SsWn",. appname, *fork{) ", screrrorierrmnc) )
exit (errnal ;

Ao Bave the environmenti =)
fres (filename) z

remurn (o)
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Arricle Feedlfacl

Drear 2aGin:

Im 2k 1 Acidus asks how Xb expects to get CE»
quality sound over 125 kHx per channel of bandwickebe
while Fid broadeasting uses 2000 kHz. The answer’s
simple. While it is rue FR has 200 kHx allocaced. i
uses only 30 kHe 1o broadeast the righe and left chan-
niel of a sterco signal. What aboot the remaming 170
EH=7 It"s a combination of SCA, RIS, and Buff to cut
dowen on adjacent channel interference.

rFmaAn

e 260
I am writing in regarcd o yoor article about 208
Radia. 1 wark for another satellite manufacturer {nog
Boeingh, | found the article interesting, howewver, 1 can
tell you that the statement that the toeo Bocing mano-
factured XM Radio satellites pot out 70 megaaates ofF
EF power was outrageously weong., Satellites in thae
class typically gencrate 1O o 15 kilowatts of power
frovm therr solar arcavs and brosdeast maybe one thard
of that as BRI power.
Mloie DL

dear 2600
1 juest wantcd o comment on the article about the
coupon trick, Scems the person that did this weent
throwgh anm awlful 1ot of trouble when they could have
simply found another procduct in the store, copicd the
UPC codde, taken it home, cenerated the barcode,
printed it ool on some sticker labels, and then gone
bBack to the storne, stuck the new UUPC code on the con-
tamner, and off you o, OF course in order for this o
wiork yauw womld have 1o be thinking about the pradoct
you are picking up.
Aunstralian Knight
Dhesar 2l
It is & wonder in the day of computers when we
can use our “hacking”™ wavs o go o a web site. cut
and paste the coupon, and now with the help of this
article we can get things free or dirt cheap. Thank yvon
Charles for writing the article and thank yow 26000 for
printing the anicle in the [ast issoe.,
shaggeveightball
Lerm pot fool orrselves inta shiinking shat aotealiy
doing wherr the article suggesiy fs hacking in any
sense. e itw etriguing o oarany i e racker world
for serer geest wilecr #F fx thar fodals such sysrems rogerfier
and freny easifv they can e ffavamred,

Dear 260

I can’t help but comment on A Hacker Gocs to
Irang™ in 20 1, Like Chris, my interest in compuiers be-
aan in the carly 70, (M first hack, in 72, was per-
formoed with an ASRE 33 Teletvpe and a 300 baud

modem.) I applaud Chris' dedication o teaching the
children of Tragq, But I sirongly disagree witl bis un-
supported accusation that the LS. was responsible for
their pre-war plight. Under UV, sanctions, Irag al-
ways had the funds necessary (o purchase food, medi-
cincs, and other humanitarian goods - withoot limitc. It
was the regime’s manipolation, diversion of funds,
cormapiion, and contempt for the welfare of the Iragi
people that prevented opoods from reaching the Tragi
people Chitp:fusinfostate. goviresional nea’irag/ Tocusd).

My main reason for writing though, is (o provide
sonee additional material [ feel was missing  from
Acidus’ “The Flawed Future of Radio” Althooagh
Acidus provides an excellent technical description of
satellite digital awdio radie (SDAR), there was no
mienticn at all of errestrial digital cadio, iBiguity Drig-
ital Corporation’s “HID Radio™ was approved for im-
mediate use by the FOC on Ocrober [ith, 208002
Chuipodfwwoar granitewc.comhim il nesws 2020 1 D00
2 hemli. HD Badia is an In Band, On Channel (TEBOHT)
technalagy, which means it can and will nde prgsy-
back on existing analog FR and Al siegnals. Unlike
SDAERE., HD radio is free 1o the listener. That alone is
enough to make it 4 major force in the market. Ac-
carding to research conducted by the Conswemer Elec-
tronics Association, 48 pereent of consumers are
unwilling  to pay anyvthing  ar all for SIDAR
Chrepeffocww ce argl/publications/books_referencesd
digial_americafmobileddigital__radio.asp).

I'm sure my fellow readers will be interested o
know that iBiguity has built a datacasting capahbilicy
into the format, and is heavily promoting it, [ won't
attemept @ detailed technical desceription of HD Radio
in a leter (its all on the net anyway ). bot T do want to
cxpress my surprise and concern that in all of my re-
search so far, 1 have found no mention of data enceyp-
tien within the standard, If encryption was in fact left
aikl, pirate broadeasters will eventually be able o hi-
jack the datacasting portion and send out cverything
from incorrect sparts soores W ke pages, with the
histener being none the svisec. I the broadeasters Lic
the datacasung sources o the Internet, well, one can

barely besin o imagine all the potential
COMSSUEHES.,

Tomnio K.
Drear Zarnis:

Whem | checked the 20600 website for the topics
covercd in the Summer issoe, 1 was very excited o
see an article entitled *“Optimum Online and Yow' (be-
catnse T am an Opltimom Online subsceriber in New Jer-
sev) I hurried out extra fast o pick up a copy and
turmed right (o the amicle. Too my dismay thowgh, 1
found it to be & rant about Optimum Online. Screamer
speaks of “these injustices™ brought down on us by
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Orptimune Online. First. he complains about the [55
network card included in his bundle. This is not Opiti-
mnem Oinline's faole: it is the faale of the masinformeed
sales person at the Wiz, Other than that, as long as you
have a MIC compatible with Linux. you can use Oipti-
mum Online. Mext be goes on o point out how he got
an e-mail abowt the nse of peer o peer fle sharing ser-
vices, Ewvery user gzot one of these in December,
whether they used =zervices like Kazaa or naot. I the
TS, it states thal running any tvpe of server is a pro-
hibited use of their service. [t doesn’t say they can de-
clare anything as a server. It just savs it is “not limidced
i FTR. IRC. SMTFE, FOFP. HTTP SOACEKES, SOUILD.
DS or any multi-user forums"" I is vague becanss
they arc not aware of svery single type of server, and
it iz like any other contract wouw will sign from anwy
ather service provider that doesn™t allow servers o be
run. After receiving that leter T still ron Kaeaa and 1
haven't had any troubles from Optimum Online., T'd
also suggest vou check wour Apache scrver becauses |
have been running a web page off my computer for a
while now with no problems. haybe test it out with o
different web server before you start pointing fingers.

Scott

Dhegan 260

A minor point, but 1 feel it should be clarificd that
M wses terrestcial repeaters o fill areas that the
sautellite signal can’t reach such as in between large
buildings. These ane locataed usoally on two-way radio
sites near or im major citics. It is a repeater. It receives
the same signal from the satellite as you do via a dish
and retransmits it on o different frequency at transmit-
ter power levels of 1000 or 10U waitts, The 30 re-
peater I saw looked like a generator housing with air
mtake and exbauwst vents on the ends, It vwas a cute lit-
tle white box with a large XM logo on the side. Tt has
zince been removed as they found coverage from the
satellites was much better than predicted.

The subscraber X radio has a diversity receiver
that loaks at the data stream from both sources amnd
chooses the less cormupted one o give the best recep-
tion. The anly contral X8 has on the repeaters s di-
apnosiic. When your activalion or deactivation signal
i% sent, it is sent via satellite and repeated by alf re-
peaters. MM doesn’t know or ciare where you are in
their fooiprint, excepl for vlling purposes,

As for bandwidoh, they don™t nesd 125 kKHz o
send a high quality stereo music signal. A regular Fh
station using a digital studio o ransmitter link necds
e have as close o #ere latency in the signal 1o keep
from driving the DI nus with processing delays so
they use a wvery wide band low compression signal.
MM doesn™t need that, They can compress the crap
st of the signal geing it dosvwn o around S3GE. S6F
ISDM lines weredare uscd heavily by radio stations Bor
remote broadeasts. Yoice can be compressed ewen fur-
ther. Even with all the overhead for program 127°s and
command signals, 1 suspect youo will fmd thar 28 can
spuecme quite a fow more channels.

They, like Sirius, the other satellite radio come-
pany., arc very close mooathed about encoding algo-
rthm=. The aricles 1 have =seen indicate they are
continuing o work on them in order 1o improve ermmor
coarection and depth of compression.

Analoga

Ty waeled b or pevar fechinnolagy swwere iF ey in e
Medrrcl® o corparalions il Jare Qo inreresd o ofifiga-
Ficry frr prrowiding aocess o anyviliang opdside of e
R sErEang, Tie agreaennend ey nuede il T ever s
rhefr rerresrrind repearers fo brocdoasy Faocedly fwihicl
cenlcd be domne fairly easilyv) i egoenfiy prarfaciic.

Dear 26
When [ sot to the last article in this guarer’™s is-
s, [ found something guile interesting to mee: how Lo
make XP non-activating and able o be instxiled on
multiple systems with just one purchase. Reading for-
ther imta the amticle. I found that this solution was no
better to me than downloading the DewvilsOwn corpo-
ratz edition of XIP* and slipstreaming the cracked ser-
wice pack into the iso myself. The entire process relics
on P2FP warew solutions in order for the “cracking™ to
waork. The only difference between this soloticn and
downlaading a full iso yoursell 15 the bandwidi yon
=ave by buying the dize instead of downloading it
TR O TR O e
rear 26000
The “Pecling Grapss" by Bryan Elliomn referred o
using a programming echnique for archiving a welb-
zite. Fortunately, clever people have already done the
coding for this. Try the “HTTrack website copier”
(htrpaffassras hitrack.com) - a frec utility. 1t has numer-
ous filtering options,
Al

Drear 260000

In addition to the article written in 20:2 regarding
the Mokia 3360 and 3361 [ would just like oo add that
the hack works on more then just those two wireless
handsets isted in the artiele. T bave used the hack on
my Chwest registered wireless handser - a Mokia 3285
- for a yvear now. While the standacd #3000 171 25458
code droppaed me into the service meenu, I ran into @
problem Irving 0 focess any inmportant menu opiions
auch as changing the MNANM and Alpha Tag., Insteqad of
all the options for MAMI all | got was & prompt ask-
ing for a “Srvc. Prg. Code.”™ Al the time [ already had
a newer handset and the 3285 was just a backup
phone. 1 searched high and low looking for than damn
code to noe avail. T gor lucky when 1 decided o prac-
trce may social enginesring skills. 1 reported to Owest
that miy current handset had been soolen and | needed
o transfer the service o my backup phone, the Nokia
F2ES. The aperator was happy to walk me through
setting up my old handsct including the locked MNAN
and Alpha Tag section!

In same of the older Mokia phones the emergency
number scction can store up W a 10-digit phone num-
ber and when any number from that meno is dialed, it
drops the handsetl into Emergency Call Mode, While
in Emergency Call Mode E911 1= acuwvated (if
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cquipped]) and no incoming calls can be received by
the handset until the u=er ends the call and then exins
the emergency call menu. This also makes any calls in
enrergency modes free of charge.

In most of the phones where 1"ve used the hidden
mreny hack 1 have scem a menw item named Field Test,
When yvou drop into that menu yvou have two options:
DMisable and Enable. {(Disable is checked by detawii.)
Choose Enable, restart the phone. and use your scroll
kews on the phone. You should sece field testing infor-
mation. ‘While 1 have no ides what the hell those
meen, I'm o sure some if nat all of that informeation
could be of use o somecbody. MNow if you press the
menu buotton onee and scroll throogeh the meno, at the
bottomnm of the menu you should see another mene item
named Field Test. Dropping into that meno item will
aive you a couple of different options depending on
the phone and SW ver vou hawe.

JL

Dear 2a00;

FragSpaes (CFun with the Mokis 33600330177 in
2002 is correct in his guess that the 300018125458
ficld rest mode applics o other Mokia models. On
mine fa 5160 TODMA phone)d. when vou enable Field
Test you et an exica maenu item (perhaps only afver
viou power-cyvcle the phone). From that meno screen
wou can choose a variety of field west modes with o
v dizan mumber. Your normal wdle screen then peo-
wvides additional information, such as whether the mo-
bile is om the digital conteol channel (IDCCH, as
opposed o oanalez) what the 51D (System IRDentifica-
iton number) is, RS551 (signal =strengih). and =o forth.
If wou get tired of this, vou can select field test mode
HI and yvour idle screen returms (o normal, but you =till
hawve the extra menu item available for when you sant
1 explone some more.

DD Iwverle

Drear 2ol

In 240:2 im the aricle by Lucky225, ke had some
scenaries that wouldn™t pan out oo well 1if he called
the teleo where 1 work. I vou need information on an
account you need 1o verify the last four digits of the
SEM, Now this wswally isn’t oo hard to get, but it you
sgart 4 call like some of the ones he mentioned you
wottld need 1o be preparcd [ would think, Many places
require some =ori of versfication now today, | can sec
some of these scams working about 20 ar 30 years
ago but not in o many places today. | can agree that
oeeasionally a customer service rep may forger 1o ask
fior this bit of information but it is pushed precey hard
where [ work because of regulations.

mAineAC

i voee tedoa v o fevcal providen themn vaee prrofaerisly
ailready Lnow thad customerns aren 't reguired fa give
ol heeir social secnrity eunebers. Wireless coverpranies
arre celfowed ro ok for this infonmnation since shey gerr-
eralfly ree o credic cfteck on povensial custamers, B
frE any soerario where Qemnerrs are invafved, niiseakes
arre prorwsibale gnd o good soercioald enpineer oo igare ol
frovve Ror epalenid Hleern,

Drear 2ai -

Inm response to the article *Fun with the Nokia
A3G64WIA3GL yvou mentioned not being able 1o do any-
thing with field ezt myede and [ have some informa-
tien aboutl that, Adter enterning the code and soiting
field test o enabled, mwrm off your phone then arm it
ack on again. IF youm 2o into your menws vou showld
sec a new aption called Field Test., Press Sclect and
wou should see Group/[isplay and the ability o enter
four numbers, Enter 21X X where XX is (31 through
(0%, Ar that point wvou should be Bronght o some
sereens with a bunch of data on them, You can press
the up and down ammows o seroll through the nine
pages. The only part I was able o figure out was
around 07 through 09 which secm to be the wvarious
towers you are connected to and their signal strength.
I you or anyone clse finds oul what the rest of the
numbers are let me know, To get back to the normal
sereen oot the Ficld Test menu again and cnter (K00,
Hape this was helptful,

Jim
e 2600

['just got 20:2 and ic's a good one! ddShelby’s are-
ticle on 802,11 reception tricks is vory interesting and
sure @ zot lors of people oul there expernmenting. 17d
like 1o add a few commenis on it thoagh, The “MN™
connector, the big one in the photo, is an old design
doting back o the 40% at Eeast, and was designed by
Paul Meill, who went on o co-design the BNC con-
necror with another enginesr named Concelmian. The
name BMNC stands Ffor Bayvonet-MNeilll-Conceloean, The
THC is a Threaded MNeill-Concelman, and a connector
theat 1 think does not ger the respect it deserves, BNC's
are pood for guickly connecting and disconnecting,
TR s ke N's are threaded and better for somewhat
more permancnt connections., and less noisy  espe-
cially where there’s vibration. I have found some
very... interesting ideas of what BNC stands for ot
there, but st me the B is not for British! And reverse
polarity conpectors are pretty rane, althowgh keep in
mind all these connectors have male and female. You
can find a good rundown on connesters at hop:sier
rfzlabalnect comdiibracy AapplicainoniN otesd files 20
John=cnl . app.axt.hion where you’ll also hear about the
Shias. SME, SHAC. . SR A and SO conneciors are
really good for 802,11 operations since we'ne not talk-
g about watts here, Transmitters are 10w povwer and
cables are that thin bitty coax. The reason ™N connes-
tars work well for making yvowr antenna is that there’s
that nice center solder pin o make your “probe™ in
your can o wavegnide antenna, [ have heard all Kinds
of reviews of these Pringles can etc. antennas, nclud-
ing that it"s the worst antenna one reputable lab ever
tested?! I ope o be Dhiving in the Bay Area
CoR2. 11 " wille™ o s friends) within o omonth andd
hope o do some experimenting myself,

Ay second comment is about the diEm measure-
ments being thrown arcund. A decibel is a logarthmic
measurement that’s just in relation o a signal. You
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can increase wo different =ignals by 3dBE, but onc
rreigrhit be o microwatt and one 2 Kilowall. et ag's still a
3B increase. This is confusing and kind of a loating,
vaporous ides even o some engineers =o they in-
vented the dBim, which is diE"s in relation w0 ane mil-
Irwatt. BF engineors txlk in dBEms o ol A sood anticlc
o dBmTs s oar hipofaesewprivateline.comsilecibe S
decibel.himl and in fact | recommend that whole site -
ir's pure mind candy. [f vou have a good RF power
meter (o, not & Bicd, | mean a good one with @ very
=ensitive probe, think Agilent) you coer measure the
gain in your can’tennas in dBm, bul for most of s
wihat you're going to have is the linle signal sirength
bar graph thingie on your puter, or in slight differ-
cices you ll get “threshold™ effecis like less dropouts
with Antenma X than Antenna Y. And there’s nothing
wrong with that?! If yvou can ger three more signals
with this antenng than that one, then “this™ antenna is
a bBetter one. Alse kecp in mind that can and wave-
guide antennas ace dircctional. The RF wave s (o g0
inte thve opening., =0 the opening has o be pointed at
the signal sournce, or in some cases a reflection. A
Pringles amenna might be, say, better than the antenn
buile into your lappy, but it might not be as good as the
leglement Yagsl vou =it down and build if vou re
ambitiouns.

By the way, I'm going 10 anger some people, but
those “Swifi log periodic™ antennas you ses advertised
look cool, and may be an improvement over your bBuailt
in antéenna, bt LP's are made 1o cover a wide rmnge of
freqs fairly well, not one freq really well, You see the
log-pericdic principle in TV amennas on roofiops be-
canse brogdoast TV acwally covers a wide range of
fregs. IF you're just interested in one freg. it's really
easy 1o just build something better for mucho cheaper.
For a single-Ireg antenna for what we're interested in.
2.4 gHz satellite dishes built for 2.4 g HZE are probakbly
tap of the heap. Many bucks and RF-wirarnd man-
hours went inte those., They re made o withstand
wenther, don't have clements 1o get bent, etc. They re
ol stealthy but if yoo can get aoway with o windowsill
meuni, chances are no ane will notices it's pointed in a
funny direction. If someone does notics, tell them it's
sick, Mow, think about the delicate aiming process in-
virlved in sciting up a satellite dish - those are direc-
tional too, I personally feel some people should teen
their roboatics skills towards making a motorized X-%
mount for windowsillfroolftop 50211 antennas, since
tieat wolld be ever so much more fun than going back
and forth from the compuoter o fddling with the an-
tennan. For wardriving ['d ook ot a can or waveguide
desizn.

Aund while vou're having all this fun with RE, con-
sidder getting vour ham cadio heense. The info about
that {and a lot of stoff abowt antenna design ancd
building smuff} is at hupoffwwwearrl.org.,

Eeviac

Cornfrusion

Drear 20
"'ve noticed that this site mestup.com is geiting a
lot of press Fately, It is @ site that is organizing indivicd-
wals wha wish o meet in the flesh-world o discuss
their common interests. There is, of course,. a section
for 200 meetings: 1 supposce that was inevitable, 1
would sugeest that people simply use mectup.com as
a way to meet ather hackers and then deviase their awn
sites/methods for discussing the mestings and their in-
terests. Mectupocom is fairly limited in its abilities but
they have a pray service that allows members 1o per-
form meany maore functions, | personally dom’™t like the
idea of mestup.cam make a profit of T of the nonprofit
interests of any grougs. much less 2000 mectings, Per-
haps you could sugpest that people use their own sites
for organizing once they meet each other on
meetupcom? Plus, the freedom derived feom doing it
yourself is a bit more in line with the hacker ethos,
wionldn™ you agree?
Mangn
We agree conrprlerely, Readd o

esne a0
Do yvou guys know abowt hiepo 2000 mectupooon'?
Firstly, are they lame? Secondly, are they official?
Thirdly, why oh why have they zol the London meces
s blatantly wrong? They have missed our on our
mesling point which bhas been the same for over seven
years, I aum gust wondering whether yvou are awane of
these plonkers.
netj
We 'ver feenr mrade aweare af enr By numerons
camplaines from readers ard  mieeting aitendess,
While rlvey conld prorenrially provide o service in help-
fagr e meefings stard, ey e doires norfinng beed con-
Susing  people By shenwing  congfficrieg stiegs i
exdering orries, Wi "ve aslbed them to Eivealy Erenclz iy o,

Do 2600

I wowr responss W Caplain Bs letter, you refer (o
articles needing o abkkide by “gsuidelines” before they
aet published, then go on wo say they must also ol losas
a “cerain level of standards,” and then a “‘sopula-
tion.”" I"m o little confused, as a puideline consisis of o
way o help direct someone in the proper bearing for
whatever that someone iz doing. There are no set
rules. A standard is guite different. You must meet cer-
tain regquirements, follow cerlain processces, or Follow
certzin rules, A stipulation is a requirement. Which is
it, as you then go back to saving that your readers and
future writcrs showld “zee™ the wvalue of these
suidelines?

Adlso, you point out that it°s a disservice to reprint
imformation that readers could obhtain somoewhere ¢lse.
Strange you would say that, as that was nob your men-
tality nor attitude when eyving o halp out Kewvin bie-
nick. I'm surg wyou would have encouraged
distribution of any information pertaining wo the case.
In race, you did encourage it. Anything to oet the waord
out, right guys? Well why would you ke a different
approach for any other hacking related opic? Isn't the
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point here e free information for everyone, no malttes
if it"s on the Internet or in any other publicanion?
Sphlnx

W serionsly dhonby vour coefiesion is Deing caused
By arvefiing we sofd. W really can't mate o arsicle
prolicy any mare stealghiforvard than we  already
Feernee. Fad fo restole 5f, o roole s dfar ' wand articles
rher have appeared cixsewhere, either e peelelications
aar an websites, There are evcepriionys, cxprecially wilien
ir% very wnlibely oner readers would ave discoversad
rhese garvicles an felr oonver Bocause They swers o
dlifferens fangnage or o o website few preapile vWair,

As for reprinting inftereralion, ggain, vour corfie-
Sieary faevs deken she swlreel!. Gerding e wersd oer oFr o1
parricular issue oF cantpraign (5 ol e saene oS
Feprrienrierg  infornnaiion ety alreedy easaly odsferrre-
affe, ¥ou 'l find shert i tlre Adirnick cose, we dficle
reprinl saarerial fooem a welbsite or previoeesly peinted
arficle. We published origivecd saferiel and Mol iy
Wl e wvanl o carerineeee fa alre,

MNewlhiex

Drear 2
I am writing this letter in hopes that something
will chiamge. T g0 by the alias MarBle™. 1 am an upr and
coming hacker but 1 don’t even like 1o call myself
that. I aom wihat most people would call lame. Bur it's
not entirely my fauwli. 1 have beoen scarching for
rmanths o And one person o a group of people willing
ter help in my search for knowledge: I know it is
mastly up o me but when I find something interesting
ter learn and ask for help, T get lavghed at and insuloed,
According 1o the docements I have read about hackers
we are supposed o be an entire community dedicatcd
tor aining, using. and most of all, sharing our infor-
mation. How am 1 supposed o learn anything if 1 am
constantly geiting langhed at and insolied because |1
don’t know things that [ am teving o learn™
MarBle
Tiiz ix one of the guestiony were axsked all rine
riee, We ger lerrees ke verrs constaniiy, Whar veoee
shrergaleld few ro andfersiara ix e haokimg (50T sowice-
rirfrrg rher s preghis fike a seelrfect in soefurol - evoepr By
tirose  peoprie who don ger i and chink 0 can e
rerregdfor fike g seelrfecd i sofeod, Thats wliy vou 'l sec
conyErenees and seminagrs dedicated to reaching voue
ol arbrener fracking arnd hackers o thar von can think
cirted orcf fraxt Sidee ofoeers, Heed tfoat s fresd maf franse 0F works,
E cirivedte wita ® @ acker oo rvderstaned. The noaard-
welire ponres o experience, dedicarion, experintern-
readiens, srnel fors gned fors of fime spent puaesaeing things
e measy people belfeve gre o conmplats waste of fime.
Aveed srrerst ef this is a solitary endeavar That s why yvoo
mreet witlh resistance aed o Div af ridicole iF vouw ask
people e helip vou becone a hecker Nobody can fielps
wente wiirh s, Foer Fearve for preed i thee fimne aeed the effors
e once vouve figured o foew things our and hope-
Srully wrade same discoveries of your ower, yor' N5 ave
sometfiing v share swithe orleers wirer will theer recipro-
werte, A cowese, therve % alweays the risk thar the people

wene frelfeve Lo e hockers agee simply peing aeocerred
oallfng rhemsaelves shor fo impress peopple awd ey ac-
freadly facrve o interese i oprenidng app thefe e olfogue
tor ceervene gise, Those peaple will ridfoofe voue o serar-
Fer wilar yon e, wfess yoee comviiece rers el Yo re
TR @ERerl Loy thermn in whirch case thev T srary asking veoer
oo el rhem lecrn oy o brecoeme Siackers, Dhaes i
Rl he sevnse vel

Isar 2D

[ am in Germany working for the Acrmy, What oo 1
reed o doT

Henry

Proceed with e origiral plan. Yo'l e
T e Ty it
Do 26000

First off, 1 know lois of kids read this mag sl
seant o learm howw to hack <o [ wook my oime for all
wou noobs out there o stan learning and welling your
fricnds that you're an evil hacker.

1. Leamn programming languages. (1 know most of
wvou don’t want we waste hours a day doing this, bt
there are no shortcuts o becoming an clite hacker}

2. Learm how to operate [RC channels and HTRL.

3. Ger o Liecex! (Instead of buying Final Fanlasy
135, use those 50 bucks to get a Linus., Youw swddd need
it and must knoee it 1o become an elite!

4, GGet on the Intermet as moach as wou can,
searching for scanner, [P address, et tatorials.

And, in case you didn’t hear me before, fese are
no shoricets fo beconring the Rocker vou always s
rer B i waneer faretosies!

NDrake Smith

TTee ennly tFedergr wwr con @oree with frere ix your laxr
sewrerce. While norhing youw swggest ix o bad fdea
fortfaery ffieerr fierlprirng for perpretiate the “elite haoker™
Fealfvieoad thing., alfveir in fexe), none af if (5 aer cxserr-
ticd fngredient towarels being o decent iecken Aock-
g SRCOIRIMINESS S0 many Jdiffencnl elemenis i oonr
werrld slarr for relegale I Lo merely prrograrniniieg, ap-
erafing sysfens, RO, o for tlaf smatten, even comaei-
ers only serves fo Iirdr tre possibilivies. Amd those
poxsiiiiiies are prerry mind ogaling.

Dear 200

' curious o know if anyone else has noticed o
rather staggering tremd of apathy and disregard com-
ing from the IRC technical community? Within the
last 13 vears, 1RO has always warmly been a place o
gitther and disseminate mformaltion; al one point or
another, 11 was even a good place for an interested in-
chividual o grow amd learn from a wide wvariety of
other individuals who were skilled and vorsed in prac-
tically every trade imaginable - not just compaters.
Within the last five wears, howewver, ['ve noticed a
common and steady rend of apathy centered aroumnd
the IRC technical community, specifically in those ar-
eas that have the maost to do owith freaedom of informa-
tion and the hacker community in genaral: TINEX and
Limux,

Jzin any #linux chanmel on any major 1RO net-
weork, attempd 0 ask any community related guestion
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isuch as opinions aboutl the latest lawsor by SO0,
which has attemnpred o claim copyright infringenent
over s acquired proprietary UMNIX source code that it
claims has illegally found its way into a number of
diilferent LINIX and UNIX-like operating systems,
amd most significantly the Linoex kernel itsclf), and
o are grecied with nothing but apathy, contempt,
and utter disregard, This same trend continuees oninto
the UNMIX and Linux coding community, and mani-
lests itself prominently in any fperl channasl on any
imajor TRC network:.

I can only autribute thizs sguarely. from my per-
somial  experence and observations, as originating
Meoan a badly stirred mixiure of old traditional hacker
values, which often centered around carlier and
harder o obtain. modify, and learn-from USNIX and
carly Linux opcrating systems, and neswer traditions
arising arcund the latest B33 and easy o obiain
commercially packaged Linoex distribotions (such as
Redhat and SuSE) that sesm o be creating mmore iso-
laned, self-saflficient Linux users and less community
mvirlved, curtous, exploratory hackers who are mone
than willing o boih learn and share. This feeling of
collective apathy that is now sumounding much of the
techmical community on virteally ewvery major [ROC
server, but that has remarkably mot contaminated the
cmmailfusenetfand BB groups is very disconcerting 1o
ithe average Linux or UNIX newbie, who s either
starting out, returning, or simply expanding his or her
Enowledge.

Withoul more fmendly and avid technical comumu-
nittes guch as 2600 1 honestly do not enderstand how
thees UUNIX hacker tradition is going o expand past the
eclite few and into the majority or even continue on
with the same raditions of free information and open
knowledzge that have been passed down from hacker
to hawker owver the last 20 vears. Perhaps no one wanlts
it 1 expand into the majority - that would, after all,
rovbr ws of the wery thing that makes our knowledge
valwable: that it s rare.

Perhaps, despite such amens, it can all be chalked
up o the reality that many of us just simply do nod
play well with others. or teo many are just simply sick
of 1the waves of questions they recoeive which can
summarily be answered by a simple web scarch. This
i= definitely a shame, as there is so0 much information
ot there waiting o be shared, and so many peoplae
whao want o share what they know but can't. as the
communily in which they live has 00 many precod-
ceions about what they might do with their new-
found knowledge and the community in which they
turm o For that knowledes §s afraid that oo much of it
will e learned oo easily, thus lessening the toils of
their labor. What a shame indecd. And if this becomes
adrend, we will b isolated, not from society but from
cach other.

Joseph

e v seen seeclr concerrrs addressed before oy
FiFRlers §20 v rions commmrnniiies, borly online ard affs. We
ririrnks ir's Fess o tfecneehir aeer seraregry ard more @ case
af peaple sty being overnfelvied wichh tre soree

gresiions over aied evner They come fo forger ifor
e e @ wirredIy weererrading sy af e thinkers ot
there arnd ar feasr some of e will play o meajor vole
fer e farare. The new people oftenrirnes dake Heivnrs
sy Fon serioesly and give e very gasily o warse,
crrage i some pointfess barle af insalts wihich
grefoily oversfadouwes wlafever i wars ey wers infee-
cxted fer it firsr place. 8T nal wefagine 1or Yaoe oo -
erigierinw aented s peod ar afl pncomeeron fn tle FRC worlal
Yo wild afvwarys Bove peaple who are ihere just o gel
crtternpriaee and caeese reoniile. Vo condead G5 a bevalc wish
meriads of dealing with tlifs. And there will afvays bhe
reale Bemoaning e face sl thiings aren? whoar they
el fo Bre, Tleew re s, nor sfrondd they e, Change is
s, esyential, and shorlad be embraced. Qe the
oifrer fiend, the people wlhe franee exgperience aned
frowledpe are a vital part of this comemeeridy and ey
shaelad never be disoissed as owd el loncel ar oldd
schacl. ne thivng FRC =0l fras is e alsdiiey e
surprrisve s wirkt ity effective and offe orirfe ool
oy it fog

e 2600

[ am sending this meail from West Africa and T am
viery infercsted about the hacking, hMayb=e vou Koo it
but there is noe hacker in West Adrica and me oo T am
nadt anc. [ would ke to learm how 1o Become a hacker
but I don’t koo welio 1 will contaece. T would also like
o represent your o magazine  here in West Adrica.
Please let me Knosw your decesion about my case.

Thierry

Recd the above respenveses foor onr rake o fecgening
fr be a feacker We believe there are Tors of hackers
crnd potentiol Tocfers in oany ppart of e seoela. Tie
rercf is figering ol feevsw Lo reaach tfvern, We apeee i85 o
chrallernige Mo dder fhaz, I venr relfteve liere s o clugrioe
tleery tlrerre % cve oarafled Forr rlar FRGEECISEIRG T8 VO e Parric-
refire ey af the woeld seeclfe s g Booksrere rhiar waeeld
fre areeealile to stecking i, Mien send s specilic inpfor-
rrarione and we T pladly follow ifirowgi, We fined e
when peoaple fuove a plece swirere ey can ger alald of
the murgoazine, It's e Mof easier o oo things ke sef wp
rreerivres aredd Eriedlel @ ORIV,

Heave Yo Heard?

Dhear 2and:

Has amnyvone heard of the Soaper DARMOAT It's
ridiculous! Mow your provider for cable. Intcrnct,
whatewer has the right o prosecute vouw crinimally if
you have “unawthorized” devices attached o your
computer or TV, For example, if you have a WOER,
D% recoerder, or even & Tivo hooked to your TY, the
cable company can twrn you in for “aiempting o
circumvyvent copyrights,” I'm outraged!

Jesse W

The so-called “Super DACA Y iy another lavar af
she federal PPWCA Dur on a stare tevel Ar press rime,
iz e sheidar legislation haed becosre faw  in
Defmware, HNiingis, Moaewland, Aichigan, Pewrsyvlver-
i, el Virginic, It very ofose to becosing faw in
Arkorrsas arkd Floriga and ity befrng considered frroar
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reeernetrer af affier sfafes. Only e Coloroado hes @F been
verferered faw e governon Lilike #he existing D23CA,
rfiese Bills dony ave any exceptions for previcosiy
chefirmgd laegivinmane aorivities and thevy cowlad also be
pred roe ontlenw spely iings ax firevwalls and cncrype-
ricen, W sugaest oficcking tie siors of this legislarion
frr vanr siate and fooking for more updfared infornu-
figrs on thre net, sech as e frgpedhewaeelffong or
frrpedfonew, frecdom-to-rinken com,

Drear 2aii:

I don’t Enow if anyone is aware of this but on MMac
OS5 1022 (and possibly others), holding down Conme-
mand-5 after the opening chime on booting the ma-
chine seems o drop the syvsiem inlo a root access full
screcn shell.

I stumbled upon this on a message booard while
searching for something unrelated. T ried this and did
a hitle poking around, runming cats of files in other
people’s personal directorres. [ couldn”™t seam o copy
Ales o my own directory, dus o some read-only
stames. Also, Ip didn ' work.

I have only moderate expericncs with LRI sys-
tems =0 mayvbe someons with more can fddle with
this? Just a thoueht,

FPhrenicGeermal

Drear 2600

Here is something interesting I stuwmibled vupon to-
day. I"m an avid user of BitTorrent (mainly because of
the random =it one can finmd, such as the “Satisfac-
tion” Bikini Babes with power tools videaoa) and T roll
the many BT sites daily. Today 1 found Frecdorn
Pronvensirne avallable for download, but noted it was
anly about 90 megs in size. Checking the IMDE 1 see
that it 1= 121 minuiles and started o swonder abowt the
cuealaty. Well, turmns out it was a ram fAle. All T swant to
Enowy 15 why sameone would go theough the bother of
ripping a movie only 1o keep it i a Real Plaver for-
mzat. Granted, it can compress video o a small fAle
siwe, but that is just it

Just thoueshe I"d give wou guvs o heads up that
wour wideo had been ripped and was being shared
(which I think is cool and 1 believe you would agrea),
bast also that it hed been saved in one of the waorst for-
mats available. | mean, come on, do the film jusiice
and give us an SV or 700 meg DivE rip!

Machllah

This iz really the only probfenr we Teive winde fre
il frerng avaifable anline - peopde will tfvink shie fiTnr
Ffoorlen Fiker shir Becaouse of Dow it Tooks there, This is
mearneriyiveg funedly isolated fo s iowgfl - a enafority of
fitms o the net fook and sowmnd egfrol. Wiliile  wee
specdficoally appprove af the il being sppread oarosaed
(finr free aved runaftered), we oo ask cher IF vour cee af-
Sord ro bav @ copy fiar yon do since i85 coming oi-
rectly firoan ws and ol from seemre Slodlvweood
disrribanior wilhe will wse the muoney vore give e fo
sendd cnd feffers flireoaterfeng Seie clesfonrers with fanwe-
saeirw, Fn owre cose whot we sell franstares direcily indo
aifter prajects hal reguive inge invesinrents, iike e
Freedane Deawnrtinee DVEP ard fules FOPE conferences,

Taking Action

Dear 28000

I was samting at home the other day., minding my
own business, and the phone rang. 1 weni to pick it up
and it was the trademark telemarketer nuisance call,
As some of youn may remember from the past fow is-
sies, there have heen some articles which desceribe
b telemarketers work., Oecasionally telemarketers”
computers will call more people than they have avail-
able telemarketers. When this happens, they hang up
a5 soon as somebody picks up, That's called a nui-
sance call. What was interesting this time was that
caller I aciwally reported a number, rather than
“ASaanonymous’ or “LUinavailable.” When 1 ocalled it
back, it said something ke “Code 15637 and
promeptly hung up. T didn™t swreite down the exact code,
B it was soemetlnng o that effect. 1 was curiouws so 1
called it back again and it just rang. Does anybody
know exactly what this may be? ["m assaming it was
a telemarketer. Howewver. it was odd that it acteally
gave me A number on the caller 1D, The phone num-
boer was T2 EFPOEX M. 1 was a hamassing phone call,
w0 [ have no hesitation about posting the number,

Patrick

Thees ix perninge o biv sillv. Yopre plhione Pings once
arreel wears e reaedly ta declare waeee o wihinever dared o
dial yorr punider? We agree that relemarkelers are a
Forvaal porier inn fhe ass aned shoeld Be dealt witde Darsily
wihreer they amnav peaple. Bed thiv cormld have been an
fnnacent wrong reanuern sometfing thet pyed Jo nos be
ar big deed in e davs before caller IO IF vou ger an
arcrual safes pivch artached ro o plrone nembern ler us
Erzenw cerred wee 'l paring the endire nombern Anad Before
ARVERNE Sfarls fo soan ot ol e peenlaees to 500 fee clee
abave X%, the number was disconnected when we
called it We can only specnlaie s fo wion

b servalions

Desr 2l
A school we went on a walking field rmp o some
play or someaething, and on the way we saw an AT
Auad T told my friends that I had read an article in 20600
that said if vou press the right buttons you can get to a
hidden menw. So 1 went over to the “standalone” AT
and pressed all four comer buttons and the menu
came up and it started beeping (hke a PC does). In
becped cight tmes. ALl my mends weee langhang and
s sl make jokes about it to this day. Thanks for the
laughs, 2a00!
Satch3Ty
We "re afwavs happy o provide amesentens, A
e foacy ther yorr profabiv bAoeve no idea ar all weliay
wour field trip was supposed ro e albonur i fesr fofmg
o the cake.

Dear 2600

It was kind of an accident hinding thas. In the cowver
af your 194 issue (what building is that?), if you
place the issue on the Aoor. take a few steps back =0
you're like three o five feel away fmom it and look
down at the issue, the sun’s reflection on the building
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loeoks o me like a person’s face. It kind of looks like
Flitler’s head Because towards the baottom it looks like
a thind of a mustache. 1 don™ knosar 5f that was inten-
tional bt ics weird looking. Thanks and keep up the
pond work, 1 love the lictle things yoon hide in the isswees.
SckKTokR

The buifding was e Fifrrgey i Paris winichr had
feren tadoewr over fwidh permission ) ey meembers af the
Clrerers Carrrepraader Ol welao casfTrteal ie st Figars tfeers
coeld be proprarmianed frome aroeend she svorld for efis-
ey vanrvenns dnrapes. T ore voo san wars enoss ofefi-
eifendy @ face fror Fiitlerx). To find owe wihich (and ro
e meared sprecchiless), wareh T8RS (e version
eriedcder frr FEEA) We cern ordy frape po be ghle fa oo
ceaererfiin g iife 1Ris fo o Brdiding in e States sovvedeay.

e 2ok
Focently I sat in on & seminar on network securily
in Arizona. A Phoenix FBI agemt discussed some of
his concerns and practices on network securty. His
lirst PowerPoint slide was on phreabers and 2000, He
made an explanation of 2600 representing the 26000
lerts that could be used o hack the phone system amnd
i brief hiswory of the man “Captain Crench™ whao dis-
covered this vulnerability. This was presented as a se-
curtty problem ihat =il exises. He held up the latest
issue of 2600 and made a poine that such “problem™
Intcrature could easily be picked up at the local Bames
and MNoble. He covered Kevin Mitnick and his book
The Ave af fdeceprion and commented on how he liked
e read books written by the “enemy.” He even swent
through a couple of cxamples in the book. He com-
mented on the agency’s lack of knowledge and said
that there is at this time only one computer trained
agent. He went through a scenario on how long it
comld take o aciually race back a security breach, His
1alk was given with a lack of actoal real knowledoe
and seemed o be presented in fear of not having con-
troel. It is amazing how afraid and ignorant our nation is.
Spuoa¥T
Feme and ignorance Ros becone e deiving force
Frefadvned meecly of e poriove B aorivities oredve Treaivideals
cearr feveerny geefte o B i eliey recognize sfeis,

Dear 26000

Some of you may have heard of Echelon. For
those that haven't il is supposed (o be a global caves-
dropping system that Nags communications based on
Feyvavords. Adter placing “Echelon Keyword List™ in
Cioogle and apening Lhee= firse IR listencl
Chitpoffewar angelfire comfwafmmilitafechelomn 1 himl}y,
I saw the words 2600 Magazine in the st Tuse
wanted e pass this on. 1 thought it was funny. Love
the magaxine. Keep up the good work.

Dave

We e fronored fo sfvare flre spotlishy wish orfier
cfarrigrenous  woredy  fike fooiball, rhosis, ond Sex, I
ferfe® eefaapt @ iilissecomad for recalize thar fhis enfive
S B @ Jeke,
Mrear 2600

I noticed something peculiar when [ installed @
second phone line in my apartiment for business,. 1 use

the plhomne e with a fax switch, Before | installed the
fax swilch, T had stacted o get telemarketing calls
within one day of the phone line being activated. Afwer
installing the fax switch {(Comswitch S50, the ele-
marketing calls have stopped. This pamicular switch
picks up the call on the first ring and “listens™ for a
second or soote determine where o route the call. Ev-
idently, this fools the telemarketing eguipment into
thinking the linc is data related. At first, T would ger
calls bt anly hear a dial tone when picking up the
phone (when the switch directed the incoming call o
the telephone), This became less and less frequent and
now [ seldom gel more than one call every wo or
three weecks, Anyone else had similar expericnces?
John Tate
W "ver Trearrdd siendiforr rofes. OF oconrse o yorr
fcevrer Fer weaicde ol e Jeerrk ferves.

Dear Fan:

I wwras reading through 2002 and remombered a lei-
ter in the past aboul nothing ever bBeing on the botioam
of the 33rd page in the magazine. S0 ever since 1 read
that letter 1 alvwavs would look on page 33 o see wihal
ltle sunprise you guys put there, This timne T found
samething interesting - it looked like DMorse code.
Sure enaugh, | translated it ITESFRF14
hirpoffarssae gsl. nenkbSyaefphonetic.hum and i1 came
up to be “Page Thiny Three.” MNice guys., keep the
surpriscs coming!

CPLUHaxxer
Near 2o

I= it ironic that the price of a lifctime subscription

af 24600 has the number 2000 i it7
aaron t
MNe fifes o e readers, thaer s for sare,

Dhear 26000

I just fAnished readimg 20:2. 1 then sat down o
wiatteh o movie with family I was visiting. If anyvone
wanits a State of the Union address, watch ey af
the Srare. dMost of it is easily plaasible even for non-
conspirscy theorists, A (not perfect) guote from the
mowvie: ““When buildings start blowing up, things
change,”” This movie was madse before Seprember
11k, 20021 but it deals with the some issues we fuoe
nowy. Laws are baeing passed sinpping us of our righits
and privacy.

Another random thing 1 heard after making con-
nections - the main amntagonist, the MNSA official
played by Jon Yoight, is said o be borm on September
11tk somewhere around 1940 in the movic.

Eric

Keep The Faith

Dear 260

I knovar T oaemn suddressing an old letter but it really
strurck me when I reread it today. In 193, David wrote
ahout ““why even bother™ swith all the anti-civil libar-
ties going on. 2600 said not o stop. 1 agree. 1 juse
wanted o tell David and everyone else oul there that
know of at [east three groups of small, like-minded
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inchivicuals who will not give op. T am a member of
one of them and have friends in the otfwers. They are
all im different towns, one of them 10 o different seate.
They know aof athers. We may be small in numbaer, ban
we are fightimg for something we fecl we are losing:
the ability e be whao we want e be and 1o respect
clhers” rights o do =0 also. That®s what it's all aboat.
Goodd luck, Dawvic.
VIS
Drear 2o
Hi, T am currently stationed in Kuwait in suppart
af Operation [ragi Freedom. [ was imtroduced 1o vour
magazine a few months before [ lefi. T love all yvou
have done o keep the world on guard for people try-
ing o ke ouwr freedoms. T greatly miss reading your
magazine and can’t wait o be able o read i onee
myoere. Thank you again.
cOIDr3dir3<dk
f= i fordidden or risfy to receive owr ragarine
wihadle i tlee peififaey P We fonesily dan 't now 5o wve o
apreciate any esiglh.

Near 26000

I've been a longtime fan of 26WE 1I'm a
hackenmetwork engineer. 1 started playing with my
dad’s computer atter my parents went 0 bod, some-
timee back in the early *8s. 1 wasn™t allowed to use 5
Being only age 14, 1 would probably break it WWell, 1
secretly maintained it and then discovered how the
modem worked. I started calling BRS s all around the
country. It was=n"t until the first big phone bill came
thar I was discovered. Ahhhib. . nosgalsia?

Aaywways, T always look forwand to the first article
i your magaxine. Vs such good stoff, Makes me
prowd 10 be American. I'm with ya.

I think it"s a shame that, for the most part, the only
pecple who read that Arst article, are... us. 1 want to
reprint it on the forums that I visit, Who do 1 give
criclit to? Just plain old 20002

Bolb

8 wore conld give ond fee sarrme af oir Reoga Tinne
long with awre address oreldorr websine e woenlad fre
BECELE.

The Poasr

reqr 2erinir:

In 2(k1 ByiteEnable mentioned cmoticons in oele-
types in the 60% before the Intermer {sic). Since the
TinyTot machines used CR {cammiage return) and LF
(line fecd) separately. one just said “CU"" then CR
LF OO0 CR U7 and that put owo eyeballs looking an
vouw, Can a PC do than?

walt

rear 2o :

Just & quick letter o compliment you an your
magazine. I am embarrassed 1o say that 1 know very
little about compurers. My curiosity level far exceeds
my skKill lewvel, and almost all my efforts e explorefen-
Pance my machine have turnesd inte horrible disasters
requiring emergency help from my brother, B,

thanks to my brother and his interest in computing or
whatever you want to call i, 1 have read every issee of
2600 For the past five or so years and they have taughe
mee 50 much. As a lvw student, | find many of your ar-
tncles o be extremely relevant both o ey stedies and
o my interests. Yo raise issuacs that 1 haven™t heand
anyone alse speak of, cver. s & shame most people
in my position will never have the opponanity or de-
sire o rend 20007 or similar publications - it's not 5o
easy o find different viewpoints on the news and pol-
itics if one does ot actively oo looking for them, And
it leas been my experience that most people just dont
care encugh o seek owt and compare different ver-
zions af the truth. Thanks for keeping me awanre, and
keep up the good work! Hopefully someday 170 have
soanething to contribauie in returm.
kdg
Iveanr 2000
Juzst o acded another note, Screamer Chaotix Lin-
learm™) makaes the point ““why even bother™ defining
thre terms= ete, Primarily becausce it's the ignorance of
thase terms that promotes wrong usage. | do clearly
rermamber the day where iF you dicdn "t answer a list of
25 guestions correctly, vou weres dented access, We
should go back to that.
Fruber
Thee Tetter youe refer fo safd “wihy evern Dotfier™ fee
relaficen te e specific ferm “cracker” which was
cleveeestroted fo e rmearingless, As for vewer 25 gues-
Fiewe efiing, thar pucy oave Been free inoone particalar
clfgraeer Beer 0 certoinly dfadn 't define she enrive hocker
werrfel, There % a_fundomeniad preoblen with empafrasiz-
dngr centoin spreciite i o knowledge as fmporiart or
wviral i orme ix fererested dn befng a hacker and rlien
Feorvinrg rhe claility ror deny access o thoese wler don'r
shcere tlrese sprecific valnes. This ind of hferarchy
Bones ggadnst fre apese stevecieee of thee ooty e
arrly rednforces the purinsiream werlues thar embrace
erterneronrt i g fonors een ae i foarion of inrelfigence.

Pestruectiveness

IDear 2000

I was browsing on kaxzan and I found a copy of the
fatesr issue of 2o, I had boughe it bot T Goured since
I dom’™t have a scanner 1t would be nice 1o downlozd a
copy o have on omy ocomputer. Well, o text Ffile
inciuded said the following:

W Reogre yvaw eefoy oF ax meof ax £ enjoved malking
fn FUCE YO greres e 20008, e tfroewgnl the reading is
iire inreresiing. £ ferd Ir fronie yvow e capitalizieeg on
sorrerrfiing wiich YOLS YOLIRSELFR ofaim wenis fo e
Sree (Fnfornuaticn ).

FF v charrgedd o rieax oo 32,50 Foe his mecgrazine
tlren Sl let wour Tive, fnr voue“ve ripping MWE off, frence
fe prepaared o e pippped T o mesw For eferriiiy by
e P v

I am appalled at this. Dqoesn™ he get the concapt of
supporting a cavse? Yes, you are charging for the in-
formation but is £5 wunreasonable? You suvs dom’t
even abject to people giving out the information in the
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mpgaeine for free. In fact you encourage it 1 really
clon®t understand these people who bitch about paying
35 1o support & cavse that deserves it When will the
insanity cnd?
Lord Kahless
Wil v dreren dlealing wich folierrs Ike rhiis since oy
et As verle sewver fo realize, we "ve alweys seepppronrted
il free eoocfueerge of informeaticon. Wit swee cftarge for
ix riger prefeereed pocrlfoorion whicl costs mxs guite a feer-
affer Fen prednad, slipy, grer inete sfores. ples ofve oeany shings
Flicet ger drafer Reegpirg of all reeerierg. We filke co sliink
Flaeet wrnr cxdsvternce eralles more peaple to discover
cersed frerccrnne o prorr? anf the veal world of hackers, And
cerlifoe wirtnadly every otfier moagasine ool tere, we
e enifirely reader supporfed, We con v roise oue oad-
verrEsing rates wWilEn expertses g e since we oot
frenver ey erefvertisiomg. (0 we i fes Tikely we wonldn s
fre erfrle nor prrine el of owr marerial e e st
Frlarce ) Alver aeeediloe wrerstr offier prdrifoatioes, macl of
crer pRerteried covwres frov recders farned writers, Al
ay a eomplerely reader supporied veninre, we Bave s
seefdedieran colfeoring cosf ard waking the prrice wi-
Fered weampper el v FaE e Fe ey 2eipislv a prra il meertive. Sor e rignlar-
aenw IRefTEerearfoory frest fxerT o gpesivngr fe el 5f. There are
seernree s caamgfes of enriries prafitieg off the acker
vl By cfrrging owirapoons amoonts fore comnfiee
edrces Ml srppposeddiy fell our secreis, distribmding re-
covefered  fnafarneriieon fo people il daey naswe any
fremrpe e corted cfcrrging them presefne rates, o o wid'e
crvserrfrnesed af arfier saroke aved inireoe plovs designed
ter ek caasft froner ifre gulliblde by capitaelizinng on e of-
terffean given fe hockers. We've deliberarely cfoserr
ovver e yeors ol foo oo dover tlar poch, despine e
Meepre arvonnis of maoney War cowlad furve Deen moede.
Wi cfamsen fnsread ro dio wilnar wae do for ax foerg ar
v ceerr dha i IF o readers were fo erndlare the aeriv-
iy veu found, we cerrainly wonldn't be alble o con-
fingee thris for very fong, Ber oas his person s
edarepereri iy shatedl fee ofoarly doesn T Supaperd s dn any
wiry, W can ondy feopre thar Wliere arre Rrany mare ol
rliere witter do,

The Quest For Knowledge

Ivegun 26000

Locally here in South Bend, Indiana, ["ve noticed
a flaw™ an the payphone system. ['m not sure if this
alfects other non-payvphone lines; | haven't had the
balls o test it on my home phone. The problem occurs
when you dial what used 1o be the Proctor Test Set Cat
least, for tns arcal. 1 saw a new payphone with an
ugly yellow receiver and “SBOC ewched in the wop. 1
pricked it up and dialed the Proctor Test Set (200-222-
22221 But the instant [ had finished dialing in the
=200 i clicked. 1 waited to sec what would happen.
then it clicked again and plaved a recording: ““This
number is not allowed o be dialed from this phone?™
Then it bung up on me. I iried this on two aother pay-
phiones in the area, On the first T kept dialing during
the elicks, [ may have pressed 277 ten times, T Fost
count., But what happenred next weirded me ouwt. The

ling had ambient mechanical noise (that™s the best 1
can describe i), and it was ringing as thowgh 1 had
called someone, but all sound on the noise was dis-
torted.  Almogse like it owas underwater. Even the
DTHME was messed, 5o 1 stayved on ten minutes o sos
who picked up. Nothing happenced, it just looped over
and over. So | hung up and came back five minuces
larer ta find 3t still doing that! 1t°s probably =il doing
it ta thix day?! The second pavphone T oried, T ler it gen
ithe best of me and swopped after the V200077 It clickedd
twice, then the line went silent, The nomber pad vwas
dizabled (or a1 least not making sownds), no echo from
the receiver, nothing ar all. [t remained like thar guite
a while later after hanging it wp, just like the other
phone. IFf anyone knows what this is. please tell me!
slaxlr
Ceonsider the ward onr, fr's grrazives willar von caer
sl find on the tefepluone metwork Gwess By oficeling
sfrange pembers, That's one form of Boacking el con
aever die.
Mear 2600
How can wyou And ocul someone's naume and ad-
dres=s from their car’s license plate number? Are there
any sitcs on the Internet thar allow you o do this?
Brainwaste
I puIny srares s iRfaorrscalion canr be olsfained
divecriy thirowgh the modor velicle depoarineent fir a
sl fee, Sonve enrerprisivg people Reve even falen
ter dfistribasing Wis Dfornrarion fe orlier weays. fn tfose
mlaces wivere irs seod ilial easy Jo gel (ard evern i
therse where ir i) there is o shortage aff sitex affering
ter cafrrerier i for o peoef-soesena il foe, And, of cowrse, cops
wan el ffein irpforenc o aeey fiere ey 1sornr.

Dear 2a000:

Al my age. 36, this magasine is Mad magnified,
sort of. Cool Kids, go for irritaiing authority, A a dis-
couraged optimist, it is nice W sec that hope for a
better world lives on.

Thanks for the uplift. T look for yoor little mag
every time I zo o B&N smce | discovercd it six
months ago, Mo, I'm never going o be even a script
kiddy buwr my Kitties and [ read yoor littde bit of
chaosfanarchy knowing that we can cross the bar
when the time comes and the world 15 in good hands.

Helen

Pirccy Prevenfion

Dreqe- 2o

Recently, I bought the Sony MA-MNI30S5 Minidisc
recorder. T wanmted o wuse it w make high qualicy
recordings of my band and my friends" bands in live
situations. I had no intention of clandestinely “hoot-
legging™ the copyrighted material of paramoid meme-
acts like Merallica or Linkin Park. doe o my lack of
interest in their lowsy, overproduced, overprotected,
irrelevant garbagme.

A Fewr weeks ngo, | decided 1o iy 1o ger a good
live recording of & friend’™s band at & club. The resuie

eorrtirreasecd oy PeaSs og e -'—'l-Eil
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| Zemind of Gertics Arrack s,

Tools oF the Tools |

by bland_inquisitor
Bland_inquisitor @ hotmail.com

Disclaimer: All of the information con-
tained in this article is for fnformational
purposes ondy! 1 do not approve of DoS at-
tacks used for the sake of mindless vio-
lence; I think that in this form they are the
direct opposite of hacking. If you manage
to use this information illegally, it's vour
prablem not mine.

We've all heard their names: Teardrop,
Fragele, Smurf, Bonk, and many more.
oS attacks are small, nasty, readily awvail-
able, and take zero technical proficiency to
use. This is a bad combination for every-
one. EBay, ZDNet, CNN, and countless
other systems have fallen victim to this type
of criminal activity., DoS attacks cost cor-
porations millions of dollars every year in
lost productivity, In this article [ hope to
show the basic theories behind how DoS at-
tacks are possible, explain some of the
generic DoS scripts out there, and show
how DoS attacks have evolved into more
precise and lethal tools of destruction.

Types of DoS Alttacks

Bandwidth Conswmption: The least per-
sonal, and most easily detected, type of
oS attack is based on bandwidth con-
sumption. How it happens is that the at-
tacker will eat wup all the awvailable
bandwidth on the wvictim's swystem. There
are two possible ways this can take place.,

1. If the attacker has more available
bandwidth than the target, he can simply
Aood it by being able to receive more infor-
mation than he needs to send. (Ever heard
the term "ping flood?"™)

2. Some DoS attacks, as we will see
later, can be amplificd by using the com-
bined resources of another network. By do-
ing this, an attacker can flood even the
largest networks with relative ease.

If a criminal is going to DoS someone,
they will most likely execute it from a sys-
tem they have already "Owned." However,
it is not uncommon for an attacker to deny
service from their personal Internet connec-

AR,
TR LY
i

tion using a spoofed IP address. The frus-
trating part of this type of attack is the fact
that it is based on a fundamental flaw in
TCF/IP architecture: the substandard way
in which systems handle SY N requests.

Resouwurce Thefr: What if an attacker feels
the need to DoS someone but doesn’t have
either an Owned system to send from or a
network connection capable of overpower-
ing the target? Newver fear, someone's al-
ready  thought of that. A resource theft
attack over-utilizes access that the criminal
already has. This causes the remote com-
puter to hang or crash by using all the awvail-
able memory or overtaxing the CPU. For
example, an attacker could spawn multiple
executions of freecell on a computer.
thereby using all of the available system
memory. This would result in a computer
not allowing any more processes to be run
and denying service to legitimate users.

Flawed Programming: There are other
types of attacks that make full use of pro-
gramming oversichts. The Pentivum fOOF at—
tack allows someone to crash any x86
environment by executing the bogus in-
struction OxtfO00fc7c8 because of a flaw in
FPentium microprocessor programming. We
know that it is possible o execute com-
mands in a buffer-overrun situation. and
this type of attack is based on that principle.
For those who may not be familiar with the
term "buffer overflow.,"” it is a condition that
allows for code to be run (usually as root)
by putting a greater number of characters
than allowed for into a variable. The most
common occurrence of this is when a pro-
gram inserts data into a buffer without
checking its size.

DNS Cache Poisoning: It is also possi-
ble to alter a router so that it redirects all in-
coming traffic to an unintended location.
either through the attacker's system or into
a nonexistent one. DINS attacks or "cache
poisoning” occurs when a DNS server is
tricked into resolving an unintended loca-
tion. An example of cache poisoning would
be if someone redirected all the traffic in-
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tended to go to wwwstankdawg.com o
wwwodisney.com therefore denyving service
to www.stankdawg . com. Also, it is possible
to redirect traffic to a nonexistent netwaork
or "black hole.” An example of this would
be sending all incoming traffic meant for
www.oldskoolphreak.com to an arbitrary
address,  essentially erasing www.old
skoolphreak.com from the Internet. This
could go undiscovered for days, until the
host notices their hits went from 5000 to
werol
A Look At Canned DoS Attacks

Srnerfs Smurf is a self-amplifying attack
that uses directed broadcasts to crash a net-
work., There are three players in this sce-
nario: the criminal, the amplifying network,
and the victim system. What happens is that
an ICMP ECHO packet is spoofed o ap-
pear as though it were sent from the vic-
tim's swystem to the amplifying system’s
broadeast address. Here's where the shiznit
hits the fan. Every box on the amplifying
system that is configured to respond to a
broadcast ping request will respond to the
victim system, thereby fAooding it with re-
sponses and shutting it down. To keep your
system out of the amplification business,
simply disable directed broadcasting at
your border router. To keep from getting
"Smurfed,” limit incoming ICMP and UDP
al your router to only those systems that
need it. If you find your system on the busi-
ness end of a DoS atack, get with the am-
plification system and use a tool like MCI's
"dostracker” to trace the attack to its source.

Fraggle: Fraggle, a variant of Smurf, is
# DoS mechanism that uses bogus UDP
packets to port 7 (the echo port), as opposed
o Smurfs ICMP. The advantage over
Smurt, if vou want to call it that, is that if a
box on the amplification system is not con-
figured to respond to UUDP, it will send back
an error mossage that  will  consume
bandwidih.

DDoS Attacks

In February of 2000, the long theorized
DIDoS anacks came. EBay fell, then
CMNMN.com, then five other major systems
and a myriad of minor ones came grinding
ta a halt. DDoS attacks reguire more fore-
thought than IDofS attacks, but that doesn't
make them any harder to accomplish, or
any less common. The difficulty is in
{haning the systems themselves!

There are two parts to most DDoS
scripts, the client (used by the criminal),
and the servers (placed on unwitting or al-
ready Owned systems). An attacker will
place the server software on as many com-
puters as possible, making them his "zom-
bies.” Then when the attacker feels the time
15 right, the zombies will execute the attack
command using their resources and IP
addresses to shut the victim system down.

The first DDoS attack mechanism was
written for ¥nix systems by "Mixter." The
"Tribe Flood Network" offered all the stan-
dard IDoS attacks, and sported a TCP-bound
root shell.

After TFN was shown to be effective,
the look-alikes hit the scene, all attempting
to offer better features while simplifying
the process even farther. Trinco and
Stacheldraht are two major players in the
post=TEFM market. OF the two, Stacheldralht
15 the most stable and lethal of the DDoS
programs. Offering ICMP, UDP, SYN. and
smurf-style attacks, encrypted telnet ses-
sions between client and server, and the
ability o blind network-based intrusion de-
tection software, Stacheldraht is the leanest,
meanest way to hose a network almost
anonymousiy.

Local Adtacks

There are a number of local attacks, but
they are not very popular. Also, they are all
but outdated. These examples are more
aptly defined as "exploits,” but I mention
them here because they can lead to a DoS
situation, even though they are distant
cousins. On NT 4.0, there is a way o fill
Yesystemdrive$ by exploiting disk quota
functionality. In Linux kernel 2.2.0, a local
attacker could use the munmap () function
call used by ldd to overwrite key arcas of
the kernel memory, causing a kernel panic.

In closing, remember that the key word
in "denial of service" is denial! It's not al-
ways a matter of using brute force to shut
someone down. Almost alwavs, the most
effective attacks are also the stealthiest. If
you want to learn more about DoS attacks,
try them out on your ows system. Leamn
safely, and have phun!

Shours: StankDeawg, who for all the edir-
ing is hereby afficially promeoted ro co-au-
thon  dual_parallel, and  evervbody ar
Wl sfcin i adonw e oo crnd
www eldskoolphrealk. com.
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trequency theory for the

nhone hacker/musician

by The Piano Guy

Like many computer folks, I'm also a
musician. I'm much more competent at
that, but I have this habit of liking o pay
my bills, which is why I also work in com-
puters. Unlike most people, 1 happen to
hawve absolute pitch memory (which is
more commaonly but incorrectly referred to
as perfect pitch). As a result, I have a polite
correction and amplification to autocode's
interesting article in 20:1.

For all intents and purposes, the dial
tone frequencies in my neighborhood are a
440 A and the F below it. Autocode makes
a big deal that an F is 349.23 Hz and that
the actual lower tone is 350 Hz. This does-
n't make enough of a difference to matter.
The note is an F. Partial tones in musical
notes are expressed in cents. There are 100
cents between half tones. The distance be-
tween an E and an F at that frequency
range is 19.6 Hz. To be off 0.8 Hz at that
point (the difference between 350 Hz and
349.2 Hz) is about four cents. This isn't
enough to make a difference to anyone
whatsoever. The vast majority of people on
the planet can't even recognize the differ-
ence (including many with absolute pitch
memory ). Most piano tuners won't even fix
that 1f the sirings match each other.

All this is moot when it comes to tuning
your guitar to the phone because the top
note (which is right on) is exactly one oc-
tave abowve the A string on a guitar, which
makes it ideal for tuning (for those that
lack absolute pitch memory). For those
with relative pitch (much more common i

heing able to hear intervals), the F below
the A is a perfect fourth below the note to
tune a trumpet.

Of more relevance to the target audi-
ence (this is 2000, afver all), is that there is
a reason for this wvery minor frequency
shift. Frequencies tend to beat at twice and
half their original frequencies. That 440 A
tone has harmonic tones at 220 and 880
Hz. Harmonics colliding could confuse
phone switch circuitry. The phone com-
pany in their wisdom (not sarcastic, for a
change) picked frequencies that were not
harmonics of each other. This is why hack-
ers have to have precise tone generators.
Close 1sn't usually close enough. The dif-
ference between the E-flat and the E (in the
neighborhood of 2600 Hz) is enough that
someone playing the organ in the back-
cround wasn't likely to get anyone a free
phone call back when a Captain Crunch
whistle did the trick. I'm sure this was a
conscious choice too.

I'm not aware of a software frequency
counter, but I have to think that one exists.
If someone has a good keyboard with tun-
ing capability (to work with detuned in-
struments), then it is probable that the
keyboard can be made to generate what-
ever single frequency is required for what-
ever purpose.
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by Jimumy Yu

This past Aprl marked the tenth anniver-
sary of the Mosaic web browser. Mosaic was
casily the first GUI based, mouse clicking
web browser., For an historical timeline check
the links listed at the end of this article. The fi-
mal release of Mosaie 1.0 was Movember;
MNetscape was next in 1994 and then Internect
FExplorer in 1995,

This little celebratory event gol me Lo
think of some of the modern Internel conve-
nicnces that we have and their ancestors,
many of which are still in vuse today. The first
crample would be Lynx - a text only browser.
Wou can "navigate™ or "surl™ the web on Lynx
by using enter, backspace, and of course,
those arrow keys, There was no  Aash,
shockwave, animated gif. etc.

In the early days of the net therg was no in-
slant messenger as we koow it now. On the
ald mainframe computers yvou had o login
and see if the person that vou wanied o con-
tact was also logeed in, This was done by the
"™ or "who' command showing the users on
the host. If the person in question was on an-
ather system, you would then have o "finger”
ihem (finger uwsername®@ host-site). o
would then have vawo options. Echo them a
messase or Dlalk” (talk username @ host-site)
i them. Both methods would cause text to be
displaved on their monitor console, usually a
Wyse. In the case of "talk," the other person
would respond back with another "talk™ and
thereby establish a connection. You wouold
have a split screen and be able to see each
other's text messages. When the "talking” was
over, one of vou would vse control-¢ 1o end
the session. (Usually lond cussing 15 heard
when someone is in vi doing pragramming
homework and foreign text appears on their
HOTEEn., )

E-mails were just text. After logoing in.
the system would notify you that new mail
had arrived. You would type "mail” and a lise-
ing of the mails would come up on your
screen. Type in the number and the content of

the mail is displayed. "r" replied o the sender,
"d" deleted the mail, "q" exited the mail pro-
gram. To include a f[(le into the e-mail, you
had to do "—r filename™ or if you wanted o
cdit the file, "—¢ filename™. You wouuld have a
period at the beginning of the line or control-
d to end text input of vour mail. A Co: prompt
would then come up and ask for carbon copy
recipients. A far cry from the drag amnd drop
file include, text formatting, hypertext colored
background of today’s modern e-mail,

For get-togethers we didn't really hawve
chat rooms, but we had MUD (Multi User
Dungeon). Users would telnet in, choose their
own name, and be interactive among all peo-
ple that logged in. One of the earliest ones and
probably among the oldest on the web today
is End OFf The Line., T used to play and interact
with playvers on this site for pretty much all of
my college days. People from around the
world can access this site and see an early ver-
sion of computerized Dungeons & Dragons.
Players accumulate experience points by slay-
ing monsters and rise in orank, eventually
reaching the goal of a wizard. A wizard then
has the ability o code more monsters and ex-
pand the realm of the MUID by adding their
own areas. Snother MUD where 1T used o
play and hang around is Acropolis. 1 do not
believe they still exist.

This article brings back and possibly
shows the younger generation of net users
what has happened in the past ren vears since
the first GUI browser was introduced to the
population. And for me, wrniting this article
has also brought back memories of the
byzone years.

Crediis and References
hirpffaceess.nesaviuc aedu/Releasesi4. 24 03
_MNMCSA_Celeb. hitml
http: Afarsw blooherry.comfindex dothistoryS
browserso. htm
hitp:Afwowew ce. ukans . eduf~grobefearlylynx
Jatml
http:ffwww.eotl.org!
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Finping Oge

Audio Evangelism

by The Dark Shirt

MIP3 - everyvone worth his or her salt
fand those not even worth a pinch) have
heard of it. It's caused a storm in the music
industry, most notably through the RTIAMA at-
tacking MNapster and other P2P file-sharing
operations, making music files small
enough o download, even over a 28_8k mo-
dem connection. And if that wasn't reason
enough for an enthusiastic world of music
lovers to embrace it, it's free as well. Isn't it?
Well, not exactly....

NP3 development began in 1987 in Ger-
many. Fraunhofer Gesellschafit, a German
research organization, led the way. The fol-
lowing wear, the Motion Pictures Expert
Group began rescarching and creating stan-
dards for audico and wideo compression,
aventually incorporating the Germans' work
into the MPEG-1 standard as Audio Layer 3
- hence MP3. Here's the important bit -
Fraunhofer Gesellschaft were granted the
patent for MP3.

Those of you with quick minds will real-
ize that this means Fraunhofer are therefore
able 1o charge for the use of MP3. And
sucss what? They do! A company known as
Thompson Multimedia are in charge of col-
lecting royalties for Fraunhofer. Thompson
Multimedia collect $0.75 for every MP3
playerfdecoder and $5 for every encoder
sold. That's hardware and software, folks, If
the software is free, then the makers are cur-
rently exempt from paying royvalties, though
this isn't actually stated in the license
ANYMOTre.

The main reason for the proliferation of
free MIP3 players available is that until last
year, Thompson Muoltimedia®s terms of li-

L]

censing MFP3 technology stated that "no li-
cense fee is expected for deskrop software
MP3 decoders/playvers that are distributed
free of charge via the Internet for personal
use of end-users.” The ominous remowval of
this part of the terms has led to some of the
more parancid among us feeling that there
may be a possibility of having to pay to lis-
ten o MP3s. But surely Thompson and
Fraunhofer wouldn't take the opportunity to
make a bt of extra cash? I mean, they hawve
the market pretty well cornered, everyone
Enows and uses MP3s, and._ . ah._. oops.

S0 Ffar Thompson have denied that the
collecting of license fees for free plavers is
being considered. But then, why changze the
licensing terms?

If this alone is nol enoush o consider
looking for an alternative, consider the
following:

MP3 encoding is closed-source. If you
want to give it an overhaul, or improve its
encoding from Average Bit Rate 1o Variable
Bit Rate, vou can't.

MP3F encoding is ren vears ofd. How
much software/hardware do wvou use that's
as old as that, that hasn't been changed/fup-
gradedfimproved in some way? And leave
off with the emacs and all that swaff, wou
know what T mean....

S0 what's out there in the waw of alterna-
tives? Thompson would probably suggest
MP3PRO, which apparently uses advanced
compression algorithms and VBR to pro-
duce a file with half the file size of a com-
parative quality MP3. Howewver, MP3PRO
is still closed-source and subject to the same
patent and licensing issues {(Decoder 51.25
per unit, Encoder $5 per unit).
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In the licensed/patented comer are also
Fraunhofer's AAC (Advanced Audio en-
Coding) which has been adopted by Quick-
Fime, and WA (Windows Media Auadio)
which has the backing of You Know Who.
Both Microsoft and Fraunhofer seem more
than happy to kowtow to the music induos-
iry's demands for tighter control of nights
management, and are thercfore incorporat-
ing DRM (Digital Rights Management) into
their software. DEM allows the use of li-
cense keys to "lock™ music and wonderful
things that allow the end-user to play the
music for a limited number of times, or
days, This MP3 will self-destrect in 5., 4.,
3.2 wou get the idea. Maybe I'll just read
my ceBook... oh.

DEM seems o be expected to work
along the same lines as the MCPS (Mechan-
ical Copyright Protection Society) in the
UE and the RIAA in the US. This is not
quite the case, though. DEM actually exists
1o prevent or restrict the copying or play-
hack of music.

DEM has been known 1o produce nega-
live effects, from reduced sound guality, to
no plavback on older computers, and aven
in some cases, the locking of the CD inside
the drive, rendering it uscless and requiring
o service.

Cine of the earliest attempis to implement
DRM was by the SDMI (Secure Digital
nMusic Initiative), who in September 2000
offered a cash prize to anyone who was able
tor break one of four ST "watermarks." A
team from Princeton University and Rice
University succeeded in removing water-
marks from all four. They declined the
prize, which would have meant keeping
their techniques secret and instcad wrote a
paper, which was to be shown at a confer-
ence in April 2001, The SDMI tried to pre-
vent the release of this information, and,
predictably, the RIA A tried to prosecutc un-
der the much-loved DMCA. The paper was
eventually produced at a confergnce in Aua-
gust 2001 and the RIAA gave up in 2002,
The paper can be found at:
wwwLusenix.orgfevents/secO 1l /eraver. pdf.
The SDMI's last posting on its site was 1n

May 2001, labelled "Current Status.” Don't
expect an update oo SO0n.

We're not entirely up the prowverbial
creek yel, though, thanks to the folks at
wharw. xiph.org, who have created the guite
strangcly named Oggs Vorbis audio come-
pression format. Ogg has comparatively
smaller file sizes than similar MP3s, and a
better compression algorithm too. But here's
the kick. It's open source. It has no patent or
licensing issues. You can help it evolve.
Everyvone can help it evolve. It won't
stagnate. Cool, huh?

There are two problems holding back the
risc of Ogg, though. The first 1s that as a rel-
atively new technology, there isn't a great
deal of support for it at the moment. There
aren't really any Ogg players in hardware
Format at the moment, though Xiph say they
have plans for some very shortly. There are
a number of playversirippersfencoders 1n
software form though; Linux users should
know aboul Audacity, which is also awvail-
able for Windows machines, and players
such as Winamp, Sonique, and Zinf to name
but three, all support Ogg. CD rippers with
Ogg support include CDex, Easy CD-DA
exiractor, and CD'n'"Go.

The second issue is that Ogg is a bloody
silly name. That's been the hardest part in
convincing people to try it:

"Mve found a free, open-sonrce audio
commpression formar that gives better guality
and smaller fife sizes than MP3.7

"Sounds pood, Whar's it called?”

Erm. o Oge. O Vorbis, ro be exact. ™

{rmeefiled fanghrer)

Yikes. But hey, look at it this way. When
Thompson finally make the mowve to charge
for all MP3 players, and we're all grooving
on our free, better looking, better scunding,
and goddamn sexy Ogg players, who'll be
snigeering inte their sleeves then'?

Find owut more about Ogz Vorbis at:
wonews vorbis.com and wwow xiph.oorg
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Gn the

by atom:a

On a recent Chicago evening, while my live-
in girlfriend of three and a half vears was at
work, I performed some routine maintenance on
my homefoffice DELALAN computer network
(three PC’'s [2WOSSE |1 XP Pro}l. one laptop
[XP Proj, one Xbox, one shared printer, and
ather PO and Macs as business dictates). I am o
compuler repair technician and during the previ-
ous week I serviced three computers for virus-
related troubles. They were each plugced into
my home network after I disinfected them. Al
of them were error-free after I finished working
an them, but T am wvery protective of my nct-
work. 1 spent many hours building it, and many
more making sure no one cormupts it

Aler completing repairs on the three PO's, 1
was checking the created and modified dates on
files on cach of my workstations. I gave my girl-
friend an old computer of mine a yvear and a half
ago (a P2 400 WOESE); I set it up for her, kept it
running lean and clean, and never once found
any ancmalies in my routine network mainte-
nance. However, on this night, her computer dig-
playved a modified file date of 2037 on her “sent
items.dbx” file. Since emails are a notordous,
triedd and true path for virus infection, 1 immedi-
ately grew curious. Her email client (Outlook
Express 6) was password protected, and 1
wanted o see it any suspect email attachments
existed in that dbx file.

I copicd the suspect dbvs file:
OWINDOW S A pplicationDatahTdentities),

[ AC2IBS580-T4-1 1 DO-8CFS-DTRFC

E200233 PvicrosoftOutlook Express),
Sentl Ilems.dbx) o my PO,

(For those of vou whoe Jdon't know, this is
where OFE stores your emails, in files * dbx, one
dbx file for cach folder you create in your
respective identit{y) or (ies).)

I opened it with a disassembly program
(W3Z2Dasm VE.93) and I didn't find any suspect
attachments. Howewer, amidst the gibberish of
random characters, I saw an email that my girl
sent earlicr that day to a name I immediately rec-
ognized as trouble. It was an ex-boyfriend. The
MESSAZEE Was very concise, six words o be ex-
act. She asked him., “Are we still on for
tomorross

This freaked me out, because the tomorrow

she spoke of was just hours away. I was sup-
posed 1o go out on a service call for the day and
she was planning (o spend it with an ex-
hoyfriend. T extracted all of the emails from that
file with (DBXtract ¥ 3.50) and was absolutely
floored, Before my eves, in forensic black and
white, was the outline of 18 months of betrayal.
Times, dates, graphic reflections on the scx acts
she committed, outpourings of emotion 1o men 1
wins assured were "just friends. " All of it was in
front of me. taunting me, sickening me, destroy-
ing me. In the midst of making sure her com-
puter was running at its best, so concerned with
the performance of the computer I gave her,
waorking into the wee morming hours so that she
can painlessly experience the joys of compulting,
I got violated to such a degree 1 still struggle to
describe it

I copiced all of the dbx files from her identity
folder o my PC (ch yes, that OE password pro-
tection was so helpful to her huh®). [ set up @
mew “dummy” identity in OES on my PC and
imported all of her emails into it ook all of the
emails and put them into one folder. 1 sorted the
whole stinking mess chronologically and gave
mysell a timeline to look at. 1 went down the list
and read all of the emails (about 400} and ook
notes on the dates and times that stuck out in my
mind, soame dates where [ was out of town, other
dates where she convinced me she was working
late or going out with her "girlfriends.” Can you
say "Deleted DItems. wow they're still there!
Thank vou Microsofi!"

I started scearching the cookics on her PO
within the parameters of the dates and times T
was able o0 map out from reading the emails,
and I found even more evidence of her infideli-
ties. The cookics from Mapguest and Google
were especially revealing. By simply opening
these cookies in MNotepad, [ had before me ad-
dresses that she got directions to, searches for
restaurants and nightclubs, movie showtimes,
cven lingerie browsing at Fredericks.com! All of
it beautifully time-stamped, frozen tracks of her
lies and decet.

I tell you it was enough o make me crazy
with rage, But I wasn't through yet. At this point,
with everything I was thus far able to uncover, I
felt it was all up For grabs. Privacy? Fuck her,
she had total freedom and ook what she did
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with it I found enough in the digital world, MNow
it owas time o go "analog.”

I weent into her cell phone records, She metic-
ulomsly filed each monthly bill away in a folder.
1. in a manner quite similar to her precise Tiling,
prainstakingly emtered all of these phone calls
inte a spreadsheet in Excel {almost two years'
waorth). When I finished, [ sorted these by phone
number. Boom, an easy to read detail of who she
called and when. I took these telephone numbers
and typed them into Google. %oila! The address
of record on these "unknown® phone numbers
carresponded to the address searches from the
Mapguest cookies.

How about her bank statements? In the same
lile cabinet. not far from her cell phone folder,
wias the BankOme fle folder 1 cross-referenced
the suspected rendezvous dates against this
lslder of info and again, voila! Black and white
records of ATM transactions at AT s very close
in proximity to the addresses 1 found in the
cookies from Mapquest and Google, These also
i right into the cell phone records' timeline,
=ome phone calls were made 1o these other men
within minutes of using the ATh! Talk about
heing busted!

A bomb burst in my chest that night. I med-
wated myself with 13 beers and a pile of cocaine

- -~ £
Yes, we've gon

while 1 reread the comprehensive, chronologi-
cal., revolting realities of the double life my
wonman led. It was sickening, like it was two dif-
feremt people. Confronting her with this evi-
dence has been the most difficalt task of my
adule life. At times | wish | never knew anyvthing
about what she did behind my back.

["ve alwaws been an advocate of ol privacy
for the individual, privacy free from the pryimg
eyes of those with higher powers, Being able to
find out so much detail about my girlfriend from
her PO gave me a wake-up call. The things she
did were indeed terrible:; they managed to hurt
e imimensely. Bul leok at how casily 1 was able
to construct a wvintual “play-byv-play"” of 18
manths of her life. This 15 what shocks me even
more than the awful things she did.

As "hackers,” we all need to be aware of the
digital "footprints” we leave behind while we
traverse the world we call "evberspace.” It is a
place full of so much information, a world fall of
the knowledge we love to collect pieces of. It is
also a place of danger, for the rails we leave be-
hind us can be collected and amalyzed. These
trails can be used against us, by powers much
larger than any one of us. Ax the yvears march
Forward, we will have to evade, in order 1o survive,

e and done 1t! In response to all sorts of

requests and demands we now have official 2600 hooded
sweatshirts! Instant respect on the streets may be yours
once you start proudly showing off these classy gcarments

with the 2600 label on the front and the '

the back.

All sweatshirts are

official” seal on

> black with white

lettering, available in sizes L, XL, XXL..

Order

through our online store at

store.2600.com or send $35 (345 outside
of North America) to 2600, PO Box 752,
Middle Island. NY 11953,

Love the design but hate sweatshirts? Or
maybe it's s just too damn warm for such a
heavy FI']ELE‘ of clothing? No problem!
The exact same design and layout is 1_t1‘--=.'_'i
available on brand new t-shirts for $18
(523 outside of North America).
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comtirrtued From pages =<
sounded excellent and when 1 gat home, of course 1
wanted o put it on my bhard drive o edit. B0, and
burn copies of it (with the full knowledee of the band
- they even requested a copyk L was (o my surprise
when, after installing Sony™s bundled Open MG Juke-
box and Meth D saftware, thar there was no feature to
transter (or “check-in™ as they call ity data from the
MI>» to the computer using the supplicd USB/AD
cable.

1 leammed that the USE interface was only o be
used o “check-out” purchased music from the hard
drive wr the MDD unit. The only pecmitted function of
“checking-in™ is 10 return previcusly “‘checked-our™
music from the MDD back 1o the hard drive, a funclion
that I cannot imagine ever having a use [or Appar-
ently, Sony did not include a troly digital USEMD
opticn in order to discourage piracy (Sony is, after all,
a major publisher of music comtent as well as audio
rdware ).

S0 what are underground music enthusiasts and
“tapers” like mysell supposcd o do o transfer wn-
copyrighted music to their computers? Here's the only
answer I have come up with: We must play the MDD, in
real rime, into the analog linc-in in the computer’s
sound card, and then edit it wsing a sound-editing
program {I u=e ProTools Free).

This outrageous example of prohibitive software
is infuriating 1o people like me, whose main purpose
in getting an MD recaorder was Tor the perceived ahbil-
ity to record high-quality music and mransfer it digi-
tally to the computer. ['ve scarched the net for
sharcware or freeware prograrms that enable high-
spoecd UISEBMNMD interface, but have come up empty.
Mostly [ just find entries on bulletin-boards full of
complaints just like mine. At least one petition has
been started, bue 1 doubt Sony will alter or update
their software,

If anyone has any alternatives or answers, [ aould
love o hear about them. [ just hope [ don’t hear, ““You
shouldn™t have gotten a Sony.”” It's a shame that sech
amazing technology should be so incredibly linited
because of baseless corporate fear,

Thank vou for yvour great magazine.

semicerchral

Theix in a brilliant example of corporare siupidity
sfroaaring frxelCin the fooar. Insreoad of erncoiraping peos-
e o use rechnrelogy o be inrnovarive, iereby creal-
g aff sorrs of new marfers ey oould coprifadize o,
ey cltoose instecd o stiffe sech innovation due o
Fears of losing money. We wish these dirmosanrs swoselel
sienply ga back ro e analeg worlfd and feeve the dig-
iral rechrology for thoase wile fraely warnt o sk with
ir. We're confiden! mrore cormpranies will conre along
wihiee don¥ cripple e technelegy, especially when
mare peaple like yourselfl mucke their presence knowws.,

Drear 20600

MAs recently as a vear ago | had abowt the sarme
Opinion on piracy as revanant in his feter in 20:2;
piracy is fine if it is just o ““test ou™ a prodoct, How-
cver, I've reached a stage now in my life that [ am de-
signing software and [ finally understand why thait
iclea is wrong, When yvou pour your heart and soul into
something like a big project the finished produece is o
part of you. It is something you created and therefore
own. [f I want my work to be freely available, it is: if
I want my prodoct o cost 51,000,000 per licenss, it
willl Because it is mine and I get to decide iffhow any-
one else gets o wse it It is wrong for someone to take
what is mine under their own terms. 1 think thar our
frecdom o create and to decide how our ideas are
shared are fundamental, and softvware pirncy deprives
us of this right.

cigenvalue

F cowrse s wrang for sameane o sake voor
Focerd weorrk anreed fecove you swith norfiing - or ar Ieast
subasransially less thony yon deserve. Bar vouw fave o
Berlance his with o dose af reality. ff we were ra de-
cicle et eocht af awr fsswes showld cose 5T 000 60,
wleves tleert rnecerr tliar anyorre wheo obrains it for less o
Meaven forbid, sreals it owrrighs, iv goiloy of stealing a
meilflion dalffars 7 Moybe in owre opinion ued notody
else wonld go along with i And by pricing samemhing
so higlt afrove the reach of individuals, we d be serving
IF g e Mra people wendad ave fo g soiere pefarions
wary af ebraining it Fhootfrer svords, wetd Be fools to
Bz seerprised ared we "d Faave sreboddy for Blaerse Ticr crpor-
Felfves when people dont play by these reles. OF
course, eres ne way we conld ever ger a magazine
frrte @ srowe et Bt Kived af price. Soffware conpar-
Hfes wraeage fo come g with iencrediisfe nrorkops o
ey record cowerpanies and thals e sipnificanr reason
whay 5o srany people are e anly reluctans e pay their
prices s also complerely rnable ro. Ir doese T make it
rigls beet nobody shonld e serprised when it goes this
Predicrabie roure.

Recentdy o filmnealer friond of awes weanred ro Buy
e new version of FinalCur Pre e edit fiis movie. He
werkt fo e Apprle store preparsd o shell oot e
BTN it cont. B Ae wwaansed o gerarantee el it wold
warrk on e Machierosh e owned befare e paid for
movpererfiir g el ceredelne’t fre retrureredd. Tl roded Fodenr
tfrrr OF O weorred o @ Tinaniner (ifie snost advernces
g exprensive grachiine ey seldl thar ey waeeldn
fre fiable for any peoblems e encosrtercd o a
clieaper rrachiine. In their waords, i@ wos fifs decision
naf fooaprgeade and by a new marcfiine. The decision
fe waorend pnp rraking insread was o by ifee progroam
aff the street for 350 ard rever use Mocs apein afier
fhis praject. (And ves, the progeem waeend epr working
arr fiis porcfiine witich means hee Apele wosled Trerve
wrrerdde the sale if they vadd shown somre suppors af their
cesfonters. ) Now tlreres no guestion thiay e ripped
Fhewrr e)f i sierce Mo ofiadrr ' pery tieern for plee porog raen e
in faer wornnd wp paying sonreone else Jor i Bue whee
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et dhis siteradiorr mp? Mas Apple eareeed anyosne s
svengaer il welide fiiis Rdved o Brefugwioe P

There aee woyvs of Beeprrng clisborrers aind swavs of
teesivrg thesr. And thal. despite everyifiinng efye that s
steaierar ewe, iw fhe real botrom fine.

fnsecurity

rear 26000

Aciriend of mine found a simple way to get around
the 5900 price of the popular AOLSALN instant mes-
saging hot SmarterChild  (Cwwecosmarterchildocom or
In “smartcrchild™) if you have o PayPal accound.
Once your trial period mens owt, click on the link
SmarterChild provides you with, then copy the link
on the PayPal batton. Mercly change the 999 o
RO within the link and send the one cent payment.
YWou just gol SmarterChild™s services for wirteeaily
Iree!

ir

There e so prumy refereinces T srepicdity in s
tetter phrar i pectrablv sers soree Eived of record - AL,
irstanr messaging. PavPal, ripping people affl abwvi-
s secerriny flalfes, ...

rear 26000

I recently took a vacation on the Tahitian Princess
Cruise. Onboard the ship they have an Internet Foom
where yow can pay 3050 a minute (o use the Interner.
OF course there was no way | would pay 1o wse their
Imermer so I souzht owt methods of bypassing their In-
ternetl prograon. They made a terrible mistake swhen
designing the Internet Room. The power strips ane ex-
posed slightly underneath the desks for cach com-
puter, so all you have o do is wren the sirip off amd on
and enter “Safe Mode with Comumand Prompr.™ IF vou
type “dir” you will notice a file called “kiosklog st
which logs every site a user poes 1o as well as their ac-
count number on Prancess and oime spent at each site.

Change directory foad) Lin “eodocurments
and settingsiadministratordeskioph”™ then ron
“setupliosk.lng”.

Yo will nonice a wonderful GLUD menu come up
with hundreds of settings to fiddle with, The most im-
porant of course, the tab called “Pricing.”™ You can
change the cost of Internet and makes it free altogether
by hinting ““Free Internet withoot tirmer”

T make sure that this would actually save, 1 came
back to the room at arownd 100 am. Al the time 1 did-
n't know if any “hidden cameras™ walched activity in
the room s 1 didn 't create the free Intermer, Tnstead 1
changed the name of “Internct Cafe™ o “Internet
Cafe " (just a tesc) and it worked.

[ster T talked srith a Princess employee and she
notified me that those “harmless™ webcams silling
next to all the computers are aciwally security cameras
thant keep wvideo for two weeks, =o chamge their
sEitings at vour awn rsk.

osiris
Ared Keep fer raviviad Before voud really piss these peo-

le I Mral woe are a0 et srieck el frp Flie Righ seoas
witde trem for wilnt conddd e guadre o whiife.

Dhear 200

I frovm tinne tor tirmee have picked up your magaxine
from the newsstand here locally, | was stunned and
surprised from the very first issue I bought and read, |
agree, there needs 1o be someocns in this world with
your position on information and  Enowledoe. The
next oppormunity I have, [ plan on subscribing to your
magazine and buying Frecodossr Downringe, Please
kieop up the great work that yvou guyvs do at enlighten-
ing others. What they choose to do with knowledge is
an thern.,

By the way, I have o cousin who works for Fedex
and she recently wanted o buy & nosealgic item thac
er job carries. It was some sort of maodel plane. Well,
when she was there on eBay's site she noticed some
othrer items from Fedex on sale.

The first thing she noticed was a vused uniform.
She thought to herself, and then asked me, “Now who
m thie world wowld want o buy a vused uniform thac
says Foedex on it? She told me “the uniforms are free,
wiz wear them until they wear out and the company
Zives us new ones” My immediate answer was "ter-
rorists, rapist, thieves, conmen, and property masters
and costumec personnel from the  filmmaking
indusgry.”

She told mee that many stops on her route arc
places of imporancs (0o our governemeent and no one
cver thinks to check or question the identity of o de-
livery person from Fedex. Just out of habit, security
and cther personnel tend to “let them through.™

S0 after hearing this from her, I went o cBay o
take a look for myself, and lo and behold there the
ams were., I saw them there for sale oo, shirts,
sweaters, and whaole used uniforms.

I was wondering if Fedex knows this? This can't
be legal, right? Acen’t they concerned about individu-
als nsing their name for frawdulent or even worse
passible activities?

1 thorght to myself that 2600 should knosar aboot
this. My cousin already reported it o Fedex, That
situation’s progress is pending.

Big B. Statz

Ax soaon af we verify ifeal voue oorr indeed recaive
err Mee wrrandd feell Fedex wneiforms as well as orfrer Bingds
«f carprerraie arud povermerent olosfiing, we I fer tfhve
warld Lnowy [(Hur we're Leaping whal ve ey )

Sngmesfions

Dear 2600
I wasn't sure where to send suggestions for mer-
chandise but this seems as good a place as any. Hawve
you ever given any thought o selling 2600 stocking
caps? I would buy one.
drlecter
Yaer vote hay beeer lopged. We 're afwerys opren feo
mew Ldeas, F rales fime, money, energy, and tlar sors
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af snafil e pert ot egch frewr so we waanl fo be sure preao-
Ple wenr somerhing before we sfarr invesiing, So
legse beep sewding  in swggesiiony ox well as
Seedback aw wihurr we've come wp with so farn

Dhezar 2eviid:

In a lemaer in 20:2 regarding the past aricle “Fuan
with Hosting on Cable/IDSL in 20:1, Toby asked to
be informed if anybody knew of good dynamic IP
DS services, 1 parsonally e HS
{hapzifwwaidhs org) which picked up afier MMonolith
wienl under (Lml.org - ah, the nostalgia). For $5 they 11
give you a few subdomains (the limit was four when T
signed up but I can't seem 1o find any reference w ex-
actly how many you're allowed). It used o be free but
not enough people were donating. I'me nod sure if this
is cxactly what he had in mind bot 1 figered it was
worth sending in.

[vm

Drear 2000

I found a very simple way for telemarketers 1o an-
tomatically delete your number from their call lisc
Just answer as ““Clustaomer Service™ every time some-
one calls youw, As soon as a telemarketer hears that, by
law they have o delete the number becaunse they are
not allowed to call businesses.

PCEBootlcger

There s no law we can fied thar profibits relemae-
Lerers froem calling businesses, Your e tFood will vweork
onglh if the telemarkerters are fargeting individuals,
Hovvever yon may very awvell swind opr openine e
Heradgares for a whale wew Eind af pivch,

heser 2
In wour latest issue (2002 there is a letter from En-
crypied explaining the difficulty of overcoming bios
passwards in order 1o overcome Deep Freexze, An ex-
tremely simple way o remove any bios password is (o
simply use the reset CMOS jumper on the mother-
board, which clears all settings for the bios, including
the password. If you aren't familiar with mother-
boards enough to find & emos reset jumper, simply un-
Plug the computer and remove the tiny clockicmos
battery on the motherboard {usvally the size of a quar-
ter). This should reser the CRMOS and solve any bios
password difficultics youw may have. although your
school may find it rather suspicious for you 1o be pop-
ping open computer cases and fddling with the
muherboarcs.
sCcissorjammer

Dear 2e00:

In reference o 20:1 leters, may | Grst suggest oo
Ray who is having problems with billings from AT&T
that he check out bigzoo.com Tor prepaid long dis-
tance scrvice, My daughter told me abowt it more than
rwo years ago. | checked it out for three maonths be-
fore kissing AT&T goodbye forever. (They're 2.0
CELS @ mMinute anytinee. y

Second, o DeizakE, same issue, yvou did not men-
ticn returning the check o the *old woman.” IFf youw
didn’™t, wou have joeined probably dowens of other
lowlifes who also ripped her off. Since she lives in
your area, you and yvour wife showld visit her to see if
zhe is all right, She might ke cating only dog food by
FELWVES,

Concerned Grandma

The Anthrorities

Drear Falhi:

I justi bought my second issee of your magazine,
First off, I"d like to say that 1 think you are doing a
great job and I think that the “Fuowre of Computing™
article wax a very thought provoking scenaric. This
approach would be broaght on by the ignorance and
paranaia of people who make the miles, Case in point:
My schicenl has announced that at the beginning of the
2003-2000 school yvear they will punish siedents for
activities on the Internet decmed inappropriate by the
school, whether they are conducted in school or not,
regacdless if they have any relation to school ac all, 1IF
the school deems it inappropriate, you will be pun-
izhed. The Supreme Court has already ruled this un-
consitutional, but this has no bearing since 1 o to a
private school. I suspect that if T brought vour maga-
zine to schoeol, 1 would have a “ialk™ with those in
charas.

Well, I will be in 8th grade starting Augost 19h,
and that means only nine more months of this crap.,
'll probably o to a public magnet school, so I can
finally enjoy what's left of my constitutional rights.

Performarm:an

Seesr dlon ¥ e sweprised selien vers afer errfey firem

«IE FReecft ax v PREek vaor il

Drear 26040

After reading vouwr aricle “Disrespecting the
Lo in 20022 1 felt compelled o write you about this
matter. I actually live in The Hague (luckily at quite a
distance from the ICOC) but as pointed out by you it is
notl impossible that some day we will see American
wrocps running arcund this city on a guest Lo free a fel-
lowe soldier. While this may seem perfectly reasonable
to the American government (I mean no real Aameri-
cam would ever consider committing a war crime (atc
least if you don™ count invading a country without
reason and holding prisoners outside of the TS,
effectively removing the possibility of a Fair trial))!

What I am more concerned about arc the recent
developments in America’™s war on druogs. As in the
abave case America seems gquite happy 1o strong arm
any country by disrespecting the local laws and say-
ing it iz in their own interest o comply. How is this
done? Well, quite simply by doing it! Recently the
Metherlands have deponed about 2ix Dutch citizens 1o
stand trial on drog charges. While I am all for stop-
ping the produection and disribution of dregs. this
must be done while stayving within the Bounds of the
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Fvwe, Duteh law differs in quite some areas to Amer-
can law. For one, entraprment is illeoal here in Holland
and any evidence obtained through this method 15 1n-
wmissible in {[Dutch) counts,. The XEA has been send-
ing agents over o the Netherlands who use methods
that are illegal here, like enirapment and the use of
criminal informants. Aand on the basis of the American
reporis these people are sent (0 Aamnmerica for irial. But
in all the cases up until now they have accepted plea
bargains. Why? Becausse they were promised that they
could return o the Netherlands for the remainder of
their semtence as long as they pled goiloy.

[ hope yvou =ec the pattern here. In a plea bargain
the evidence is no longer of any interest and oo fur-
ther inguiry is made o look at how it swas obiained. Tio
= honest, the Dutch govermment is as guilty as the
American government as it would appear there are no
checks or controlling government bodics in place to
regulate America’™s activities bere in Holland (al-
though there are wvoices growing in the sovernment
about this and hopefully scon there will be marne clar-
iy abonet this maiter). Also the Duoich justice depan-
méent should be more concerned with the wvalidity of
ithe evidence and the wav it was obtaned ithan they are
now, Only yesterday [ was watching o docuomentary
about these matters on Dacch public television and in
an interview the head of the DEA said that America
always works within the bounds of the law of the
country they reside in. Wihen confronted with the evi-
dience that this was not the case, the camern crew had
o leave the building immediately and the interview
was Anished. 1 would like to think that soon America
willl come 10 realice that if they keep on acting in this
weary they will nmot only alicnate themselves [orther
Ircxm the rest of thie waorld, bat will also create an aic of
Fear throughowt the world as it would appear that no-
hody is safie from the American jusiice systeo. |1
weold likee o think that the Doich government will
start (o stand up against these Wild Wesit policies of
Acmerica and sian protecting its citixaens against illegal
and unfair methods such as those being used by the
American government at this time.

Adl T nesd o say now is keep up the great work.
And don’t let vour wvoice be silenced by those who
fear the ruth and ey 1o force their way of thinking on
wvou., We all kave minds capable of making our own

decigsions. Let's  wse them  instead of scoepting
someone’s word foe ic!

Alan

The Hapguie

Fr 5 b rF R rrre ZRRrgE prarrardfed o sonnvee oxf rlie sRings indli-
viefeeerls eree poirng heoael in ilie Stoates wiren voor see
feevny gevernnrenrs aroond e sworlad secr re Be giving
e dlrefe Figins i deference fo e LISAL Ar feass vour
weedd Feerwe mredice wildls the geers o confrond this head on,
Hopefilly  the popeloce will shome  rhe  Duwrch
Eeavernarent infa reversieg fhis frerd of emibracing
FRA TR R a2,

Concerns

Demr 2a00:

Long time reader, first time writer. 1 have been
purchasimg vour magazxine from the local Barnes and
NMoble for the past three years and have been consider-
ing cetting a subscription for gquite =ome time o
The only thing that is stopping mee s that all of my
current magarines are all nice and pretty, without the
subscription label, and I fear that if 1 subscribe then
the magaxines will come defiled with my mame and
address, 1 was wondering if this was the case, or if it
came in a plain brown wrapper. Keep up the ooodd
work!

Caps Lock

Fegr o more. We haven T pur fabels on e mrage-
Ziveey thevrrselves for o puncber of vears, Solbsoripeifons,
ax well ax back issees and all she arfier sl we Toeer,
arer senl i envelapes g - el anly fhar - they dan '
reveerd theert fe s erctecerily from 2000 in case you shane a
frouse, affice, coMniry, aro With FErrorarmiises,

I Fevir:

Funny kow your magazine has a pactare of kg
appears o be a welephone or power line pole cut in
half and only a week afler geiing vour magazine,
parts of the Momheast lose power 'm not pointing
fingers - ['me just saving that™s very peculiar.

Sam

¥es, awe Fning conrtinmes fo By oorp ot f0eitare el o
CEESe ol e Seirre Finee.,

Deqr 2a00;

[ weas weatching the T today and saw that a laroc
sgotion of the castern United States was in a blackout.
Evervone immediately thougsh 1t was termnonsts, and |1
aucss | can secc o reason behind that, but the kicker
was when I Mipped o CONMN and saw the ncker at the
baritom of the screen say “FBEI Hackers are confirmcd
nod o be responsible for blackout.™ How come when
povweer outagxe happens (and they do happen guite of-
tend, “hackers™ are instanily a suspect?

Martin

Wilenever somenfiing Roppens ey people don
wrncdersrand, wiio errer ro Bloame hean ifose sefio oome
feasr nndersiood ®

Clhreastising the Toenorant

sy 20600 =

Thiz letter is in response o Amanda. Camille.
MMermam, and Christina who are cighth graders ar o
school in Queens, Mew York. [ am a senior that at-
tendds high school in Mew Jersey, et mee start of F by
saying that a wery small number of chatrooms are
used 10 se1 up meatings that turn into child abdoctions.
tlany chatrooms are nsed solely to talk abowt muasic,
movies, computers, and things that have nothing to do
with sex and “children and honest companices.” Chat-
rooms are not bad. Ace @F websites bad? There’s
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plenty of child porn sites oui there. Have wou ever ac-
tusl by read 260002 In 20003 they print the sl that owr
schools would never teach us. In fact, if yvouw read a ot
of lesters sent o 24800, when schools find cul we are
reading this stwfT, they freak out. Freedom of informa-
tion is what 20000 is aboul. They print articles that
teach how to explore. not destroy. ['we never scen
Zadd “support chatrooms™ before. 26000 suppons freec-
dom in all aspects, exploration of technology without
malicious intent, and justice. I"ve been a reader since 1
was in seventh grade and 1 bave never read anvithing
showing the 2600 stalf supporting any Injusiices or
wrongdoing {such as child abdoctions, ete ).

Moy that myyv rant is done, where do you sec Zadd
suppoarting explaitation of children and honese cormpa-
nies? You provided absoclutely no evidence, amd wouw
hawve abwviowsly given in o the brainwashing that
schoolteachers push on kids cowvervday, Please, if
wou e going W0 wrile a report, don’t write it on chat-
rooms oF anything related o technaology becanse you
ara very 1gnorant o the subject when it comes doswn
oo it

leetkurp

W don T cavesidfer aowrselves exprerts an e solygect
ferer fr merervers flread §F orer weeee Sor pederrs o8 ednife aebadiecrioe.,
arbares the fast ilinge ffrey wonedld svand for ol sveneld Be e
cffseeesy §F inoor efarfeoaner., A oo e reoe dfonndar awidl e
aocnyed aof giving free advics o ofiild cbalaocrors.

A Sign of Hope

Drear 26000

An interesing thing happened o me yesterday. 1
had gone 1o Office Depot to try to find an organicer
for school and was waiting arcound while my mother
looked throughowt the store. I saw the computer sec-
tion where all the loor models were being shown off
and decided to have a little fun. 1 went up o one of the
computers (they were all munning Windows X Py and
fogeed in to the guest account to play around a liuke.
Adter a while 1 got bored of this and decided o sec if
the Adminisirator aocount was open. CAny Windows
S based on Windows N has a default Adminisirator
account with no password. )} T logaed out of the guest
acgount, then tried first 1o log into the OfficelDepo ac-
count (which was a password protecred admin ac-
count}), Since | couldn’t get in that way, I decided o
iy thee defaalt Adimin account. From the login menu I
held down the Crrl and Adr keys and pushed Del twice,
thus bringing up the Windows ZO0D0-style login box, 1
typod CAdministrator™ as the usermame and left dhe
password box empty, then clicked Loz in™ Sure
enough, the store had ot set the password for the Add-
ministrator account and had left it completely open.
So I decided to play around a lttle with the user ac-
counts. 1 opened up the User Accounts control pancl
and changed the Office Depot’™s Guest account ior MAd-
ministrator level, then ook the passecord off of the
OfMiceDepo’s admin account, As I was doing this one

of the store cmiployees walked by and asked i [ was
finding everything o be satisfactory,. 1 said “yes™ and
e went an his way, paying no attention o what 1 seas
doing. 1 was amaseed at how blind these people cowlid
bz at times, but continueaed my tinkering.

I decided e change the Admamsteator account
password, and as I was changing it, another one of the
employvees walked up and said “iryving o change the
passwaord, huh?' Freaked out o bit by his inguiry, 1
vold him that [ was “jost secing what the systcm could
cdo,”” His next remark sunprised me, though, He smiled
with a smug cxpression on his face (ke the T know
something youn know™ look)y and said “"Go
ahead, change i 1" show oo a lietle rick.”” Well, a
this point it was obviows o me that he wasn't going o
Erck me outl of the store or anyihing. It seemed that he
was challenging me o lock himy owt of his ovwin con-
puter. 3o 1 complisd with his wishes and pur a pass-
wiard on the Administrator aecount,. He then askaed me
what the passwornd was and 1 gald him, and 1 then ex-
plained o him that 1 had accessed the hidden Admin-
istrator acceount, which by default has no password. |0

clom®t

tald him all I knew about 1t and he was surprised by
thisz information, a5 he hadn’t known of  this
vulnerabiality before.

Alier 1 wold him how it was done, he proceeded o
Iog in w the OfficeDepat account and remove the Ad-
rrinestrater account password by changing that ac-
count in the Users control panel. | knew of this mrick
but was surprised that it worked on the defawnlt Ad-
ministrator account. After the little demonstration 1
chatied for a while about computer sccurity and the
failure of the Blaster waorm and left the store enocour-
amed and smiling. | Agurcd most people would overre-
act o what | was doing, but instead the man had
actually treated me civilly and kindly and even talked
with me about security. ['m glad that not everyone in
this waorld bas onjust misconceptions of hackers. 1 just
hope that I meet more people like this in the future.,
The man even waved and said “have a nice day™ as |
lefi {thowgh it™s possible that's just a part of his joh).

theXarcist

Thiv goes weall Heyvond someane just doing thelr
Jevfa, T permon Tund o very frealithy owtfoonk fonvards
reclimalagy, ane we wonld all de well to imeicare. e
wiesn 1 afiraid of wilar voe sefghis do ro e systenr Bae-
caese fve wrdlerslacd e Basics of o & wearked and
Hhe was conefiadend in ffy overall design. He was alseo
Wil eregr tes Fisrern and fearn sometfting rrew, ol arfireede
wileicly resnlis fin people fespecially Rackers) explain-
Frrg owediar pleey Ereony as vaw dfiel, Tiis Lferd of thinng fraga-
preng all foe rarely bBur its always good o see i foke
lace.
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The Threat of) - .

by _cHICKEnD

by school recently vnderwent a renowvation.
Schools in Pennsylvania are spearheading a
push for biometrics as identifiers for everything
from entry systems to school lunches. Probably
has something to do with the fact that our last
aovernor [ Tom Ridge) resigned (o take the pres-
ident's position of the head of Homeland Security.

The first - and the biggest - pain o myself
and the other students of our hick town s the
hiometrics for school lunches. I's built using a
combination of software made by Food Service
Solutions (www. foodserve.com) and a biomet-
rics suite called MorphoTouch made by Sagzem
Morpho, Inc. (www.omorphocom). To get the
systermn initialized, we were all assembled at
lumchtimme and scanned in wsing both Forefin-
vers. Along with this, they associated owur stu-
demt 1. Conceivably., the MorphoTouch
website sayvs that any data can be stored in these
files (obviously this is rue, becawvse Sagem
Morpho has contracts with several military and
covernment:al organizations),

The MorphoTouch uses a sct of 27 non-al-
terable points on the finger as the basis of its
hiometrics. These points are caleculated and fed
into 2 one-way algorithm. The results of thas al-
gorithm are compared to the resolis stored in
each student's file in the Food Service Solutions’
database. Supposedly, this number cannot be
fed back into the algorithm to get the hinger-
printg, but one wonders with Sagem’s close rela-
tionship with law enforcement. MNecdless o say,
the original quality of the fingerprint scanned is
said to be non-permissible in a court of Taw, yet
it could still help authorities to some extent,

This whole system is said to keep the classic
sty of the bully stealing someone's lunch
money from happening, yet it's a moot point.
That hasn"t happened in ages at my school and,
if they really wanted to, they could just steal the
lunch itself. Parents are allowed 1o deposit
money in the student’s account and are assurced
that the money cannot be spent for anything
clse. They are automatically notificd by a print-
ot or even an e-mail when the student mins into
ithe negatives.

Mowe, onto the sccond pain {which has yet o
be completed), My school's had a long-running
problem of unauthorized access alter hours, I is
said that back in the day when the school had
miven keys to the teachers that about G0 percent
of the town had a copy. Then they went to a ran-
domly generated keypad system, which, after
gome time evervone knew the PIN to also. Now
they've taken extreme measures on this issue,
They*ve installed a remote smart-card reader
manufactured by HID Corporation Oaoaeaw,
hidocorp.com). This card can be read up o eight
inches from the kewvcard reader by the doors.
The card reader also has a keyvpad which can
use either a PIN number for access or the smart-
card. But this reader may also be configured (o
require borh the smart-card and the PTMN.

I"ve heard rumors of including the already
established MorphoTouch system as a facilities
access contral as well as the HID sysvem - this
stands to reason since all the teachers were
regquired to give up their fingerprints too.

Some students have resisted these advances.
Parents have been Tforced to write notes to the
school for their children to be allowed o sll
eat lunch swithout giving up their Aingerprints.
They've been forced to remember their student
I number instead - which is almost as bad
since their money is still stored in the same
Food Service Solutions’ database as evervone
clse’s. The cafeteria manager has been espe-
cially hostile to such students, even going so far
as o phone shedents’ homes and get inte heated
conversations with their parcnts.

Here in Sowth Central Pennsylvania, we're
on the bleeding edge of technology, biomeltrics,
civil liberties, and the wish to murder tree
hugoears.

Srerrermrer 20003
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by blakmac
pame33@mail.com
http:/fpage33. portS.com
As yvou knovw, radio stations use transmit-
Lers Wiy relay signal from the towers o receiv-
ing antennas, whether they are other towers
or the old bent-up clothes hangers that are
taped o the back of vour radio. One of the
more popular transmitter companies is Gen-

iner. Gentner manufaciures warious equip-
ment, ranging from FW transmitters  to

hearing assistance cquipment. In this article,
we will look at some of the features of the
Gentner G50 3000 Remote Facilides MNlan-
agement device as used by one of our local
radio stations. OF course, this is for educa-
tional purposes only. Besides, if yvou are stu-
pid encugh to tamper with one of these pieces
ol eguipment, you deserve the trouble you
wiill receive.
The Equipment

While I have never seen one of these
transmitiers in person, I did interact with it on
a regular basis while working at a local radio
station. At least once per shift, we were re-
quired by the FCC o check the transmitter
wvoltage, plate current, and forward power that
the ransmitter was operating at. We did this
by dialing up the Gentner GSC 30 and
feeding it commands via the telephone key-
pad. We will get to the conmumands shortly.
The location of the transmitter was actually
about 15 miles from the station. I'm sure you
have seen radio towers: the transmitiers for
the towers are usually kept in a little hut @i
the base of the tower. If anvone has been in-
side one of these and has picturesfinforma-
tion abowut them. please e-mail me. There are
Lwo ways o communicate with one of these
devices: via modem dial-in or via telephone
with the voice module installed. At the sta-
tion, we always used the voice module ac-
cess, probably because the "network admin™
was quite incompetent when it came to com-
puters. We will be focusing on this method of
communication between the user and the
hardware.

EUGIIMESIBBIINS) {0 Total Morons,

IDialing In

Uswpally the telephone numbers for these
machines are not histed anywhere, therefore
only a privileged few can access the machine.
There are wvery good reasons for the security
of this access. For example, you can change
the broadcast wvoltage of the transmitter,
which can cause lots of unmarked vans to ap-
pear in your location, You don’t want that, In
our srmall town, the transmitter number was
at one time published in the local telephone
book! Howewver it has since been remowved,
When wvou dial the number, if the voice mod-
ule 1s installed, you will hear a robotic voice
saving something like, "Hello, this is the
EXXKX transmitter site, please enter access
code.” It's always a good idea 1o have diffi-
cult passwords, but as we know given that
there are only ten numbers on a telephone,
they can easgily be guessed. The GSC 3000
has two passwords for the system, a five digit
general access password and a seven digit
Sysiem accaess password (root!). When vou
enter the general access password, you will
hear a message saving that there are either
alarms pending or no alarms pending. Basi-
cally, these alarms are for signal status, For
example, if there is dead air being passed
over the transmitter, an alarm would be is-
sued and, in our case, the phone wouwld ring at
the station on a special line, as well as at the
station owner's house, and a signal would be
sent to the program computer at the station to
begin plaving music. Once you are past the
alarm message, yvou can enter codes o access
the wvarious features of the GSC 3000, Here
are the available options:

For chhecking meters:

J0OS# - Sequence One Enabled (runs througsh
the meoters and gives vouo the stats)
GOL# - Transmitter Yoltage
GR2F - Plate Current
B0F# - Forward Power
id# - Reflected Power
OF#E - MMicrowave (STL) Power
JO0# - Signal Staias
504 - Monitor On
50 - Belonitor OFF
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(M - Report Alarms
(0 - Clear Alarms
(130 - Master Adlarm Owverride
Chiher Commrrands:

Blain Transmitter - 200# power on, 20 *
power off
Transmitter Power - 202# raise, 2027% lower
Transmitter Reset - 2034
Povwer Avdjust - 2098 raise, 209 % lower
Povwer Contral - 200# auto, 200597 control adjust
LGOD - Goodbye

For our local transmitter, there is another
telephone number that you dial o et the sta-
lus on the power going into the transmitter.
For example, you dial the number and enter a
five digit passwaord, then enter YO4% o get the
proweer stalus report.

Passwords

As with any sensitive equipment, pass-
words should be chosen carefully and not
carelesslhy, By looking at the commands
available for remote use, yvou can see what
kind of power lies in the ability to access one
of these machines. At the local station, the
password for general access was 11111 and
for total systerm access il was 999090099 It's
rather sad to think that these are very casily
cuessed passwords that can have quite dra-
matic consequences. Let's imagine that Ewil
Joe wanits to get back at the radio station for
something, Joe calls wup the GSC 3004,

cuesses the password, then Kicks the power
up on the transmitter, The station is then sub-
ject o severe fines and penalties if the FCC

EF 1< =

YWes, yvou read that ri

to see almost every moment of H2ER2.

HAorailable videos:

Circle or wrile dawn on o separale pioee o paper U videos 2ol woitd ond makl b F2ES
Widcos, PO Box 752, Muddle Island, MY 1I953, Moos decails on the panels can be found

finds oul (and they will)., This isn't a pretty
picture, especially if and when it can be
proven that Joe doesn't work tor the station
and he's the one that tampered with the egquip-
ment. Just imagine the penalties for thad
Howrewer, 1 feel that the station is partially o
blame in this scenario due to a lack of dili-
oonce in selling up their passwords, These
machines aren't very secure o begsin with,
considering the password scheme that they
use. If you run a station, be smarter than our
local station, please.
Conclusion

The Gentner G5 3000 is a very uscliul
ool for monitoring radio eguipment, how-
ever it is insecure. The password schemes
should be redesigned, although I realize that
it is limited to the ten keys on the telephone
keypad., Possibly incorporating a longer pass-
word would be a viable solution o this prob-
lem, I hawve listed some resources for more
information below, and if anyvone has more
on these devices, feel free to e-mail me with

any information, cormections. e, that you
may have. Please, use this information
responsibiy.

References

Gentner Technical Support - S800-2583-5930G

http:/fwoasw burk.comdsupport/manuals/
GSC3000.pdf
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Happenings

INTERZONE L Apeill 2009 MNee just another ackers” con® Sy tuned go
il for more detssls, wisenw inere e coen (18als g soan

DUTCH BACKER MEETINGSE, Evory scoond Sunday of the moadh

¥ Elopbef crgamizes & meeting o the mescing poine of the conirsd sipion of
Llhirechi in the: Fetherlanads, Bwvervess isgercied in hacking refatcd subjoces
i= ey i shaowe up. These moetings are sinmdlar bo che D nsscdings.
e et 2eoursd 1300k 2 pond dn Tneer o e G K Cllioes snathilys, We hiops
1o 2 wodh eret? Mooe info 2an be Tousd al wesrweklapheol alimoetings hiosl.

For Sale

AFFORDABLE AND RELIABLE LITNLUY BIOSTING. Kaleoon Inrermes
provices affondable webh hostizg Based on Linus servers, Our boeging plans
s1at T anly 54995 por menth. Thas incleidos suppon (for Fathon, Porl,
FIIF. MMwE0L., and more. Privacy is guormnieed aml you can pay iy E-Ciodd,
paspal, of creahic canl hicp Ot weos, Kalcon . oom

PRIVER'S LICENSE BFAR-BOOK and “feke” 1D iemplote=. Inclusdes
pheetos, teampleces, and infoameatics on all securily Fealuress of cyvery singlc
Meeerican sed Cansdips drivers” liconses, Includieg infonmation on making
“lake™ IDV= om PV cards, laminading. making belopmms, magnesic siripes,
soltmnne, and meoee o msfoe yHur weEy o spenses] Semd 535 cashoEn LS
Furds o an idlernalzonal meancy crdor o US Mends made cul oo B Cire and
mmailed b Didver’s Bar Beok, PO TBox 25006, Sacion Moin, YWinnipeg, Mani-
coba, BT 4G Cansds, Onder o asd gel FREE laminate: with every
ke We ship weor bl veidle Frec!

ONLINE RETAILER OF COMPUTER PROIMICTS is sl o N mal
scriber SOO00 =l rcsn cormpater proslngees Toonms campunenls b camplicie
saricms,. Bayplops, PDAs,. cablex. BoAN, and medin all availabde onlime ma
higpzfrwwadigitmleverything. ce. Worldwide shippene is o pro@derss. Fosl
maEnhon Yol fne & sbecraber mmd Ul gice you boller pricos S Coniae
Drane o =alos & digitaleverpthing <o for mone info.

ATLAST AN ACCURATE DESCRIFTION OF THE BELIEFS AN
HEMHAVIONE (3F MACKERS! Sccial Ingquiry offcrs a rescarch repon pro-
duced by Bembard: Licbomman, emeritus prolessce (moen she Linisersng of
Fetizburg® and Direcsor of Social Engquiry, Bss awan =ocial rescarch flisme Prs-
Fersoy Liclermeas bcld specantmenis in the Deparicoenis of Socicbosy amd
Parchalogy =2 the Universily of Pifisbucgh. He condusted o decallad inner-
view of heckers b= Piadaeaph mad sdeninisieial Hve qusslosrairss &0 thom:
= Bocker svedivation quostionnaire, o hacker cthic questionnaine, o aicimsde
s the les scabe, o liberalison-conservallzsn scale, 2=l o perecnaliny
questinnnisre decipesra o deal winh 1he mnyth of the hackor o2 @ woscial mishie
Frofcssor Lickssrmamn allonded H2E 2, observed the befovios of hoacksrs in
conwvenlion, nnd odminisiered the five qoestinnnaines oo Bociers anjcmling
HZHKZ. The ropeiat alin canlaans & conienl analiy=is of 26EE The oport poes
seeds @ doseription of Lhe belics and boefavior of hackers pooduced by these
micsheds of Eogeiry. Thee report i ecither & comndemnation mor a whilewask ol
hesf ke, nor caocs 15 juslify tha aclioes aof criminal jostfios systems and the
disciplinary actions of =chool admisdstraoor=. It i desdpned po ofler = eorone
Bocaie phoiurs of hackess than the pieiupes peessenel By thsr mriass meslia
arul B crirminal joetiis sysiomes.: The repoct recomomznds tBat the desine of
hackers 1o leasn aboed compaters and comnpuating should be choanmehed dnie
constructive ands, a5 minds as thal i possibic, The copenrt is 180 pages long
arul coatagae S5O words, Profez=or Lichbomman coccived oo grant or con-
racd money to Ao this works B did the work using i own oeonsy nnd wees
arad b5, BEezlralden g0 mo s, Tis wel aogogn ol 1B repecet somld 3 chock For
X550 4 5450 (RSO0 corvido Mocth Aomerical for <hipping (in U5, dodlsec)
payahle oo Soecisl Inqoiry, 62T Beverly Road, Fenshueeh, B 15243, Thorae
lorunmte cooueh o have insfitolicsal fumls o Py Gor the are inviscod
tir sgmall A purchase order 1F you want mone than one copys, coll 412545, 2505
or cmail blicher & el crmma oo

S12E INMAES MATTER? The Twis Towers may bo gosee forever bul nodes
saiked irage =il existx of ks massive 374-focs mdic power chat swas peeched
atef One World Tesde Center, This hist-gqualiny mhssy color ponter is avadl-
able in pagosizcs (1467 5 207 asd 207 x 3076 and make= a spoctaosizr gifl for
engincers, scientisly, Rdio and ielevisics Bedix, or anybody who sppeeciares
- U“'q_“'=. marely seenm wieaw of the Wiorld Trode Center. Wiasil

e Sl paseler s o = arnd 1o codor your own posion

HACKER T-SINNRATS AND STICKERS AT JIMNMGEAR. COM. St
running srodnnd alked! Wete pod me o sovagpilicioos Bt slickers, and
mhisie lBnceas conlrabamnl coming sul meonthly including wodr ol
borkenpeck desipre, beoashooet panties, dioge shims, seal noowin e mmess of kick-
ass sIsckers. Wi aluo Bave AN ety listings. hackes conlorenos [Edings.

mies sagge. Fomsres, @ pheobo gal Bery, nnd meenfsdy connesta, Hell, doss even Ba,
Jusk =ipn on the mailing li=1 asad Fave & chance 6o wiin foee spedl. O follosr
the cnsy insoructions e get 8 fres sticken Giet it all a1 wosesJinsGoarcona!
WIRELESS SECURITY FERSPFECTIVES. Monthly, comms=reial-grosle
inloeea e oo wiseless secunly, Leam Bow 1o prodost voar ocllularn POS.
S5 Dluctosth, or Wi systeom (oo 2600 resders, Sub=oriplioas ssaen al
S50 peer yearn, Codk e ol a8 hipeSonp-wirckess conu'asp boml.
TAPYEIPL The criginal pecskanp aml hackane sincs? Al omiginal Bock is-
s oy CR-FOM. Only 55 imcluding postags! YWnite for & frec calnlog of the
Eest unndergeound CIR-ROMS! Whirlwind, Bex 26059 Yictoria BC, WEW
A52, Tanada.

LEARN LOWCE PECRING s EASY with owr book. Our mewe odition adds
bot= muore imferesting material and iBusirations, Lears she ey don's seant
ek ko Roeeoras, Any socurily syxsiom can bo Boatoes mmany Emes righa thraugh
b lronk door. Be secune, Learn the secrers amd sweakness of rosdas’s bocks. BT
e et Boe e where you are nol sopposed o be, ihix book coubd e pous
nrswer. Exploee the cmposecniag wonll of lock picking, Scml twenty bocks=
Lz Samefard Publications, PO Box 2226300, Champasen, 1618238 o visio as
a1 e A s el i Ca s ol il e RSO0 B ml For somr 206080 rrader
price discouni.

WERFAEINE, e iest and caly mnonthly compilalios CD zine featuring
neve and popul=r sofiwere, tean liles, e-boanics, feviews, Dilerials, graplbes.
widede, anusie, asdl iwe, Picase Belp Webiezine B0 continmoes amnd gross b
submiming files or haks oF sugeesrians 1o paytekussn G hotrail o oo subs-
miti@webichdne com. Anxthing is occopted. Ohvder yours online 2=

e D E e O O B R Lo s i el bicrin, Alsas chock ol
wrvuoweibiest.com Jor the baa prices on Basting, co-2acation, and weds dapa!
CAFM CRIOENCH WHISTLES. Erand now, only o fow left. THE QOREGIL-
SO YWHMIESTLE in mint condizion, never usedd. Foin the elate few wlas ot
ehis ireasure! Onee they are o, tal i §1 - theore are &0 more? Keychabn
baode= for Seyring. entidy yodrecs |6 ar meciings, sie, o a 2Nk membor b
danglisg yoor keychain ased <aying nothing. Cover o hods sl par exnccly
s b, ocrver dhe caleer haolde amad pot anoiher Fresuenss. Lise batk Bole= o
call your dop or dolphim. Adso, fdeal For czbephone remoe cosored ey oes,
Frece inchedes prailing. S05, Mol enly a oolloctos™ fiom bol a YERY
USEFLIL device to carry or all tinsss. Cash or money conder oendy, Biail ga:
WHISTLE. O, Box | 1562-5T. Clt, Miccoord SE105.

WORLIFS FIRST “LRLGITAL DRLWG ™ Hackers, ped rends 0o crpericnes
b noat lovel @n wolware tochnoloegy! YWoeodoo M agickBox is m 1005 kegnl
nred safe way e enter noo & drag-like rip, A0 yoo neod 10 do s placo the
clips oo your cars andl eme dhee kmnods om chee: Siosodosn S agsc o Bom . 10s [nios

e PEnE yom™ve evor icd | For dhctanls and ondoring infonmmalion. vsik

sy, o o T oo o o ey ncke s el credsl candts acoeped ).
CABLE TY DKESCRAMBLERS. Mew. (20 Each 5115 + 5500 shippiog.
sy onderfcash only, Wiorkss on analog o analogilsiital cahble sysiems.
Promium chanmels and possitly PPY deponding on sysicm. Complese wizh
Llgivas poewer supply. PurcBascr assuencs sols respamecihiliny fos mdaling
cablc opormor of uses of descramdler. Bogeines o cable TY conwenmer (e,
Pladlioe Shack) ea b usex] with s unif. Calble connocts bo the converier. them
the sle=crambler, then the cutpea poes (o T sot e 1o channed 3, O 5521
Oiliwe, Bos 23992-TS. Oliveitct Sur, Bassourd G515,

Email: cabtdedescmmmblerguy8 ol oo,

BEECA L WORLED BACKING: Ietcrostod in rocdiops. stzam tunnels, and the
1%e? For copy of nfifercnm @ 2ine abadil goiae places yos e nod sup-
pesod 4o po, sond 523 cash 4o PO TRox |3, Smtion E Torconoo, O954 MMeMH 4ELE,
i,

FEELSLAT PURSEATIANE, ihe feature-lengsh 250 dogusneniany, i s
awailalble on video! Soo the aadventuro wafold as we oy o gol o the bottom
af the Kevin Mimick stoey nnd prevent o ansgor esosion pletuns from s pocasd -
ing o lics, Aaqilable on WHE in MTSC {ULS ) formmat, 121 minuices. Send
B2 e 200, B Beoog THZ2, MddDe Bslasd, MY 11953 or ooder viaour onlic

=l al weerw 2ENEcomm.
Heln Wanted

CREDIT EEFORT HELPF MEEIELR. Mead somes assiananss feiasing
mgaliee e Gl oredil soports, Wil paps Al agoncies. Please respond bo
sky=ighteEs pocemeb] oo

HIRING PROFESSIONAL INTERNET CONSULTANTS with job red-
eremet Oy for e following: websie socurily, perlormandes besing, ared
markcting For c=line mmagasine. Please seead woaer blo and resumss oo
Abherresaaeth S pahootem v can wark fram bome., bot should Sve Bn {oc
aroond ) MO, ns you will peed 1o stiend o resezing o iwen
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=EED ASSISTANCE o rescus/ recover A5 1 eExr daln which ars

paosdly Ccampresseilienenpiod by soene Lypee OF commoncial prepmme Boss
Lo pere ralbeer lerge, froms 200 1o nhoot (HHIE, Using [HDS basesd s2aich

rmgimee o potriovall Please advise il there exists any toals comently

svallahle or onyene wheo mny e of help. johind ps o osmni oo,

NUNENG BO-OEKS AND SI0RE. MMon eeferested in books pelaced oo Baack-
g securily, phrsaking programming. sl mmore, 'Willicg to purchase roa-
sinable booksiolfers. 1 do sesprch Ceooele! Mo pip-offs plesss. Cosisct e
10l D ol v,
FREE SOFTWARE DISTRIBLIUHOMN. | have a websile
P kb s, Soemes check 06 evstl) thal hacs o Fair amsosant of gralfic.
fosdly for debion nnd redho od<, [ om looking o hnclorrs wiho haove modes
e e inEere=ging proprarss amld wish o efbare 16 oo hkive soene coealliy
inlceesting apps, lcan give you [for free!) 2 page or o subs doeenale 1 am
hmdking 1o assisg the gpen soasee proveimenl andd the Backor communiiy. You
swnm cmiail mee ol cloder@ hoimail.com. Plense place “dowmnilooed ™ in e
vl lremlerge. AL anloresimge jdoas welcome. Erne LesSer
SMEED DAL U FLACEING INFOF (stops involsed, coren dial ups, clo. b
Ao Boeniing: For places an the Internet swhore | ean pot onlicsod pfone
searterrs [or free. Please contact me at bEllm 245 prodipy.ne
UEEE MEVY YORE CUTY INDEPESNDENT MEDLA CEMNTER (MY
184} i Besoking For domaticons 4o help build an TL server o Bt s apen
jriblcthang weelh Sine, PRIV IRCT flonpadtieess, el s o org B as as alll vwolan-
teow collective and is pan of & worldwide setwork of aver LD peediao centers
ahinpssfaac, il maonsh dicdicancd s mainiaining am opon publEching
sl sysiom covering progressive izooes and bulle osing open source 1echs-
sz, B WOLT- IS s o igeosn s curren server ansd Bl sl wosld like
o create a obush, reck meoostabde server that can be colbocaiod with o fasier
prnwlder, I yow cam Sonaie Hens o (e to B lpy Baaihl cur server. pleass gl
capch wilhs the Y C- I Toch Team st imcsmye-ioc i ind ymeedinoore.
EEERING INFORMATIONN ABOLTT THACEFONE. Laoking for techni-
val data conoominmg the Trocloss notwcek and how il opemites, ecpecinlly i
Fosrresalloes abssur aloisme and 1he manmipalsion thereof, T hase been sworking
Fosr soames 1EmMe o oompile am extensive tulorial abous Trecfone and bosw its
e e works nnd [am currenily morking on il fenoth revisdon, TR ihind
rewisiom and quite a limle bit of information that | Baye abesdy disooversd
P AT SN e Toamred Al wewnas e e pleas Phamled Coi an e Sesers f
Frauged mection of the site. Send any informalion via comail 1o trocfome -
s e se SF a e rlcasteas tennted ocen., 1wl ol pay Qo isfocmatioes amd oo
sharuldn® want o charge For B bocmases 1hal would Be agaiset your hacker
eilsrs. O someething. 1 am sloo loaking for peopds b seribe Ieoral= aml
sst b conidend on this ilo ax well. Comtact wobmaserif americas keantwanted com
il woma are: Esgeresiod, These will nlso o annaid geosilives,
I YO ONT WANT SOMETINING TO BE TRLUE, docs that make iz
priopngimEn T When we're ciuldnen pnd we don® want o listem, we il our
Taands Goror O caers. Ao W Erosy up, e crcale new ways b0 ipnoere ihings
e gbon T want oo Bean We mnake excuses. We leok e ¥t seasy, W Babe]
things "propapandia™ o Tscare tactics” ol it doesn®t waorke: e doess’t make
ihe rruih @o oowsy, Giovermressn b nrel corpeerare SN OO TR O, PRO-
PR AME mre used Hr inbimidate. sorture, amal rmondar ;llq:;h!-b wishally. 1L may
e e it o s 1o hear o tha doesn’s make 0 any less e, Pl
sl sl suppon Johe Grogory Lambros By distriboting this sl 1o free clas-
sl afvenising sipes mrd pewsgroaps globally, soscsc bmei sy oot Loeg
FLANEKE YO0

Services

AFFORDABLE AND RELEAELE LEINLDX IIOSTING, Baleiom Intemmet
paovidies nffondabde web hosting based oo Lisan servess, O hosting plens
et Froom nly 3495 por month This eEcludes suppor For Pyiloe, Poril
PREE BMx=00., and erore. Privocy s puarssstecd sed yom can pay by E-Cioldl
Paspul, of oot Caendl, g patfmcses Ealcton Soomn”

PAYISENDRCOM is an email forearding service ghat anly forwards mes-
e Teoare whigefisied sostacls or peopde wii pay yom W eocive fram
vhem using = palenl-pesding identity eckedque. Sign up wis our web page
frvran,

MINTAGE COMPLUTER RESCHIRCES FIOXR RESFARCEE
SunsgeTech proacide: oo widie vasicly of cormpater historienl relateqdd sercices
fovr Bensine=s 2nd academin. Woe provide: suppon services for Jegal Brens Tor
canmi raner and sodbwnne patoes TiEgarson amd prior arl ee=carchs paeps and
vansuliing for meonde or flm prodoction and phoetogrmphy siedios requising
ol B nEs Compa e anel compaior sclatal Bomsdala recovery aned
cosnversica from ofd and obscleie daes meedin to moedem medis; appemissls of
A ge SoenRiled e [oF fale, chaittalbls Jonalicn. oF inssmnoe valua-
Vs sale= brokering of vinlage computers and redated ifemns; gensral ooon-
priler Ensiory oormuliesg amd escanch, VinDeeTech maintaiss an exlonsive
uvhive of computers, software, docume niation, and =n expansive libeary of
wevim il er pelaned Baides gl g nsises, Wisasl tis oailans al o paitacees,
sinfagcicchaom or call + 1 925 203 SO0F | o leam meoae atool the services
v provide.

INTELLIGENT HAVCKERS LINIXK SHELL. ReverseNet is oaned and
oprated by ingcilipest hackors. Wi belsevwe overy user hax the cigh? 1o online
socuzily and privocys In imlay™ hoatile antd-hbacker stmosphere. inlellizont
hackers require the mecd For o =ccure ploce 1o work, without big-bBeother
lecking ver their shoulder We provide highly lihorcd DS pectection. Clur
msin server is a B3 122 ghe maachine., 1.5 gigsof mm, S12 megs of swaps, S0
giz EIDE, with compizie anllse "privessy,™ Cosnpile yous Cevoesine socusniny
towalds, use ssh, siessel, penap, cle. Alfordabde pricing feome S menth, withs
a 14 day maney back pussanes, DEeiiw s reve rse netf

Announcements

CFFF THE HOEDE is the weockly one hour Backer radie show presenbed
Wednesday nighes at T2 pm ET on WIERST 95 P im New Yok Clity. Yo
can alsoe o im ower the st ol weses, 2N comod T hefenok or an shomaaye
in Momh sed Souds Amenco at 7418 Bbe. Aschives of a1l shows dalieg Back
s 18R cam b foond s the 2500 e, oo an mps? foemen? Yoar feedback is
s Lo (b el e N

HACRE ERMEIMNE: Dedicated 1o beinging sow the opinions of thoss in the
Buacker weorhl, an] Tevans ol the coimss Freogerenoe, Wil wesess hackermind. oot
fior abcitaals.,

D WO WANMT ANODTHER PRINTED MAGAFIMNE fat comglimenis
Dl wiith oven mone hacking nformation? Mgy Sevsdaaion = 2 pagezine
from e Dligieal Dawe Pound aboul hecking and cechnodogy, Specifically,
we look ot underground ropics of leckaciopy includisg: Hacking., Phreaiing,
Securivy, Lirtan BExplorstion, DHgical Righis, amd iesore, For mrere infonms-
BN, O S0 e y0Hle RN ed] SO oiilEnes, VERID U Al I paaesews Binrevaooemd
wehvene sore il asded linad arsames s an el eedors=. Wicloome 1 the

P e !

WREY T HSAOM AU BRANTS ae asaibable frec of change o compuber
talk sl Theso sha asd ofton hilagoos BMP5Ss dispel the Beestona that
surrounds compuler vinsscs., The White Elouse computer =szcurily odvizor
hate= the=e ranis (and vwo don't make this claine lightly s, Check caa

Y¥Wmyihx comnew= clfm Gor detmil=

CHRISTIAMN HACKERS' ASSCFCTATION: Cheok il s weelpuss
higpedsrwew chrsmanhasckenors Tow degails, YWe oxisg 1o Pt O Coammunits
Foor Crhrssiinn hnckers soodiscuss and impast the cemlm wherne Faith sl pedh-
nlogy enteripdt Towd s plarpase of socesg lives cbangod by Goad's pradcc
thevmigh Gaigh in Jesus,

Personals

EESOURCE MANM i= looking for moee sddresses {snsil mail). Please sl
any oddresses of e Follewing: Book clubs, sabsorigtiem sery bpss, s
pers, compurerfhne king msearines, and gy Toecign poelressss whibch sne
‘5|'|'¢I-'I"|| l’-':"ﬂ:f'—'— T Foirhees svaay e Beiner Ao, 1 o o micanalassnss
Fanastie dBe, EXgeanan, Dxatlaw Sian Chodats, Tomchi Mueas, ole, ). Ploacs
il any rclaieal mlormation e Daniyel Sapswargh 0 EE2E3T MO Box
DY, oo TRy, ToE 705 12, Wil respoend) BT desizod.

AN INTERESTER "TO-BE" HACKER I'N PRISON: [ am a 28 wearold
in prison whe is intorested in leaming om Being o hacker 1'm leoking oo heor
feonm anyone who can help me got staned on being & hacker, for odvices, nnd
tooormespond with oo anything dodng with hecking. Fiense belp an ups angd
corming 1k be hacker oo, | will coerespoemll swith ssyvans, WiEte B0 e A
Miichac]l Engebretsces #2088, Pradsic Correcticeal Facility, PO B SO0,
Applenon, MM SOD0E,

W ED BEEEDN A TR Do cne theogdhil ilBeogal wire eransfors were funnyg? Can'l
anyors ake a joke? Koown as Alphabils for yoars. I'm bored to death in
Bers and would like s with anyome. Help a hacker cut and write
s mae ak: Joremy Coshing 1511 35EF Cenlinela Stabte Pricon, PO Box @011,
Irmgeerial, CAD2Z25 ] Willl reply oo all.

STOERMBEINGER'S &1z Ao dodng o 2062 month Beafera] sensenoe. Wiould
like 2o hear fincen those 've Bost cosanct withe Wil correspsosd awath olhiers as
el Wiite oo Willlssn K. Smuich 8006501, FOI Cambserlamd, Ui -1,
I Hooo DOCKN, Cumebserleed, A00 TOS00.

ONLY SUBSCRIBERS CAN ADVERTISE 1M 3602 Dont even think
abaul breEng e ke oot an ad unless you subscribe! Adl ods are Freo amid
Ehero 35 e uneunt of monaey we will accepl for @ non-sobecriber adl. We
bz Lhal’s clear. OF course, we rescrve Lhe right oo pass judgment om your
il mnd not print i i ics amoxingly soopdd or Bos pothing ot all oo S0 with the
hacker warkl. We make ro puirmssse a5 o0 the honesy, nehiloosss ness, san-
my_ el of the people sfvenising bere. Conisct chemn 88 vour perill Al ks
misshons are for ONE 1S5UE CNLYY I o swan Do sus woesr ad insoes Bhan
el Wom sk eesuhimie i each i, Dan expest us o sun o 1han cne
sl Map wos @0 mingles fssge cither Inclode yoor sahleees: label ar o phoelocopy
fan e Ko youre & siebosribor, Sormd vour ad to D0 Miokciplaco, PO Box
Fr Pdmdkdle Tslamad. MY 10953, Deadline for Winter issocc T3 LAK3.
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aﬁﬂcr@ﬂummmuwtﬂm Mp,'cu-nl:m'bc
risbane: Hungry Iacks o the Cosen -'T'|r|-|.|-52l.|.._|.rl:::'|_iﬁ.:1

S5 Adall (RHX, o e Il Hoeseis),
¥ pm.
Canberes? KOs YWisial Healicy Cafe,
15 fia< BW, Civic. 7 pm.
Bl B clhammns Centrsl
Shopping Ceetre at the Swanston
Soc] tetrnesed sear (he publc phanes.,
Pertin: Tiee Merchoam Tea and Codlee
Hesne, 153 Moray S 6o pim,
Sydmey:s The Crysml Palece, fron:
barfhistro, opeasioe Lk Bais s licss
Ereaan Crecepe Sireet al Cenml
Stalion. & g

ALISSTRIA
Grax: Cale Haltestelle on
Bkttt piale

TRAKIL
Bedo Harinsmilc: Poléepo's Bar ot
Avessfena, near the payphone. G pime

LI M BB

Alb=rin
Calpacy: BEau Chiire Mookt foaod
Coresn by the biland yelfos wall (fonneriy
dbsx i wall"h

Hricish Coluembin

Yanoowvers PociSs Contre Foodl Fair,
et hewie | oo Froess sereer Dived by
pay phones. 4 pm 109 pamn
Wiclosin: Fences Cenled food comm By
FRT-

M lamdlol=x
Winnlpeg: Garden City Shopping
Center, Tonser Foud Cont adjaccng He
ehe & & W resiorana

M Brusswich

Alonciom: Enche lounges of Geounnd
Free Motaork=, T20 Main S, Topm.

TinEaris
Barvics Willizms Codlios Peb, 505
Erpne 1hive, 7 pm,
Hamilton: Mcdiater Universsiy
Srudent Conles, Haom ST, T30 pos
AMemwas Eyoand Calfe, 35 Bywarsd
MR ke Sqpadene, S0 gy
Torssdo: Compreter Secuny Edacs-
Rion Facilipe, 19500 Celle e Sorest

MonEreald: Bell Amsehitbcar=e, 1000
Cinochetiare Surcer
CEECH REFUBLIC

Prapgoc: Legends pab. G

DHEMMARE
Aawhiess s e (e comier of (he TH5E
cale inthe raifswny sesliion.
Cogenhagen: Torminalbar in Hoswesd -
bancganfcens Shopping Cenlorn.

B a™E
Exetor: Af the pasphones, Bedford
Squast. T po,
Londan: Trocadero Shopping Conser
dncar PRy Ciocnd, kracd lovicl. 7 pm
Manchester: The direen Homan on
Whitsorth Strecs. T pens

FIMNIANTY
FEci=inki; Fonniakoriicli Food oot
(ooeibkana B4,

FRAMCOCE

Copgrphfier MG Deesalde ot 2751
Bfariin o Heees:
Pari=s s A La Hepiibligus, s
the (ezrgpdy) loaemin, & pm.
Henmes: In Gont ol the siors “Hlus
Box™ choss 1o the piace ofF the
Eropeabise. 7 pmn

-t_‘illl-.i‘[-'l:.l?
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osta Rican Payphones

- En:-uli.l haye

—
IF i wasn't I-::-l: the "C: ||| USA” on the botioim, we
* bd = very hard timee telling which

?ﬂd Wais wp on this tiny phone.

ELE ET- NG

State=. many forcigo

Unlike in the United
© phonme neembers.

payphones are prowd of their
We suspect this one may soon be ringing off the

hook.

Ie's kind of Racd o Believe that this is in the
samee country, but this old metallic model phone

cin als=o be found in Costa Rica,

15 the even larger metal box with
about it - At some Doprd
this design beat out the

Char favorite
tiny kevpad. Think
meeting i the past,

competition.
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Completely differemt from the four we printed
twer issues ago. This one is a Menatel, probably
the most popular and widespread payvphone
I..;._'..-|11 It vuses prepaid chipeards,

‘n.’n."lu[ the connection is o the former Beatle we
don't know but these phones use prepaid cards
and are aonly Found in Cairo and Alexandria,

.. o

This phone was found in the middle of the
desert, Mor much is known abowt 1t other than
the foet thot it only takes coins.

'.i"’frr.rrr.u' .E'Jy Encry_r:rrcd Error

This is sctually the exact same kind of Telecom
Egvpt phone we printed in the Spring isswue but
this one is a completely different color! Aoard
that makes all the difference. And no, she isn’t
miving us the Anger.

1.ook on the other side of this page for even more photos!




